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SecretKey Estimationin Sequential

Steganography
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Abstract

We de£nesequentialsteganography as thoseclassof embeddingalgorithmsthat hide messagesin

consecutive (time,spatialor frequency domain)featuresof ahostsignal.Thispaperpresentsasteganalysis

methodthatestimatesthesecretkey usedin sequentialsteganography. A theoryis developedfor detecting

abruptjumps in the statisticsof the stego signalduring steganalysis.Stationaryandnon-stationaryhost

signalswith low, mediumandhigh SNRembeddingareconsidered.A locally mostpowerful steganalysis

detectorfor the low SNR caseis also derived. Several techniquesto make the steganalysisalgorithm

work for non-stationarydigital imagesteganalysisarealsopresented.Extensive experimentalresultsare

shown to illustrate the strengthsandweaknessesof the proposedsteganalysisalgorithm.
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I . INTRODUCTION

Steganography dealswith hiding messagesin cover signals.To hide a message,somefeaturesof the

cover signal chosenusing a secretkey are slightly modi£edby the embeddingtechnique.We refer to

the messageembeddingprocessas sequential steganography whenthe secretkey consistsof successive

features(in somefeaturespacesuchasspatialdomain,frequency domain,etc.)of the cover signal.That

is, successive featuresof the cover signalarechosenfor messageembedding.Thereareseveral popular

messageembeddingalgorithmsthat fall into this category suchas the following:

� Spread spectrum embedding: Spreadspectrumembedding[6], [14] attemptto embeda wideband

messagecarrier signal in the cover signal. The low power carrier producesimperceptibility after

embedding.Even though[6] is a watermarkingtechnique,the ideaproposedherehasbeenthebasis

of several steganographictechniques.In [6], messageis embeddedin the discretecosinetransform

(DCT) domain.TheDCT coef£cientsof thecover signalaresortedin orderof decreasingmagnitude

andthemessageis embeddedin certainhigh magnitudecoef£cientsthatareconsecutive (sequential)

in the sortedDCT coef£cientdomain.

� EzStego [13]: This techniqueembedsmessagesin the sortedpalettedomain sequentially. It £rst

ordersthe paletteto minimize color differencesbetweenconsecutive colors.Then,the messagebits

aresequentiallyembeddedas the LSBs of color indicesto the sortedpalette.

Thereare also someadvantagesin using sequentialembedding.For example,somefeaturesof digital

signals form a natural sequentialordering (such as the magnitudeof frequency coef£cients),easeof

key management,etc. In this paperwe primarily deal with digital imagesas cover mediumthoughthe

proposedmethodologycanbe easilyappliedto other typesof cover mediaaswell.

The goal of steganalysisis to break steganography. As describedin [3], steganalysiscanbe classi£ed

into two categories: (a) active and (b) passive. In active steganalysis the goal is to estimatesome

parameter(s)of the embeddingalgorithm or the covert messagewhile passive steganalysisdealswith

identifying the presence/absenceof a covert messageor the embeddingalgorithm usedetc. Using this

categorizationwe notethat this paperdealswith active steganalysissincetheaim is to estimatethesecret

key usedby themessageembeddingalgorithm.Steganalysisalgorithmstestthesecurityof steganographic

techniques.Severalsteganalysisalgorithmsthatoperateon spatialor frequency domainhave beenalready

proposed.

LSB embeddingreplacesleast signi£cantbit (LSB) of an image by the messagebit and seemsto

be the most popularspatialdomainembeddingalgorithm.Several techniquesare available to breakthe
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LSB embeddingsuchas RS staganalysis[9] and Chi-squareattack[22] on Pairs of Values(PoVs).RS

steganalysisdivides pixels groups in regular, singular and unchangedgroupswith negative and non-

negative masksand is basedon the empirical observation that regular (and singular)groupswith non-

negative mask and regular (and singular) groupswith negative masksare equal. It is seenthat LSB

steganography disturbsthis balance.This techniqueis reliable in detectingthe absence/presenceof the

message.In [22], a statisticalattackis appliedto anembeddingtechniquein which a setof Pairsof Values

(PoVs)are¤ippedinto eachotherto embedmessagebits. Thebasichypothesisis thatbeforeembedding,

the two valuesfrom eachpair are distributed unevenly in the cover image.But after embedding,the

occurrencesof the valuesin eachpair will have a tendency to becomeequaldependingon the message

length.Statisticallearningtheorybasedsteganalysisis alsogaining interest[7], [1]. Thesemethodsuse

a large training set of imagesto learn the parametersor values of certain featuresbefore and after

embedding.Oncethis training basedclassi£eris designedit is thenusedto test imagesfor the presence

of stego messages.We refer to [10] for a goodoverview of the currentsteganalysismethods.

There are several important issuesto be consideredto develop good steganalysisalgorithms.For

example,from the above discussionwe note that the steganalysistechniquesin the literatureareof two

extremes:those that considerstatisticsof each individual image and those that averagethe statistics

over a large training dataset. Thesetwo approacheshave their pros and cons.When using individual

imagestatistics,the statisticalestimatesmore accuratelyre¤ectthat individual image’s characteristics.

But, imagesbeing non-stationaryin nature,estimatingthesestatisticsreliably is a challenge.On the

other hand, by averaging the statisticsover a large training set, the non-stationaritiesare in a sense

averagedout, but the estimatedstatisticsmay not accuratelyre¤ectthe propertiesof an imagethat was

not originally part of the training data.Anotherimportantissueis estimatingthe steganographiccapacity

or safeembeddingrate.This is themaximummessagesizethatcanbeembeddedsuchthata steganalysis

algorithmwill not detectit. Clearly, this embeddingrateis a function of the steganalysisdetectorandits

parameters.Not much theoreticalanalysiscanbe found in this areawith the exceptionof [4] and [5].

In this paper, we discussa mathematicalformulationof steganalysisto detectsequentialsteganography.

Theformulationis basedondetectionof abruptchangesin stochasticprocesses[16]. To ourknowledgethe

£rstattemptin this directionfor steganalysiswasproposedin [19]. Severalsequentialmessageembedding

scenariosareshown in Fig. 1. Fig. 2 shows the abruptjump in the statisticsfor Fig. 1(b). Fig. 2 shows

two examples:whenthe varianceandmeanof the hostsignalarechangedby the embeddingalgorithm.

We seethat the statisticsof the stego signalchangesabruptlyat the boundariesof dottedandsolid lines.

The magnitudeof this changedependson the SNR. A high SNR would inducea higher jump in the
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Fig. 1. Examplescenariosof sequentialsteganography. Dotted lines indicatelocationswherea messageis embedded.
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Fig. 2. Examplesof abruptstatisticalchangein stego signaldue to sequentialsteganography, for the caseof Fig. 1(b).

statisticsthus facilitating more reliable steganalysis.The abrupt jump featuredistinguishessequential

steganography embeddingfrom othertypesof embedding.We show in this paperhow this abruptchange

in statisticscan be successfullyexploited by a steganalysisdetector. We develop a cumulative sum

(CUSUM) steganalysisdetectorthat takes one image sampleat a time and decideswhethera change

point has occurredand thereforeestimatesthe secretembeddingkey. We handlethe problem of low

messagesignal to (host)noiseratio (SNR) (a requirementfor imperceptibleembedding)in steganalysis

usinga locally mostpowerful (LMP) sequentialstatisticaltest.We thenemploy a combinationof CUSUM

andLMP to exploit the sequentialnatureof stego embeddingalgorithm.
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This paperis organizedin the following manner. We develop the generalmathematicaltheory for the

proposedsteganalysisschemein SectionII. In SectionIII, a steganalysisalgorithmfor thestationaryhost

signalcaseis presented.SectionIV dealswith modi£cationsto the steganalysisdetectionin SectionIII

for non-stationaryimagedatahiding. Experimentalresultsand discussionare presentedin SectionV.

SectionVI containssomeconcludingremarks.

I I . ABRUPT CHANGE DETECTION BASED STEGANALYSIS

Considerthe sequenceof independentrandomvariables
�������

(stego signal) with probability density
	�
�� ��
 parameterizedby � . In general,� canbe a vectoror a scalar. We assumethat this parametervalue

could changedue to messageembeddingafter an unknown value of � . Thereforelet’s say, before the

unknown changetime, say ��� , the parameter� is equalto ��� , andafter the changeit is equalto ������ ��� .
Thus the messageis hiddenin

�����
to
�����

and
� ��������� �"!��$#�#$#$���%� � for the secretembeddingkey which

we try to estimate.��� can take value in between2 to a maximumlength and �%� can take value from

��� to the maximumlength.The problemsare then to detectthe abruptchangein the parameter� and

to estimatethe changetime ��� . Let’s say &'� is the hypothesiswhenthereis no embeddedmessage(no

change)and &(� is the hypothesiswhenmessageis embedded.That is,

& �*) � � � � when � ��+ � + � � (messageembeddedfrom � � to � � )
&,� ) � � ��� elsewhere

(1)

In this formulation,thereareseveral casesto be considered:

- ��� and ��� values are completely known: This casearisesasa resultof Kerchoff ’s principle where

theassumptionis that, thestego embeddingalgorithmis madepublic andonly thesecretkey is not.

- � � and � � are partially known: A (noisy) estimateof � � and � � may be obtainedusing a large

training set obtainedbeforeand after embeddingwhen the stego embeddingalgorithm itself may

only be known asa black box (e.g.,only the executablecodeof a steganography softwaremay be

available.).

- � � and � � are completely unknown: This is true for applicationssuchas steganographiccovert

communicationswhereonly the stego signal may be available to the steganalysisdetectorwith no

further knowledge.

Note that � � and � � areunknowns in all the threecases.
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A. Abrupt Change Detection Using SPRT

The sequentialprobability ratio test (SPRT) for hypothesistestingwas £rst proposedby Wald [21].

Here,a probability ratio test is performedsequentially, i.e., by taking sampleobservationsone by one.

Two detectordecisionthresholdsare used.The test is terminatedas soon as the test statistic reaches

one of thesedecisionthresholds.Clearly, the numberof observations usedby the SPRT is a random

variablefor £xed falsealarmandmisserror probabilities.It is known [21] that the SPRT consumesthe

least(average)numberof samplesto detecta hypothesisamongall otherhypothesistests,for £xed false

alarm and miss probabilities.For the hypothesisde£nedin Eq. (1), and probability density functions

(.�/103254�6 ), Wald’s teststatisticwith two decisionthresholds( 7 and 8 ) canbe shown to be given by,

9;:<
=?> @ 7 decide A <�B
C?> @ 8 decide A,D B
EGF?E�HJI

otherwiseK
(2)

where, 9;:< F > @ . /�L 254 < 6
. /NM 254 < 6

H K�K$K H > @ . /$L 254 : 6. /OM 254 : 6 (3)

Therefore,thestatisticaltestrunsconstantlyuntil it reachesa decision.Undercertainconditions[21] this

testcanbeshown to terminatew.p. 1. Thedecisionthresholdsarede£nedin termsof probabilityof false

alarm ( P FRQ 2 decide A <�S A'D�6 ) and probability of miss (T FRQ 2 decide A,D S A < 6 ). To simplify notation,Q 2UA,V S A�WO6 standsfor the probability of acceptingA�V given that A,W is true, X FZY B I
and [ FZY B I

. By

neglectingthe overshootover the decisionboundariesWald showed that the optimal decisionboundaries

aregiven by:

7 F
I]\ T
P (4)

8 F TI]\ P (5)

for a desirederror probability pair ( P ,T ).

B. CUSUM With Repeated Use Of SPRT

Page [17] £rst proposedSPRT basedrepeatedhypothesistesting with two thresholdŝ and
\*_

to

detectabrupt changesin a stochasticprocess.The SPRT is de£nedby a pair 2U` Bbac 6 where `�2UKd6 is a

decisionfunction and
ac

is a stoppingtime. The SPRT is given by,

` F A,D if
9feg< C \h_

A < if
9feg< = ^ (6)
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wherethe stoppingtime ijlk ijnmporq stkvu wyx{z�|f}�~������� ~;����v�*���
,
���v�

and
�����

are constants.

The SPRT test is repeateduntil � k��
and the time at which this happensis called the alarm time.��k��

was shown to be the optimal thresholdby [18]. Then the repeatedcumulative sum basedSPRT

(CUSUM-SPRT) steganalysisdetectorusingEq. (1) is given by,

� � k
� � m ���J� � if � � m ���J� � �?���
�

if � � m ���J� � �?���
�

if
|�k?�

(7)

where, ����� ��� k?  w�¡�¢$£
��� � �

¡�¢O¤ ��� � � (8)

is the log likelihoodratio (LLR). For simplicity we denote
���5� ��� by

� � in Eq. (7). Note from Eq. (8) that��¥
will have a negative drift beforechangetime

|�¦
(since ¡ ¢N¤ ��� ��� � ¡ ¢$£ ��� ��� �$���?|��?|�¦ ) anda positive

drift after the change.That is, the expectedvalueof LLR when § k § ¦ , ¨ ¢O¤ , will have negative drift and

¨ ¢$£ will have a positive drift. Compactlywe canrewrite Eq. (7) as

� � k � � � m � �J� ����©�ª (9)

It is now not dif£cult to seethat � � and
~;�« are relatedasgiven by:

� � k ~ �� m%¬h­ © � © (10)

where,

j � k
j � m ��� � if � � |��J� � �?���
�

otherwiseª
(11)

FromEq. (10) it is clearthatmainideaof CUSUM is to restartSPRT aslong aspreviously takendecision

is in favor of hypothesis® ¦ and the alarmtime is given by,

¯±° k³²�u w�z�|�} � � �?� ª � (12)

Also notethat
j � startsincrementingassoonasthe presenceof a hiddenmessageis detected.However,

sincewe want to estimateboth the start and end of the secretkey, we reformulatethe hypothesistest

after the £rst alarmtime to searchfor the endof the secretkey.
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Fig. 3. Pictorial representationof CUSUM-SPRT basedsecretkey estimationalgorithm.

C. Decision Threshold Selection

Fig. 3 shows a pictorial representationof the proposedCUSUM-SPRT basedsteganalysisalgorithm.

In this £gure,the decisionthresholds»½¼ and »¿¾ play importantroles.Theseparametersplay the role of

» discussedin the previous section. »r¼ is usedto identify the beginning of the secretkey and »À¾ for the

end of the key. Using the sameargumentas presentedin [16], we observe that » ¼�ÁÃÂÅÄÇÆ is optimal.

Thereforefrom Eq. (4) we get

» ¼,Á?È É
ÊÌË�Í
Î Ï (13)

Oncethestartingvalueof thesecretkey is identi£edthenext stepis to computeits endingvalue.So,we

start looking for a negative drift in the statistics.Thereforeafter detectingthe beginning of the message

we swap the rolesof Ð ¼ and Ð ¾ to detectits end.That is given Ñ�ÒÔÓ³» ¼ then Ð ¼ : message present and

Ð ¾ : message absent. We retain the samenotationsfor falsealarmandmissprobabilitiesfor simplicity.

So we canwrite the new falsealarmandmissprobabilitiesas,

Î Á?Õ�Ö Ð ¾�× Ð ¼�Ø Ñ Ò Ó?» ¼�Ù (14)

and, Í Á³Õ�Ö Ð,¼ × Ð�¾ Ø Ñ Ò Ó?»r¼ Ù (15)

Thenwe canshow that,

ÕbÖ Ð ¼½× Ð ¼�Ø Ñ�ÒÔÓ³» ¼�Ù Ó³Ú�Û%Ü�Ý Õ�Ö Ð ¼½× Ð ¾1Ø Ñ�ÒnÓ?» ¼�Ù (16)
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and the approximatevalueof Þ¿ß by approximatinginequalitiesis given by,

Þ¿ß*à?á â
ã]äJå
æ (17)

Thereforeasshown in Fig. 3 oncethe teststatisticç�è is lessthan é�ê�ëpè�ì5ç�è�í ä ÞÀß it will detecthypothesisî,ï
: no message,at that index ð . Note that ÞÀß will be in effect only if the test statistic£rst crossesthe

thresholdÞ ï . If thereis no such ð thenendof messagewill be detectedat the last index ð .

I I I . SECRET KEY ESTIMATION IN SPREAD SPECTRUM EMBEDDING: STATIONARY CASE

In this sectionwe derive a CUSUM-SPRT steganalysisdetectorfor secretkey estimationin spread

spectrumembeddingin order to illustrate the method.In this sectionwe assumestationarysignalsjust

for illustration. We assumethat the messagebits modulatethe sign of the Gaussiandistributed carrier

beforeembedding.Let,
ñ è à�ò èôó�õröôè�÷ ðGà ã ÷$ø�÷$ùúùdùd÷�û (18)

where ñ èýü�þ is the ð�ÿ�� DCT coef£cient of stego signal, ò èýü�þ is the ð�ÿ�� DCT coef£cient of cover

signal, ö è ü þ is the Gaussiandistributed messagecarrier, and õ���� is the messagestrength.Note

that if the messagelength is lessthan û , then õ à � for the correspondingindices.Assumethat � ñ è	�
and ��ò è	� are independentand identically distributed (iid) randomsequences.Also, if ò è�

� ì ��÷����ï í
and ö è�
�� ì ��÷����� í then ñ è�
�� ì ��÷���� ß à ���ï ó�õ������� í assumingò è and ö è are independent��ð . If the

embeddingkey is the set ��ð�� ð ï�� ð � ð%ß � then,

ñ è 

� ì ��÷����ï í ðGà ã to ð ï äJã ÷
� ì ��÷����ï ó�õ	������ í ðGà?ð ï to ð�ß ÷
� ì ��÷����ï í ðGà?ð%ß ó ã to û ù

(19)

Note that this modelassumesstationarityof theobservations.If this assumptionis violated(asit happens

in digital images)thensomesort of pre-processingmay be necessary.

A. Known Parameters Case

Supposethat the exact valuesof � ï and � ß areknown to the steganalystthenthe parameter�,à � is the

parameterundertestasgiven in Eq. (1). Thenwe cande£nethe following hypothesistest,

î ß�� � à � ß when ð ï�� ð � ð%ßî,ï � � à � ï elsewhere
(20)
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The probability densityfunctionsunderhypothesis�� and �"! aregiven by,

#	$&%('*),+	-/. 013254�67 8�9	: ; ) 6+1<4�67 =?> .A@ = 0 (21)

and B +C canbe shown to be,

B +C .AD +FE�G H 4 !4  I�J CLK +FE
4 6 4�6 ! ; 0 (22)

where,

J CLK +M.N01
+
7PO�C

) 674�6 (23)

By usingalarmtime QSR in Eq. (12) andthresholdsT, and TU! we canget estimateof messagebeginning

andendingindices VW and V�! as, X
VW .AY[Z]\F^"_ H+a` b +Mc T, 3d (24)X

V�! .AY[Z]\F^"_ H+a` ^"Y 9+ ' b +�- ; b +Me TU!fd (25)

B. Partially Known Parameters Case

Suppose
4  is known but not

4 ! (the casewhen
4  is unknown but

4 ! is known canbe treatedusing

a similar analysispresentedin this section).This happensfor example when the stego messagegoes

througha noisy channel(attack)that doesnot affect the £rst few DCT coef£cients.Thenthese£rst few

DCT coef£cientsthat arenot usedfor embedding(as in [6]) andarenot noisy canbe usedto obtainan

estimateof
4  . Supposewe have partialknowledgeaboutthepossibledistribution of

4 ! (if thedistribution

of the noiseattack is known) or assumea certaina priori distribution (Bayesian),say, #g' 4 ! - , then we

canuseWald’s weighting function [21] to obtain the likelihoodratio (LR),

hji . #	k	lm'*) C =on�non�= ),+Sp 4 ! - E #g' 4 ! -#	k�q�'*) C =on�non�= ),+	- r 4 ! (26)

where, # k % '*)S-/. 01[2j4�67 8o9�: ; ) 61�4 67 (27)

If
4 !ts Uniform'Lu =ov - then B +C is given by,

B +C . G H 4  I�J C]K + I G Hxw D + ; 01 ; G H ' 1 Jzy|{~}
l�CLK + - ; G H ' v ; u�- (28)

where
J CLK + and D + aregiven by Eq. (23) andEq. (11), and w denotesgammafunction,namely, w '��/-/.'*� ; 0 -]� . This result is derived in Appendix I. In simulationswe usethe approximation[15] � � w ']�<-�.G H 'L�,- I�� � I �� O ! ` � �j' 0 I �,�3�j- ; �,�3� d where

� .�@ n����<� 1 0 �<� is the Euler-MascheroniconstantandG H ' w ']@�-]-/.A@ .
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Fig. 4. Steganalysisdetectionstatisticwhen �"���
and secretkey consistsof the beginning of the host

signal.
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Fig. 5. Steganalysisdetectionstatisticwhen ����� and

secretkey consistsof the endingof the hostsignal.
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Fig. 6. Steganalysisdetectionstatisticwhen ����� andsecretkey consistsof the middle portion of the hostsignal.

C. Completely Unknown Parameters Case

Oneway to handlethis caseis to put two a priori probability distributionsonefor eachof the unknown

parametersunderthe two hypothesesand derive resultssimilar to the partially known parameterscase.

We analyzethis casefor the caseof digital imagesin a later section.

Performanceof the steganalysisdetectorfor the partially known parametercaseis presentednow. The

lengthof thehostsequence� wastakento be10000andamessagecarrierof length2000wassequentially

embedded.�������A�������<� waschosenasparametersfor thesteganalysisdetector. Plotsof theteststatistic
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Fig. 7. Steganalysisdetectionstatisticfor ����� .

��  by computing¡  ¢ from Eq. (28) areshown in Figs.4, 5 and6 for differentsecretkeys. “Input” in these

£guresdenotesthe input to the embeddingalgorithm (secretkey) and “Output” denotesthe estimated

secretkey by the steganalysisdetector. As seenin Fig. 4 the messageis embeddedat the very beginning

of the host signal (from £ =1 to 2000). We see that the proposedsteganalysisalgorithm detectsthe

messagestart and end locationsto be 10 and 2021. That is, the £rst 10 locationsare missedand 21

locationsare detectedfalsely as messagecarrying symbols.By changingthe valuesof falsealarm and

missprobabilitiesa changein this performancecanbeobserved.Similar performancesareseenin Fig. 5

and Fig. 6. From these£gureswe concludethat under stationarityand reasonableSNR, the propose

secretkey estimationalgorithmperformswell.

Now, Fig. 7 show the performanceof the steganalysisdetectorfor ¤�¥�¦ . We seefrom this £gure

that the accuracy of the estimatedsecretkey is low. This is because¤§¥¨¦ correspondsto a lower

SNR caseand we know that the smaller the SNR the harder is the steganalysisdetectionprocess.

But, most of the steganographicembeddingalgorithmsuse a small value for the messagestrengthto

achieve imperceptibility. In fact, in imagespreadspectrumembedding,[6] uses¤©¥Aª<«�¦ . For steganalysis

algorithmsto work reasonablywell in suchlow SNRswe have to designit speci£callyfor thesesmaller

SNR valuesasdiscussedin the next section.

D. Locally Most Powerful Steganaysis Detector: Low SNR Case

This sectiondealswith the designof a locally mostpowerful steganalysisdetectorspeci£callyfor the

low SNR case.We £rst begin with a formal de£nitionof the uniformly mostpower statisticaltest.
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De£nition 1: [8] A statisticaltest ¬®­3¯*°²± of ³�´ versus³"­ is uniformly mostpowerful (UMP) of size

(prob. of falsealarm) µ if it hassize µ and its power (prob. of detection)is uniformly greaterthan the

power of any other test ¬�¶<¯*°·± whosesize is lessthanor equalto µ :

¸]¹»º¼�½�¾²¿ÁÀ ¼ ¬®­3¯�°·±/ÂAµ Ã ¸]¹»º¼�½�¾²¿ÁÀ ¼ ¬�¶�¯�°·±/ÄAµ (29)

À ¼ ¬®­3¯�°·±/Å À ¼ ¬�¶<¯*°²±LÆ ÇÉÈËÊÌ³"­ (30)

In somecases,especiallydetectinga weak signal (low SNR) sucha test may not exist. Thereforewe

resortto locally mostpower (LMP) tests.LMP test is an optimumtest for the detectionof weaksignals

[8]. For low SNR the hypothesistest formulation for secretkey estimationbecomes:

³"­ÎÍ�ÏU­tÐAÏ,´ÒÑ�´ËÄAÑ"ÄAÑ�­ and Ïg­²Ó�Ï<´ËÔAÕ (31)

³Ö´ Í�ÏU­tÂAÏ,´�Æ?Ç×Ñ�Ø (32)

Thekey ideabehindtheLMP detectoris thatunder ³ ­ , if theslopeof thepower functionof thedetector

at Ï ´ is greaterthanor equalto the slopeof the power function at the samepoint for any otherdetector

thenpower of the LMP detectorwill be the maximumamongall detectorssubjectto the constraintthat

sizeof the test is speci£ed.Thereforea non-randomizeddetectionrule for the above hypothesistestcan

be constructedas,

ÙÙ Ïg­ Ú ÛaÜ
ÝPÞ ­

ß	à	á ¯*â Ý ± à	á Þ à ¿
ÅAãåäjæ select ³ç­3Æ
ÄAãåäjè select ³�´
Ñ�ÂAÑËé�ê otherwise

(33)

where, ÙÙ Ïg­ Ú Ûìë
ÝPÞ ­

ß	à�á ¯�â Ý ± à�á Þ à ¿ Â
íí à	ájî ëÝ�Þ ­ ß	à	á ¯*â Ý ±*ï

ëÝPÞ ­ ß	à ¿ ¯�â Ý ± à	á Þ à ¿ Ø (34)

1) LMP-CUSUM Steganalysis: In regular CUSUM testthe teststatisticdependson the log-likelihood

ratio but on the otherhandin LMP sequentialdetectionthe teststatisticdependson slopeof the power

of the test computedat Ï<´ given by Eq. (34) . While we modify CUSUM to accommodateLMP, we

also notice that in most practicalcasesthe steganalysisdetectorhasaccessonly to stego image/signal

and not to the cover image/signal.In other words, Ïg­ is available and Ï,´ is unknown. Test statisticfor

the CUSUM steganalysisdetectorbasedon LMP test is given by Eq. (7) with ð Ü given by,

ð Ü Â
ÙÙ Ï ´ î Ú Û ß	à ¿ ¯*â Ü ±*ï à ¿ Þ à�á Ø (35)

From Eq. (35) we note that knowledgeof Ï,´ is not necessaryhere.
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IV. SECRET KEY ESTIMATION IN SEQUENTIAL IMAGE STEGANOGRAPHY: NON-STATIONARY CASE

Digital imagesare known to exhibit non-stationarycharacteristics.This property has been widely

acknowledgedin digital imageprocessingandcompressioncommunities.Therefore,somemodi£cations

areneededto extendtheproposedsteganalysisdetectorfor digital imagesteganography. We again assume

spreadspectrumembeddingin digital imagesasproposedin [6] for thesake of consistency. It is assumed

thatmessageis sequentiallyhiddenin theDCT domain.Now, ñ3ò,ó	ô and ñ3õSó	ô denotethestego andcover

image’s DCT coef£cients,respectively. Clearly, this type of messageembeddingwill result in a change

of variance.In addition to the statistically non-stationarybehaviour, estimatingthe unknown variance

of the original image and pdf modelsfor DCT coef£cientsare important issues.Someauthors( [11]

and [2]) have suggestedusing the generalizedGaussianpdf to approximateAC coef£cients.Although

generalizedGaussianpdf may be a goodchoice,our experiencesuggeststhat the Gaussianpdf model(a

particularcaseof generalizedGaussianmodel)works reasonablywell while alsofacilitating closedform

solution to the steganalysisdetectordesign.

Non-stationarityin naturalimagesimplies that usingonesinglevarianceestimatefor the entireimage

is not a good approximation.Thereforewe assumepiece-wisestationarityand using a sliding window

to computeseveral local varianceestimates.The sliding window varianceestimatefor the ö th DCT

coef£cientof the stego imageis given by,

÷ø�ù úüû óMý
ó|þ ÿ ���� ó�� ÿ � � ò �	��
 ó � ù� ��
 (36)

where, 
 ó is the meanof the given window and
�

is the window length.It turnsout that Eq. (36) is a

maximumlikelihoodestimate[12] and is alsoan ef£cientestimate.

Oneconsequenceof introductionthesliding window is that theconditionfor theone-sidedsteganalysis

hypothesistestmayno longerbevalid by usingtheplug-in estimategiven in Eq. (36) for detection.That

is,
÷ø ú]û ó�� ÷ø�� û ó mayoccurfor somecoef£cientsasillustratedin Fig. 8 for theCameramanimage.Here,the

messageis hiddenfrom DCT coef£cients5000to 7000with thestrength� ý���� 
 . Clearly, ø � û ó��ý ø ú]û ó for

ö ý���������������� 
 ����������������� but equalelsewhere.Sincethe onesidedhypothesistestcondition is violated

as explainedabove the CUSUM-SPRT steganalysisdetectorfails as shown in Fig. 9. Overcomingthis

problem in a mathematicalsenseis somewhat dif£cult becausethe value of the empirical estimateof

the variancesdependon a variety of factorsincluding: (a) the estimationalgorithm,(b) the host image

statistics,and the (c) value of � . Note that the host image statisticsis not under the control of the

steganalysisdetector. Therefore,we have taken an experimentalapproachto somewhat alleviate this
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Fig. 8. Ratio of � "!$# % to � '&(# % oscillatesaroundthe
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Fig. 9. CUSUM steganalysisdetectorfails to detect

the message.

problem.Throughextensive experimentationwith different typesof imageswe found that, for low SNR

caseswhenthe messagelocationconsistsof mid to high frequency DCT coef£cients,using ) *,+-) instead

of *�+ asinput to the steganalysisdetectormostly resultsin a one-sidedhypothesistest.We arecurrently

in theprocessof explaining this behaviour in a statisticalsenseandhopeto includeit in the£nalversion

of the paper. Now, let .�/10 + be the standarddeviation of ) *�+2) and .�340 + be the standarddeviation of ) 5	+2) .
Sincewe assumethat *�+ and 52+ are zero meanand normally distributed, the pdf of thesenew random

variablesaregiven by, 687�9;:�<>= ?
?A@CBEDF

G�H8I J : D?�B DF , :LK�M (37)

N =�M standsfor :L= 52+ and
N =�O for :L= *�+ . It is thenshown in Appendix II that . DF =�M�PRQ�S�QAT B DF .

The plot of the ratio of empirically computed.8/U0 + and .�3V0 + is shown in Fig. 10 which indicatesthat

hypothesesareno longer two sided.

A. Modi£ed CUSUM-LMP Steganalysis Detector

Consideringthe new observation randomvariablewe modify the CUSUM with LMP teststatisticand

obtain the following:

W /YX .�340 +[Z\.8/U0 + when ] 3 Z�]^Z�] / and .8/U0 + J .�3V0 +�_ M (38)

W 3 X .�340 + = .8/U0 +a` otherwise (39)
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Fig. 10. Ratio of empiricalestimatesof standarddeviations bdc$e f and bhg(e f .

and ikj that maximizesthe slopeof the power of the testat l�m4n j is give by

ikj�o pp l mVn j
q r sut8vxwUy"z l�m4n j8{�| }�~U� �U�'}A��� � (40)

whereall the � observationsof the ���R� window areconsidered.Then, i j in Eq. (40) is given by

i j o ���R�����A��� wdz � j zh��� j {��l�� � n j
� �
l � n j � (41)

asshown in Appendix III.
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Fig. 11. Plot of �Uf shows negative valuesin the messageregion.

To testtheproposedmodi£cationweusedtheLennaimage.Messagewasembeddingin DCT coef£cient

5000to 7000. l � n j wascomputedusingthemoving window basedempiricalestimatefor eachcoef£cient
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�
. For each

�
, �k� wascalculatedusingEq. (41). Theplot in Fig. 11 indicatesthat thechangesin statistics

are re¤ectedby using the modi£edrandomvariables.The valuesof �8� in the �^� region (i.e., between

5000 to 7000) are nearerto the zero line (shown dotted) than the values in the ��� region. Careful

observation of the plot however valuesrevealsthat ���k�a� containssomenegative valuesin the ��� region,

again dueto imagenon-stationarity. This suggeststhat the requiredpositive drift of  �� maynot bestrong

enough.We thereforemake one more modi£cationby thresholding �V� to remove outlier values.The

thresholdvaluetrades-off missversusfalsealarmprobability. We empirically choosethe thresholdvalue

basedon thenegative valueof �k� with thehighestmagnitudein themessageregion.We alsonotethatthis

valueoccurringin the messageregion dependson the messagecarriersignalstrengththat is not a priori

availableto thesteganalysisdetector. Thereforewe again resortto extensive experimentationto studythe

effect of this thresholdingon the steganalysisreliability. We modify Eq. (7) to the following to remove

the outlier valuesandproducerequiredpositive drift for low SNR, non-stationaryimagesteganalysis:

 ���¡
 ���¢ �¤£ �k� if �A��¥�¦�§
 ���¢ � if ¦©¨��k�[¨\ª2§
¦ if �A��«\ª
¦ if

� ¡�¦
(42)

where ª dependson the messagestrength.

V. EXPERIMENTAL RESULTS

A numberof experimentswere carriedout for spreadspectrumimagedataembedding.We present

resultsonly for Lenna( ¬�­�®°¯�¬�­�® ) andthe Cameraman±;¬�­�®°¯�¬�­�®�² images.Differentmessagestrengths

were testedand resultsfor ³\¡´¦�µ·¶�§�¶�§�¶�¦ are presentedhere.Several computersimulationswere used

to test the performanceof the proposedsteganalysisdetectorfor differentvaluesof the shapeparameter

of the generalizedGaussiandistribution. Experimentsthat cover super-Gaussianprobability distributions

and sub-Gaussianprobability distributions were evaluated.Basedon the extensive experimentationwe

found that Gaussianprobability model gave very good steganalysisperformancein addition to being

amenableto closedform solutions.

Thecorrespondingvaluesfor ª�¡�¸©¬�¦�§�¸¹¬�§�¸©¦�µ·­ werechosen,respectively. Thepoemfor Lenna[20],

’O dearLenna,your beautyis so vast; It is hardsometimesto describeit fast. I thoughtthe entireworld I would

impress;If only yourportraitI couldcompress.Alas! FirstwhenI tried to useVQ; I foundthatyourcheeksbelongto

only you.Your silky hair containsa thousandlines;Hardto matchwith sumsof discretecosines.’ was usedas the
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secretmessage.Eachcharacteris mappedto thesix bit binaryword to representthebinarymessage.The

messagebits modulate(BPSK modulation)the sign of the Gaussianmessagecarrier. The length of the

binary messagewas found to be 1992.We evaluatethe performanceof the secretestimationalgorithm

for the following embeddingconditions:Cameramanimage—embeddingin low, mid andhigh frequency

components.Resultsfor other imagesarenot presentedheredue to spaceconstraints.

stego image

Fig. 12. Cameraman( ºA»A¼¾½LºA»A¼ ) stego imagewith¿°ÀÂÁ�ÃÅÄ .

stego image

Fig. 13. Cameraman( ºA»A¼¾½©ºh»A¼ ) stego imagewith¿°ÀÆÄÇÁ .

Stego imageswith embeddingstrengths0.1 and 10 are shown in Figs. 12 and 13. These£gures

indicatethat the perceptualquality degradationdue to messageembeddingis not signi£cant.

Fig. 14, Fig. 15 andFig. 16 show thesteganalysisdetectorstatistic(CUSUM) for mid frequency range

( ÈdÉ©Ê�Ë�Ì�Ì�Ì ) for the Cameramanhost image.“Input” in these£guresdenotesthe input to the embedding

algorithm (secretkey) and “Output” denotesthe estimatedsecretkey by the proposedsteganalysis

algorithm. Only the £rst 10000 indices are shown in these£gures. ÍÎÊÐÏÑÊÒÌ�Ó·Ô was chosenfor

steganalysis.We observe that the secretkey estimationalgorithmworks well. We alsonoticefrom these

£guresthat the slopeof ÕAÖE×aØ is highestwhen ÙÚÊÛÌ�Ó·Ô comparedto the slopeat ÙÚÊÜÔ�Ì . One of the

possiblereasonsis that althoughLMP test is goodat detectingsmall departuresfrom the hypothesisÝ É
(due to the very natureof the small SNR assumption)it is weak in detectingsuf£ciently large ones,as

also observed in [8]. We know that in mid and high frequency ranges,DCT magnitudesare more or

lessuniform. Thereforethe correspondingwindow basedvarianceestimatesare also small. Becauseof
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Fig. 14. Steganalysisdetectoroutput for strengthÞàßÂá�âÅã andmid-frequency embedding.
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Fig. 15. Steganalysisdetectoroutputfor strengthÞ°ß
ã andmid-frequency embedding.
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Fig. 16. Steganalysisdetectoroutputfor strengthÞ°ß
ãÇá andmid-frequency embedding.

the low slopeof ähå�æ8ç for èêéìë�í , îïdð is estimatedto be ñ�ò�ò�ñ which is not very accuratecomparedto

îïdð in the caseswith èóéôí�õ·ë and èóéôë . If we chooselower value of threshold ö ð by changing ÷ andø
, a more accurateestimate îï�ð is obtained.With ÷\é ø éôí�õ ù for è�éôë�í , îïdð is estimatedto be ñ�ë�ú�í

and total length is estimatedto be ë�û�ñ�í which shows improved performancecomparedto the previous

experiment.

Fig. 17, Fig. 18 and Fig. 19 shows CUSUM statistic for low frequency range (
ï ð éýü ) for the

Cameramanimage.Again, only the £rst 10000 indices are shown. ÷þé ø éÎí�õRë was chosenfor the

steganalysisdetector. It is clear from Fig. 17 that the algorithm fails to detectreliably the presenceof
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Fig. 17. Steganalysisdetectorresponsefor strengthÿ�� ����� and low frequency embedding.
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Fig. 18. Steganalysisdetectorresponsefor strength

ÿ�� � and low frequency embedding.
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Fig. 19. Steganalysisdetectorresponsefor strength

ÿ�� ��� and low frequency embedding.

messagewhen �
	���
�� . As explained earlier, the reasonfor this is that using absolutevaluesof the

DCT coef£cientsfor detectionremainstwo sidedfor low frequency ranges(up to ��	�������� ) asseenin

Fig. 20 which violatesthe assumptionof onesidedhypothesistest.Fig. 21 shows that as � increasesto��� , choosingabsolutevaluesof the observationsfor steganalysisdetectionseemsto result in a one-sided

hypothesistest. In our experimentswe found that valuesof � higher than 1 mostly results in a one-

sidedtest.Also, sincethe DCT coef£cient magnitudesin the low frequency rangeis much higher than

the mid and high frequency ranges,addition/subtractionof small valuesfrom higher magnitudesis not

detectableby theLMP steganalysisdetector. Fig. 22 shows theresultfor embeddingin thehigh frequency
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Fig. 20. Ratio of standarddeviations ����� � and ����� �
when ���! �"$# .
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Fig. 21. Ratio of standarddeviations ���%� � and ����� �
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Fig. 22. Steganalysisdetectorresponsefor strength���' �"�# andhigh frequency embedding.

coef£cients.Again we seeobserve that the steganalysisdetectorperformsvery well in estimatingthe

secretkey.

Fig. 23 shows steganalysisdetectoroutputwhen two messagesareembeddedwith the samestrength(*)�+�,.- . The£rstmessageis embeddedfrom index 3000onwardsandthesecondmessage,theremaining

partof theLennapoem,“And for your lips, sensualandtactualthirteencraysfoundnot theproperfractal.

And while thesesetbacksare all quite severe I might have £xed them with hackshere ore there But

whenwaveletstook sparklefrom your eyesI said,skip this stuff. I will just digitize,” is embeddedfrom
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Fig. 23. Steganalysisdetectoroutput for multiple messages(secretkeys).
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Fig. 24. Steganalysisdetectoroutput for strength/1032�4 andall DCT coef£cients(exceptDC) containthe message.

index 5000 onwards.Here multiple secretkey estimationis possibledue to the fact that CUSUM is a

continuousinspectionscheme.Similar resultsareobtainedwhenthreeor moremessagesareembedded.

Notice from Fig. 23 that as index 5 increasesthe differencebetween687 and 619 also increaseswhich in

turn resultsin an increasein the slopeof the function :�; .
Fig. 24 shows the detectorresponsewhen the messageis embedded(<>=@?�A ) using all the DCT

coef£cientsexcept the DC coef£cient.Fig. 25 is the detectorresponsewhen no messageis embedded.

We seefrom Fig. 24 that the detector, after a delay, respondsto the statisticalchangesdue to message

embedding.This delay is a function of the statisticalcharacteristicsof the image,messagecarrier, etc.
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Fig. 25. Steganalysisdetectoroutputwhenno messageis embedded.

Sincethe proposedsteganalysisdetectoris optimizesthe detectionprobability locally, we seethe type

of responseas shown in Fig. 24. When no messageis embeddedthe computedstatisticalchangesare

insigni£cantand the detectordoesnot respondimplying no message/secretkey was found.

VI . CONCLUSION

A secret key estimationalgorithm for sequentialmessagehiding is proposed.While the general

mathematicaltheory presentedis applicableto any type of sequentialmessageembedding,the paper

primarily focuseson spreadspectrumembedding.The proposedsteganalysisalgorithmlooks for abrupt

jumpsin thestatisticsof thestego signalto estimatethesecretkey. Several theoreticalresultsarederived

for stationaryand non-stationaryhost signalsfor different messagestrengths.A locally most powerful

steganalysisdetectoris alsoderived for the low SNRcase.Extensive experimentsshow that theproposed

algorithm is shown to perform well for stationaryhost signals.For non-stationarydigital image data

hiding in the DCT domain,the secretkey estimationaccuracy is good when the embeddingis donein

mid and high frequency DCT coef£cients.Its performancesuffers for low frequency embeddingin the

DCT domain.Onereasonfor this is theviolationof theone-sidedhypothesistestconditionassumedby the

steganalysisalgorithm.Furthermodi£cationsto the algorithmareunderway to improve its performance

for low frequency embeddingalso.
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APPENDIX I

Derivationof Eq. (28). If theprobabilitydistribution of BDC is assumedto beuniform, thenthelikelihood

ratio is given by, EGFIH B�JBKC LNMPO Q$R%SUTWV�XZYY\[ Y ]
M O Q$R%SUTWV�X YY\[ Y^ (43)

_
` EGFIH BbadcJBbadcC e M f�gih ckj

l C O [ Y^[ Y ]nm (44)

o
J

_
` EGFIH o

J BpadcJBpadcC e M fqgrh csj
l C O [ Y^[ Y ]kmut B C (45)

o
J

_
` EGFIH M fqgrh c eGvxw adc O Cy{z| e�}�~ c T ]Y`s� _ (46)

� _` H�� � _
` EGFIH } `s� _1� � � v � _1���| � � � | }�~ c T ]Y`s� _ � � � ws� ��� z (47)

Similar derivation applieswhen BKC is normally distributed.

APPENDIX I I

Derivation of Eq. (37). Probabilitydensityfunction of � is given by,�W� w � z H �W� S w � z � �W� S w � � zH ||�� B y�����W�
� � y| B y� , �����

Expectedvalueof the randomvariable � canbe computedas,� w � z H o
J � e �W� w � z t �H ||�� B y�

o
J � e �����

� � y| B y� t �
H ||�� B y�

o
J � B y� e t �����

� � y| B y�
H | B �� |����
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Varianceof the randomvariable   is given by,¡£¢  �¤�¥§¦ ¨©  �¤�ª�«W¬ ¢  ­¥s®W 
¦ ¯¯�°G± ¤² ¨©  �¤�ª�³�´�µ ¶   ¤¯�± ¤² ®­ 
¦ ¯¯�°G± ¤² ¨© ¶   ± ¤² ª�® ³�´Wµ ¶   ¤¯�± ¤²
¦ ¯�± ²· ¯�° ¨© ³�´�µ ¶   ¤¯�± ¤² ®W 
¦ ± ¤²

¸ ¤² ¦ ¡£¢  �¤�¥ ¶ ¢s¡£¢  ­¥s¥�¤
¦ ± ¤² ¶ ¯�± ²· ¯�°

¤
¸ ¤² ¦�¹�º.»�¼�»�½ ± ¤² º

APPENDIX I I I

Derivation of Eq. (41).

« ¬ ¢  D¾ ¸ ©À¿ Á ¥§¦Â« ¬ ¢ ¾ Ã Á ¾ ¥Ä Å « ¬ ¢  D¾ ¸ ©À¿ Á ¥§¦ Ä Å ¯¯�°d± ¤©À¿ Á ¶
¢ ¾ Ã Á ¾ ¶ÇÆ Á ¥ ¤¯�± ¤©À¿ Á

By using the relationbetweenvariancesin Eq. (36),Ä Å «W¬ ¢  K¾ ¸ ©P¿ Á ¥§¦ Ä Å ¯ · ¹�º.»�¼�»�½¯�° ¸ ¤©À¿ Á ¶ ¹�º�»�¼�»�½�ª ¢ ¾ Ã Á ¾ ¶ÇÆ Á ¥ ¤¯ ¸ ¤©P¿ Á (48)

ÈÈ ¸ ©À¿ Á*É Ä Å «W¬ ¢  D¾ ¸ ©À¿ Á ¥iÊË¦Ì¶ÎÍ¸ ©À¿ ÁÐÏ ¹�º�»�¼�»�½£ª ¢ ¾ Ã Á ¾ ¶ÇÆ Á ¥ ¤¸qÑ©P¿ Á (49)

ÈÈ ¸ ©À¿ Á É Ä Å «W¬ ¢  D¾ ¸ ©À¿ Á ¥iÊ Ò�ÓkÔ ÕkÖ×Ò�ØrÔ Õu¦ ¹�º�»�¼�»�½£ª ¢ ¾ Ã Á ¾ ¶ÇÆ Á ¥ ¤¸ Ñ Ù ¿ Á ¶ Í¸ Ù ¿ Á (50)
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