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Abstract

We de£nesequentialsteganograph asthoseclassof embeddingalgorithmsthat hide messagen
consecutie (time, spatialor frequeny domain)featuresf a hostsignal.This papemresents steganalysis
methodthatestimateshe secrekey usedin sequentiabteganographi. A theoryis developedfor detecting
abruptjumpsin the statisticsof the stego signal during steganalysis.Stationaryand non-stationaryhost
signalswith low, mediumandhigh SNR embeddingareconsideredA locally mostpowerful steganalysis
detectorfor the low SNR caseis also derived. Several techniqguesto make the steganalysisalgorithm
work for non-stationandigital imagesteganalysisare also presentedExtensie experimentalresultsare

shown to illustrate the strengthsand weaknessesf the proposedsteganalysisalgorithm.
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. INTRODUCTION

Steganograplp dealswith hiding message cover signals.To hide a messagesomefeaturesof the
cover signal chosenusing a secretkey are slightly modi£edby the embeddingtechnique.We refer to
the messagembeddingprocessas sequential steganography whenthe secretkey consistsof successie
featureg(in somefeaturespacesuchasspatialdomain,frequengy domain,etc.) of the cover signal. That
is, successie featuresof the cover signal are chosenfor messagembeddingThereare several popular

messagembeddingalgorithmsthat fall into this cateyory suchasthe following:

» Spread spectrum embedding: Spreadspectrumembedding6], [14] attemptto embeda wideband
messagecarrier signal in the cover signal. The low power carrier producesimperceptibility after
embeddingEventhough[6] is a watermarkingiechnique the ideaproposedherehasbeenthe basis
of several stgganographidechniquesin [6], messages embeddedn the discretecosinetransform
(DCT) domain.The DCT coeEcientsof the cover signalaresortedin orderof decreasingnagnitude
andthe messagés embeddedn certainhigh magnitudecoeEcientsthatareconsecutie (sequential)
in the sortedDCT coeEcientdomain.

o EzStego [13]: This technigueembedsmessagesn the sortedpalette domain sequentially It £rst
ordersthe paletteto minimize color differencesetweenconsecutie colors. Then,the messagdits

are sequentiallyembeddedasthe LSBs of color indicesto the sortedpalette.

There are also someadwantagesn using sequentialembedding For example, somefeaturesof digital
signalsform a natural sequentialordering (such as the magnitudeof frequeng coetcients), easeof
key managementetc. In this paperwe primarily dealwith digital imagesas cover mediumthoughthe
proposedmethodologycan be easily appliedto othertypesof cover mediaaswell.

The goal of steganalysisis to break steganograph. As describedn [3], steganalysiscanbe classi£ed
into two catayories: (a) active and (b) passive. In active steganalysisthe goal is to estimatesome
parameter(spf the embeddingalgorithm or the covert messagewnhile passve steganalysisdealswith
identifying the presence/absena# a covert messager the embeddingalgorithm usedetc. Using this
cateyorizationwe notethatthis paperdealswith active steganalysissincethe aim is to estimatethe secret
key usedby the messagembeddingalgorithm.Steganalysisalgorithmstestthe securityof steganographic
techniguesSeveral steganalysisalgorithmsthat operateon spatialor frequeny domainhave beenalready
proposed.

LSB embeddingreplacesleast signi£cantbit (LSB) of an image by the messagebit and seemsto

be the most popularspatialdomainembeddingalgorithm. Several techniquesare available to breakthe
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LSB embeddingsuchas RS stagnalysis[9] and Chi-squareattack[22] on Pairs of Values(PoVs).RS
steganalysisdivides pixels groupsin regular, singular and unchangedgroupswith negative and non-
negative masksand is basedon the empirical obseration that regular (and singular) groupswith non-
negative mask and regular (and singular) groupswith negative masksare equal. It is seenthat LSB
steganograpl disturbsthis balance.This techniqueis reliable in detectingthe absence/presencd# the
messageln [22], a statisticalattackis appliedto anembeddingechniquen which a setof Pairsof Values
(PoVs)arerippedinto eachotherto embedmessagéits. The basichypothesiss that beforeembedding,
the two valuesfrom eachpair are distributed unerenly in the cover image. But after embedding the
occurrence®f the valuesin eachpair will have a tendeng to becomeequaldependingon the message
length. Statisticallearningtheory basedsteganalysisis also gaining interest[7], [1]. Thesemethodsuse
a large training set of imagesto learn the parametersor values of certain featuresbefore and after
embeddingOncethis training basedclassifelis designedt is thenusedto testimagesfor the presence
of stego messagesVe referto [10] for a good overvien of the currentsteganalysismethods.

There are several important issuesto be consideredto develop good steganalysisalgorithms. For
example,from the above discussiorwe note that the steganalysistechniquesn the literatureare of two
extremes:those that considerstatisticsof eachindividual image and thosethat averagethe statistics
over a large training data set. Thesetwo approachesave their pros and cons. When using individual
image statistics,the statisticalestimatesmore accuratelyreaectthat individual images characteristics.
But, imagesbeing non-stationaryin nature, estimatingthesestatisticsreliably is a challenge.On the
other hand, by averagingthe statisticsover a large training set, the non-stationaritiesare in a sense
averagedout, but the estimatedstatisticsmay not accuratelyrecectthe propertiesof animagethat was
not originally part of the training data.Anotherimportantissueis estimatingthe steganographiaapacity
or safeembeddingate. This is the maximummessageaizethatcanbe embeddeduchthat a steganalysis
algorithmwill not detectit. Clearly, this embeddingateis a function of the steganalysisdetectorandits
parametersNot muchtheoreticalanalysiscan be found in this areawith the exceptionof [4] and[5].

In this paper we discussa mathematicaformulationof steganalysisto detectsequentiakteganograph.
Theformulationis basedn detectionof abruptchangesn stochastigprocessegl6]. To our knowledgethe
£rstattemptin this directionfor steganalysiswasproposedn [19]. Severalsequentiamessagembedding
scenariosare shovn in Fig. 1. Fig. 2 shavs the abruptjump in the statisticsfor Fig. 1(b). Fig. 2 shawvs
two examples:whenthe varianceand meanof the hostsignalare changedoy the embeddingalgorithm.
We seethatthe statisticsof the stego signal changesabruptly at the boundarieof dottedandsolid lines.

The magnitudeof this changedependson the SNR. A high SNR would induce a higher jump in the
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Fig. 1. Examplescenario®f sequentiakteganograph. Dotted lines indicatelocationswherea messages embedded.
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Fig. 2. Examplesof abruptstatisticalchangein stego signaldueto sequentiakteganograply, for the caseof Fig. 1(b).

statisticsthus facilitating more reliable steganalysis. The abrupt jump feature distinguishessequential
steganograpl embeddingrom othertypesof embeddingWe shaw in this paperhow this abruptchange
in statisticscan be successfullyexploited by a steganalysisdetector We develop a cumulatve sum
(CUSUM) stegganalysisdetectorthat takes one image sampleat a time and decideswhethera change
point has occurredand thereforeestimatesthe secretembeddingkey. We handlethe problem of low
messagesignalto (host) noiseratio (SNR) (a requiremenfor imperceptibleembedding)in steganalysis
usingalocally mostpowerful (LMP) sequentiattatisticaltest.We thenemploy a combinationof CUSUM

and LMP to exploit the sequentiahatureof stego embeddingalgorithm.
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This paperis organizedin the following manner We develop the generalmathematicatheoryfor the
proposedstgganalysisschemdn Sectionll. In Sectionlll, a steganalysisalgorithmfor the stationaryhost
signal caseis presentedSectionlV dealswith modi£cationso the steganalysisdetectionin Sectionlll
for non-stationaryimage data hiding. Experimentalresultsand discussionare presentedn SectionV.

SectionVI containssomeconcludingremarks.

Il. ABRUPT CHANGE DETECTION BASED STEGANALYSIS

Considerthe sequencef independentandomvariables{y;} (stego signal) with probability density
pe(y) parameterizedby 6. In general,f canbe a vectoror a scalar We assumehat this parametevalue
could changedue to messageembeddingafter an unknavn value of k. Thereforelet’s say beforethe
unknavn changetime, say ko, the parameted is equalto 6y, andafterthe changeit is equalto 6, # 6,.
Thus the messages hiddenin yy, to yx, and{ko, ko + 1,...,k1} for the secretembeddingkey which
we try to estimate.k, cantake value in between2 to a maximumlength and k; can take value from
ko to the maximumlength. The problemsare thento detectthe abruptchangein the parameterd and
to estimatethe changetime kg. Let's say Hj is the hypothesiswhenthereis no embeddednessagéno

change)and H; is the hypothesiswhen messagaes embeddedThat is,

H; :0 =0, whenky < k < k1 (messagembeddedrom kg to k1) 1)
Hy : 0 = 0y elsavhere
In this formulation, thereare several caseso be considered:
e 0y and 6, values are completely known: This casearisesasa resultof Kerchof’s principle where
the assumptionis that, the stego embeddingalgorithmis madepublic andonly the secretkey is not.
e Oy and 6, are partially known: A (noisy) estimateof 6, and §; may be obtainedusing a large
training set obtainedbefore and after embeddingwhen the stego embeddingalgorithm itself may
only be known asa black box (e.g.,only the executablecodeof a steganograpl software may be
available.).
e 6y and 6, are completely unknown: This is true for applicationssuch as steganographiccovert
communicationsvhereonly the stego signal may be available to the steganalysisdetectorwith no

further knowledge.

Note that kg and k1 areunknowvnsin all the threecases.
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A. Abrupt Change Detection Using SPRT

The sequentialprobability ratio test (SPRI) for hypothesistestingwas £rst proposedby Wald [21].
Here, a probability ratio testis performedsequentiallyi.e., by taking sampleobsenationsone by one.
Two detectordecisionthresholdsare used. The testis terminatedas soon as the test statistic reaches
one of thesedecisionthresholds.Clearly the numberof obserationsusedby the SPR is a random
variablefor £xed falsealarmand miss error probabilities.It is known [21] thatthe SPR' consumeghe
least(average)numberof sampledo detecta hypothesisamongall otherhypothesistests,for £xed false
alarm and miss probabilities. For the hypothesisde£nedin Eq. (1), and probability density functions

(po, (y)), Wald’s test statisticwith two decisionthresholds(A and B) canbe shovn to be given by,
>nA decideHq,
SP{<mB decide Ho, (2)

k=k+1 otherwise

where,
k

P o pe () 3)

pe,(y1) P, (Yx)
Therefore the statisticaltestrunsconstantlyuntil it reaches decision.Undercertainconditions[21] this

testcanbe shavn to terminatew.p. 1. The decisionthresholdsarede£nedn termsof probability of false
alarm (o« = P(decide H1|H,)) and probability of miss (3 = P(decide Hy|H1)). To simplify notation,
P(H;|H;) standsfor the probability of acceptingH; given that H; is true,i = 0,1 andj = 0,1. By

neglectingthe overshootover the decisionboundariedVald shaved that the optimal decisionboundaries

are given by:

(4)

(5)

for a desirederror probability pair («,().

B. CUSUM With Repeated Use Of SPRT

Page[17] £rst proposedSPR basedrepeatedhypothesistesting with two thresholdsh and —+ to
detectabruptchangesin a stochasticprocess.The SPR is defnedby a pair (¢, N) where ¢(.) is a

decisionfunction and N is a stoppingtime. The SPR is given by,

{Hoﬁs§<7

(6)

H, if SV >h
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wherethe stoppingtime N = N, = inf{k : Sf > h{JSF < —v}, v > 0 andh > 0 are constants.
The SPR testis repeateduntil ¢ = 1 and the time at which this happenss called the alarm time.
~ = 0 was shawvn to be the optimal thresholdby [18]. Then the repeatedcumulatve sum basedSPRT
(CUSUM-SPR) stgganalysisdetectorusing EqQ. (1) is given by,

-1+ sk If gp—1 + s, >0,

g =10 if gp_1 + sk <0, (7)
0 if k=0
where,
o, (Yx)
s =In = 8
(yk) pﬁo(yk) ( )

is thelog likelihoodratio (LLR). For simplicity we denotes(yy) by si in Eq. (7). Note from Eg. (8) that
s; Will have a negative drift beforechangetime kq (sincepg, (yx) > po, (vi), 1 < k < ko) anda positive
drift afterthe change Thatis, the expectedvalueof LLR whené = 6, Fy,, will have negative drift and

Ey, will have a positive drift. Compactlywe canrewrite Eq. (7) as

gk = (gr—1+s6)". 9

It is now not dif£cult to seethat g5, and Sj’? arerelatedas given by:

+
g = (St_w 1) (10
where,
Np_1+1 if glk—1)>0,
N={ = (11)
1 otherwise

FromEqg. (10)it is clearthatmainideaof CUSUM s to restartSPR aslong aspreviously takendecision

is in favor of hypothesisH, andthe alarmtime is given by,
To = min{k : g > h.} (12)

Also notethat V. startsincrementingassoonasthe presencef a hiddenmessagés detectedHowever,
sincewe want to estimateboth the start and end of the secretkey, we reformulatethe hypothesistest

after the £rst alarmtime to searchfor the end of the secretkey.
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Fig. 3. Pictorial representatiomf CUSUM-SPR basedsecretkey estimationalgorithm.

C. Decision Threshold Selection

Fig. 3 shows a pictorial representatiof the proposedCUSUM-SPR' basedsteganalysisalgorithm.
In this £gure,the decisionthresholdshy and h; play importantroles. Theseparameterglay the role of
h discussedn the previous section.hy is usedto identify the beginning of the secretkey and i, for the
end of the key. Using the sameargumentas presentedn [16], we obsere that hy = InA is optimal.
Thereforefrom Eg. (4) we get

1
hog =1In ﬁ (13)
Q

Oncethe startingvalue of the secretkey is identifedthe next stepis to computeits endingvalue.So,we
startlooking for a negative drift in the statistics.Thereforeafter detectingthe beginning of the message
we swap therolesof H, and H; to detectits end.Thatis given g;. > ho then Hy: message present and
H;: message absent. We retainthe samenotationsfor falsealarmand miss probabilitiesfor simplicity.

So we canwrite the new falsealarm and miss probabilitiesas,

a = P(H1|Hy, gr > ho) (14)
and,
B = P(Ho|Hx, gk > ho) (15)
Thenwe canshaw that,
P(Ho|Ho, gi > ho) > €™ - P(Ho|Hy, gi > ho) (16)
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andthe approximatevalue of h; by approximatinginequalitiesis given by,

11—«
B

Thereforeasshawvn in Fig. 3 oncetheteststatisticgy, is lessthanmaxy(gx) — k1 it will detecthypothesis

h1 =In a7

Hy: no messageat thatindex k. Note that ~2; will bein effect only if the teststatisticErst crosseshe

thresholdhyg. If thereis no suchk thenendof messagevill be detectedat the lastindex k.

1. SECRET KEY ESTIMATION IN SPREAD SPECTRUM EMBEDDING: STATIONARY CASE

In this sectionwe derive a CUSUM-SPR steganalysisdetectorfor secretkey estimationin spread
spectrumembeddingin orderto illustrate the method.In this sectionwe assumestationarysignalsjust
for illustration. We assumethat the messagebits modulatethe sign of the Gaussiandistributed carrier
beforeembeddingLet,

Yk =T + pwg, k=1,2,...,.N (18)

wherey, € R is the k' DCT coeEcient of stego signal,z;, € R is the k" DCT coeEcientof cover
signal, w;, € R is the Gaussiandistributed messagecarrietr and p > 0 is the messagestrength.Note
that if the messagdengthis lessthan NV, then p = 0 for the correspondingndices. Assumethat {y }
and {z;} are independentnd identically distributed (iid) randomsequencesAlso, if z; ~ N(0,03)
andwy, ~ N(0,02) thenyy, ~ N(0,07 = of + p*02) assumingr;, andwy, areindependent/ k. If the

embeddingkey is theset{k : kg < k < k1} then,

N(0,03) k=1toky—1,
Ye ~ S N(0,02 + p%02) k= ko to ki, (19)
N(0,03) k=k +1toN.

Note thatthis modelassumestationarityof the obsenations.If this assumptioris violated(asit happens

in digital images)then somesort of pre-processingnay be necessary

A. Known Parameters Case

Supposdhat the exact valuesof oy ando; areknown to the steganalystthenthe parametef = o is the

parameteundertestasgivenin Eq. (1). Thenwe cande£nethe following hypothesistest,
Hi:0=01 whenky <k <k

(20)
Hy : 0 = o elsavhere
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The probability densityfunctionsunderhypothesisH, and H; are given by,

1 A
o, (Yr) = exp |- |,i=0,1 (21)
2ro? 20%’
and S]’? canbe shawvn to be,
g O'2
S]’?:Nk-an—WAj,k-(—gq) (22)
0 01
where,
k
1 y?
Aik=35) 5 (23)
J 2 Py 0(2)

By usingalarmtime T, in Eq. (12) andthresholdsh, andh; we canget estimateof messagéeginning
and endingindiceskq, and k; as,

ko = arg mkiﬂ[gk > ho) (24)

by = arg m}jn[m]?x(gk) — gk > hi] (25)

B. Partially Known Parameters Case

Supposer, is known but not o, (the casewhen oy is unknavn but o; is known canbe treatedusing
a similar analysispresentedn this section).This happensfor example when the stego messagegoes
througha noisy channel(attack)that doesnot affect the £rstfew DCT coeEcients.Thenthese£rst few
DCT coetcientsthat are not usedfor embeddinglasin [6]) andarenot noisy canbe usedto obtainan
estimateof 0. Supposeve have partialknowledgeaboutthe possibledistribution of o (if thedistribution
of the noiseattackis known) or assumea certaina priori distribution (Bayesian),say p(o1), thenwe

canuseWald’s weighting function [21] to obtainthe likelihoodratio (LR),

LR_/p01<yja"-ayk|al)'p(al)dal (26)
pO’o(yja e 7yk')
where,
1 2
pUi@D = eXp [29;] (27)
27TO'Z-2 i

If o1 ~ Uniform(a, b) then S} is given by,

Ny —1

N —1 Nyt
S];? =Inog+ Ajp +InT < k2 > —In(2X,; 2 ) —In(b —a) (28)

where )\, ;, and N}, aregiven by Eq. (23) andEq. (11), andI" denotesgammafunction, namely I'(n) =
(n — 1)!. This resultis derived in Appendix|. In simulationswe usethe approximation[15] InI'(z) =
In(z) +rz + > o2 [In(l + z/n) — z/n] wherer = 0.5772156 is the EulerMascheroniconstantand

In(D(0)) = 0.
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Fig. 4. Steganalysisdetectionstatisticwhen p = 2 Fig. 5. Steganalysisdetectionstatisticwhenp = 2 and

and secretkey consistsof the beginning of the host secretkey consistsof the endingof the hostsignal.

signal.

Cusum plot
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Fig. 6. Steganalysisdetectionstatisticwhen p = 2 andsecretkey consistsof the middle portion of the hostsignal.

C. Completely Unknown Parameters Case

Oneway to handlethis caseis to put two a priori probability distributions one for eachof the unknavn

parameterainderthe two hypothesesand derive resultssimilar to the partially known parametersase.
We analyzethis casefor the caseof digital imagesin a later section.

Performanceof the steganalysisdetectorfor the partially known parametercaseis presentechowv. The

lengthof the hostsequenceV wastakento be 10000anda messagearrierof length2000wassequentially

embeddedax = # = 0.001 waschosemasparametersor the steganalysisdetectorPlotsof theteststatistic
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Fig. 7. Steganalysisdetectionstatisticfor p = 1.

g by computingSJ’? from Eq. (28) areshavn in Figs.4, 5 and6 for differentsecretkeys. “Input” in these
£guresdenotesthe input to the embeddingalgorithm (secretkey) and “Output” denotesthe estimated
secretkey by the steganalysisdetector As seenin Fig. 4 the messagés embeddedht the very beginning
of the host signal (from k=1 to 2000). We seethat the proposedsteganalysisalgorithm detectsthe
messagestart and end locationsto be 10 and 2021. That is, the £rst 10 locationsare missedand 21

locationsare detectedfalsely as messagearrying symbols.By changingthe valuesof falsealarmand
missprobabilitiesa changein this performancecanbe obsered. Similar performancesreseenin Fig. 5

and Fig. 6. From these£gureswe concludethat under stationarity and reasonableSNR, the propose
secretkey estimationalgorithm performswell.

Now, Fig. 7 shav the performanceof the steganalysisdetectorfor p = 1. We seefrom this £gure
that the accurag of the estimatedsecretkey is low. This is becausep = 1 correspondgo a lower
SNR caseand we know that the smaller the SNR the harderis the steganalysisdetection process.
But, most of the steganographicembeddingalgorithmsuse a small value for the messagestrengthto
achieve imperceptibility In fact,in imagespreadspectrumembedding[6] usesp = 0.1. For steganalysis
algorithmsto work reasonablywell in suchlow SNRswe have to designit specifcallyfor thesesmaller

SNR valuesasdiscussedn the next section.

D. Locally Most Powerful Steganaysis Detector: Low SNR Case

This sectiondealswith the designof a locally mostpowerful steganalysisdetectorspecifcallyfor the

low SNR case.We £rst begin with a formal de£nitionof the uniformly mostpower statisticaltest.
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De£nition 1. [8] A statisticaltest¢; (x) of Hy versusH; is uniformly mostpowerful (UMP) of size
(proh of falsealarm) « if it hassize a andits power (proh of detection)is uniformly greaterthanthe

power of ary othertest¢,(x) whosesizeis lessthanor equalto a:

sup Fpg1(z) = a ;5 sup Fppa(z) < a (29)
6cH, 6€H,
Fodi(z) > Fogo(z), Ve M (30)

In somecasesespeciallydetectinga weak signal (low SNR) sucha test may not exist. Thereforewe
resortto locally mostpower (LMP) tests.LMP testis an optimumtestfor the detectionof weak signals

[8]. For low SNR the hypothesistestformulationfor secretkey estimationbecomes:
Hi : o0>00 kg<k<k; and o1 —0og~0 (32)
Hy : o1 =o00,Vk. (32)
Thekey ideabehindthe LMP detectoris thatunder H1, if the slopeof the power function of the detector
at o is greaterthanor equalto the slopeof the power function at the samepoint for ary otherdetector

then power of the LMP detectorwill be the maximumamongall detectorssubjectto the constraintthat

size of the testis speciEed Thereforea non-randomizedletectionrule for the above hypothesistestcan

be constructedas,
X > InA selectH;,
d%l [lnljlpal (yi)] < InB selectH, (33)
i o k=k+1 otherwise
where,

s [T o ()
H?:l Po, (yz)

g1=0g g1=0p

(34)

- llanal (yn]

=1

1) LMP-CUSUM Steganalysis: In regular CUSUM testthe teststatisticdependon the log-likelihood
ratio but on the otherhandin LMP sequentialdetectionthe teststatisticdependon slopeof the power
of the test computedat oy given by Eg. (34) . While we modify CUSUM to accommodatdMP, we
also notice that in most practical casesthe steganalysisdetectorhasaccessonly to stego image/signal
and not to the cover image/signalln otherwords, o, is available and o is unknavn. Test statisticfor
the CUSUM stgganalysisdetectorbasedon LMP testis given by Eqg. (7) with s; given by,

In por, (yr)] : (35)

T0=01

Sk:dT‘o[

From Eg. (35) we note that knowledgeof o is not necessanhere.
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V. SECRET KEY ESTIMATION IN SEQUENTIAL IMAGE STEGANOGRAPHY: NON-STATIONARY CASE

Digital imagesare known to exhibit non-stationarycharacteristicsThis property has beenwidely
acknavledgedin digital imageprocessingand compressiorcommunities.Therefore, somemodi£cations
areneededo extendthe proposedstaganalysisdetectorfor digital imagesteganograpk. We again assume
spreadspectrumembeddingn digital imagesasproposedn [6] for the sale of consisteny. It is assumed
thatmessagés sequentiallyhiddenin the DCT domain.Now, {y;} and{z;} denotethe stego andcover
images DCT coe€Ecients,respectiely. Clearly, this type of messagembeddingwill resultin a change
of variance.In addition to the statistically non-stationarybehaiour, estimatingthe unknovn variance
of the original image and pdf modelsfor DCT coeEcientsare importantissues.Someauthors( [11]
and[2]) have suggestedising the generalizedGaussianpdf to approximateAC coeEcients.Although
generalizedsaussiarpdf may be a good choice,our experiencesuggestsghat the Gaussiarpdf model(a
particularcaseof generalizedsaussiarmodel)works reasonablywell while alsofacilitating closedform
solutionto the steganalysisdetectordesign.

Non-stationarityin naturalimagesimplies that using one single varianceestimatefor the entireimage
is not a good approximation.Thereforewe assumepiece-wisestationarityand using a sliding window
to computeseveral local varianceestimates.The sliding window variance estimatefor the k&th DCT

coeEcientof the stego imageis given by,

k5
Pic a9 — el

51 = 36
01,k M—1 (36)

where, ;. is the meanof the given window and M is the window length. It turnsout that Eq. (36) is a
maximumlikelihood estimate[12] andis also an efEcientestimate.

Oneconsequencef introductionthe sliding window is thatthe conditionfor the one-sidedstaganalysis
hypothesigestmay no longerbe valid by usingthe plug-in estimategivenin Eq. (36) for detection.That
is, 01,1, < ¢, mayoccurfor somecoeEcientsasillustratedin Fig. 8 for the Cameramammage.Here,the
messagés hiddenfrom DCT coeEcients5000to 7000with the strengthp = 0.1. Clearly, o, # o1 for
k = 5000,5001,...,7000 but equalelsavhere.Sincethe one sidedhypothesistest conditionis violated
as explained abose the CUSUM-SPR' steganalysisdetectorfails as shavn in Fig. 9. Overcomingthis
problemin a mathematicakenseis somavhat difEcult becausethe value of the empirical estimateof
the variancesdependon a variety of factorsincluding: (a) the estimationalgorithm, (b) the hostimage
statistics,and the (c) value of p. Note that the host image statisticsis not under the control of the

steganalysisdetector Therefore,we have taken an experimentalapproachto somevhat alleviate this
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Fig. 8. Ratio of &1 to 6o, oscillatesaroundthe Fig. 9. CUSUM stgyanalysisdetectorfails to detect

valueof 1. the message.

problem.Throughextensve experimentationwith differenttypesof imageswe found that, for low SNR
casesvhenthe messagdocation consistsof mid to high frequeng DCT coeEcients,using |yx| instead
of y, asinput to the steganalysisdetectormostly resultsin a one-sidedchypothesistest. We are currently
in the processof explaining this behaiour in a statisticalsenseand hopeto includeit in the £nal version
of the paper Now, let &; ;, be the standarddeviation of |y.| and&g ; be the standarddeviation of |z|.
Sincewe assumethat ¢, and z;, are zero meanand normally distributed, the pdf of thesenenv random

variablesare given by,

2 —z2
p.(z) = exp [ ] ,2>0 (37)

i = 0 standsfor z = x5, andi = 1 for z = yj. It is thenshowvn in Appendix|l that¢? = 0.363407.
The plot of the ratio of empirically computed(; ;, and &y, is shavn in Fig. 10 which indicatesthat

hypothesesare no longertwo sided.

A. Modifed CUSUM-LMP Seganalysis Detector

Consideringthe new obsenration randomvariablewe modify the CUSUM with LMP teststatisticand

obtainthe following:
Hy : &op <& wWhenkg <k <k and&,— &k >0 (38)

Hy : & = &k, otherwise (39)
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Fig. 10. Ratio of empirical estimatesof standarddeviations &, and&o k.

and s;, that maximizesthe slopeof the power of the testat & . is give by

0
Sk = Beor [Inp.(z]&o,x)] A (40)

whereall the M obsenationsof the k** window are consideredThen, s, in Eq. (40) is given by
~0.3634 - (Jyr| — ) 1
Sk = -

3 e (42)
1,k 1,k
asshowvn in Appendix|ll.
Plot of decision function
50 T T T
0
)
g
Input:
start- 5000
-1001 length-2000
strength-0.1
-150
0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000

DCT coefficient index k

Fig. 11. Plot of s, showvs negative valuesin the messageegion.

To testtheproposednodi£cationve usedthe Lennaimage . Messagavasembeddingn DCT coecient

5000to 7000.¢&;,;, wascomputedusingthe moving window basedempiricalestimatefor eachcoeEcient
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k. For eachk, s, wascalculatedusingEq. (41). Theplot in Fig. 11 indicatesthatthe changesn statistics
are recectedby using the modiEedrandomvariables.The valuesof s;. in the H; region (i.e., between
5000 to 7000) are nearerto the zero line (shovn dotted) than the valuesin the H, region. Careful
obsenation of the plot however valuesrevealsthat {s; } containssomenegative valuesin the H; region,

agpin dueto imagenon-stationarity This suggestshat the requiredpositive drift of g; may not be strong
enough.We thereforemalke one more modi£cationby thresholdings; to remove outlier values. The
thresholdvaluetrades-of missversusfalsealarm probability We empirically choosethe thresholdvalue
basedon the negative valueof s, with the highestmagnitudean the messageegion. We alsonotethatthis

value occurringin the messageegion dependsn the messagearrier signal strengththatis not a priori

availableto the steganalysisdetector Thereforewe again resortto extensve experimentatiorto studythe
effect of this thresholdingon the steganalysisreliability. We modify Eq. (7) to the following to remove

the outlier valuesand producerequiredpositive drift for low SNR, non-stationarnimage steganalysis:

,

gr—1+ s if s, >0,
gr—1 if 0 > Sk > v,
gk = (42)
0 if s, <w
0 if k=0

wherev dependsn the messagestrength.

V. EXPERIMENTAL RESULTS

A numberof experimentswere carried out for spreadspectrumimage dataembeddingWe present
resultsonly for Lenna(256 x 256) andthe Cameramari256 x 256) images Differentmessagestrengths
were testedand resultsfor p = 0.1,1,10 are presentechere. Several computersimulationswere used
to testthe performanceof the proposedsteganalysisdetectorfor differentvaluesof the shapeparameter
of the generalizedsaussiardistribution. Experimentshat cover superGaussiarprobability distributions
and sub-Gaussiamprobability distributions were evaluated.Basedon the extensive experimentationwe
found that Gaussianprobability model gave very good steganalysisperformancein addition to being
amenabldo closedform solutions.

The correspondingaluesfor v = —20, —2, —0.5 werechosenfespectiely. The poemfor Lenna[20],
'O dearLenna,your beautyis so vast; It is hard sometimegdo describeit fast.| thoughtthe entire world | would
impress|if only your portraitl couldcompressAlas! Firstwhenl triedto useVQ; | foundthatyour cheekselongto

only you. Your silky hair containsa thousandines; Hardto matchwith sumsof discretecosines. was usedasthe
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secretmessageEachcharactelis mappedo the six bit binary word to representhe binary messageThe
messagdits modulate(BPSK modulation)the sign of the Gaussiarmessagearrier The length of the
binary messageavas found to be 1992. We evaluatethe performanceof the secretestimationalgorithm
for the following embeddingconditions:Cameramaimmage—embedding low, mid andhigh frequeng

componentsResultsfor otherimagesare not presentecheredueto spaceconstraints.

stego image stego image

Fig. 12. Cameramar(256 x 256) stego imagewith ~ Fig. 13. Cameramar(256 x 256) stego image with
p=0.1. p = 10.

Stego imageswith embeddingstrengths0.1 and 10 are shawvn in Figs. 12 and 13. These£gures
indicatethat the perceptualhuality degradationdue to messagembeddings not signiEcant.

Fig. 14, Fig. 15 andFig. 16 show the steganalysisdetectorstatistic(CUSUM) for mid frequeng range
(ko = 3000) for the Cameramarnostimage.“Input” in theseEguresdenoteghe input to the embedding
algorithm (secretkey) and “Output” denotesthe estimatedsecretkey by the proposedsteganalysis
algorithm. Only the £rst 10000 indices are shavn in these£gures.a = § = 0.1 was chosenfor
steganalysis.We obsene that the secretkey estimationalgorithmworks well. We also notice from these
£guresthat the slopeof {gx} is highestwhen p = 0.1 comparedto the slopeat p = 10. One of the
possiblereasonss that althoughLMP testis good at detectingsmall departuregrom the hypothesisH,
(dueto the very natureof the small SNR assumptionjt is weakin detectingsuEciently large ones,as
also obsened in [8]. We know that in mid and high frequeng ranges,DCT magnitudesare more or

lessuniform. Thereforethe correspondingvindow basedvarianceestimatesare also small. Becauseof
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CUSUM plot
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DCT coefficient index k

Fig. 14. Steganalysisdetectoroutputfor strengthp = 0.1 and mid-frequeng embedding.

CUSUM plot . CUSUM plot
80 T
70F 7 7
Input:
ok start-3000 i
60| Input: length-1992
start-3000 strength-10
length-1992 host- Cameraman.bmp
strength-1 sk 4
50 host-cameraman.bmp
3
H 24 |
g 401 5 Output:
3} Output: © start-3553
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end-4996 L length-1451 4
30 length-1990 3 o
20| 2 J
10} 1 4
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0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000 0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000

DCT coefficient index k

Fig. 15. Steganalysisdetectoroutputfor strengthp =

1 and mid-frequeng embedding.

DCT coefficient index k

Fig. 16. Staganalysisdetectoroutputfor strengthp =
10 and mid-frequeng embedding.

the low slopeof {g;} for p = 10, ko is estimatedto be 3553 which is not very accuratecomparedto
ko in the caseswith p = 0.1 andp = 1. If we chooselower value of thresholdhy by changinga and
3, a more accurateestimatek, is obtained.With o = 3 = 0.4 for p = 10, ko is estimatedto be 3170
andtotal lengthis estimatedto be 1830 which shavs improved performancecomparedio the previous
experiment.

Fig. 17, Fig. 18 and Fig. 19 shovs CUSUM statistic for low frequeng range (kg = 2) for the
Cameramarimage. Again, only the £rst 10000indices are shovn. « = g = 0.1 was chosenfor the

steganalysisdetector It is clear from Fig. 17 that the algorithm fails to detectreliably the presenceof
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CUSUM plot
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Fig. 17. Steganalysisdetectorresponsdor strengthp = 0.1 andlow frequeng embedding.

CUSUM plot CUSUM plot
T
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length-1124
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5 1
o . . . . . . . . o . . . . . .
0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000 0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
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Fig. 18. Staganalysisdetectorresponsefor strength  Fig. 19. Steganalysisdetectorresponseor strength

p = 1 andlow frequeny embedding. p = 10 andlow frequeny embedding.

messagavhen p = 0.1. As explained earlier the reasonfor this is that using absolutevaluesof the
DCT coetcientsfor detectionremainstwo sidedfor low frequenyg ranges(up to £ = 2000) as seenin

Fig. 20 which violatesthe assumptiorof one sidedhypothesistest. Fig. 21 shavs thatas p increasego

10, choosingabsolutevaluesof the obserationsfor steganalysisdetectionseemdo resultin a one-sided
hypothesistest. In our experimentswe found that valuesof p higher than 1 mostly resultsin a one-
sidedtest. Also, sincethe DCT coeEcientmagnitudesn the low frequeny rangeis much higherthan
the mid and high frequeng ranges,addition/subtractiorof small valuesfrom higher magnitudess not

detectabldy the LMP steganalysisdetectorFig. 22 shavs the resultfor embeddingn the high frequeny

DRAFT



22

Ratio of STD for stego image and cover image, onse sided case Ratio of STD for stego image and cover image, onse sided case
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Fig. 20. Ratio of standarddeviations &1, and &g Fig. 21. Ratio of standarddeviations &;,, and &g

whenp = 0.1. whenp = 1.

CUSUM plot
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600 [ b

Input;

start-50000
length-1992
strength-0.1
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400 - b
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Output:
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300 end-51996

length-1991

200 b
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. . . . . . .
4.5 46 a7 48 49 5 5.1 5.2 5.3 5.4 55
DCT coefficient index k x10°

Fig. 22. Steganalysisdetectorresponsdor strengthp = 0.1 and high frequeny embedding.

coekcients.Again we seeobsene that the steganalysisdetectorperformsvery well in estimatingthe
secretkey.

Fig. 23 shaws steganalysisdetectoroutputwhentwo messageare embeddedvith the samestrength
p = 0.1. The £rstmessagés embeddedrom index 3000onwardsandthe secondnessagethe remaining
partof theLennapoem,“And for your lips, sensuahndtactualthirteencraysfound not the properfractal.
And while thesesetbacksare all quite severe | might have £xed them with hackshere ore there But

whenwaveletstook sparklefrom your eyes| said, skip this stuff. | will just digitize; is embeddedrom
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800
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Fig. 23. Steganalysisdetectoroutputfor multiple messageg¢secretkeys).

CUSUM plot
400 T T

350 Input: 7

start - 2
length - 65533
300} strength - 10 ]

Output:

start - 117

end - 65636 B
length - 65419

CUSUM
N
S
5]
T

150 b

100~ 1

50 b

0 L L L L L L
3 4 5 6 7
DCT coefficient index k

Fig. 24. Steganalysisdetectoroutputfor strengthp = 10 andall DCT coeEcients(except DC) containthe message.

index 5000 onwards. Here multiple secretkey estimationis possibledue to the fact that CUSUM is a
continuousinspectionscheme Similar resultsare obtainedwhenthreeor more messageare embedded.
Notice from Fig. 23 thatasindex k increaseghe differencebetweeny, and; alsoincreasewwhich in
turn resultsin an increasen the slopeof the function gy..

Fig. 24 shows the detectorresponsewhen the messagds embeddedp = 10) using all the DCT
coeEcientsexceptthe DC coeEcient. Fig. 25 is the detectorresponsevhen no messages embedded.
We seefrom Fig. 24 that the detector after a delay responddgo the statisticalchangesdue to message

embedding.This delay is a function of the statisticalcharacteristicof the image, messagecarrier etc.
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Fig. 25. Steganalysisdetectoroutputwhenno messages embedded.

Sincethe proposedsteganalysisdetectoris optimizesthe detectionprobability locally, we seethe type
of responseas shavn in Fig. 24. When no messages embeddedhe computedstatisticalchangesare

insigni£cantand the detectordoesnot respondimplying no message/secrégy was found.

V1. CONCLUSION

A secretkey estimationalgorithm for sequentialmessagehiding is proposed.While the general
mathematicatheory presenteds applicableto ary type of sequentialmessageembedding.the paper
primarily focuseson spreadspectrumembedding.The proposedsteganalysisalgorithm looks for abrupt
jumpsin the statisticsof the stego signalto estimatethe secretkey. Severaltheoreticalresultsarederived
for stationaryand non-stationaryhost signalsfor different messagestrengths A locally most powerful
steganalysisdetectoris alsoderived for the low SNR case Extensve experimentsshav thatthe proposed
algorithm is shavn to perform well for stationaryhost signals.For non-stationarydigital image data
hiding in the DCT domain,the secretkey estimationaccurag is good whenthe embeddingis donein
mid and high frequeny DCT coe€Ecients.Its performancesuffers for low frequengy embeddingn the
DCT domain.Onereasorfor thisis theviolation of the one-sidedhypothesigestconditionassumedby the
steganalysisalgorithm. Furthermodi£cationgo the algorithm are undervay to improve its performance

for low frequeny embeddingalso.
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Derivationof Eq. (28). If the probability distribution of ¢; is assumedo be uniform, thenthelik elihood

ratio is given by,

_(yi—u)z
o0 e 207
LR="=" —
on -k
[ 0

Ny,
j o1
oo k oo N < 02)
o, Ajee| 1--%
[ ee= [ %
0o 7 0o 01"
< k (Nk.—l)
JARI R =
0 ; . 2
j 2N

Np—1

k
N, —1 =
Sf:ln/HLR:/\j,k—}—lnF( 5 >—ln2/\j’k,2 —In(b— a)
J

Similar derivation applieswheno; is normally distributed.

APPENDIX Il

Derivation of Eq. (37). Probability densityfunction of z is given by,

pz(z) = Po, (Z) +pai(_z)

2

2
= exp [

—z
220
201-2] °=

2
2mof

Expectedvalue of the randomvariable z canbe computedas,

B(z) = /OOCZ pa(2)dz

2 &0 —22
— / Z - exp {—2 ] dz
27r0i2 0 20;

9 00 _ .2
= / —af -d (exp [—ZQ ])
22 /0 207

20;

Nor3

(43)

(44)

(45)

(46)

(47)
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Varianceof the randomvariablez is given by,
oo
E(z%) :/ 22 p.(2)dz
0
2 00 2
:7/ 2% . exp [—ZQ} dz
w/27r0i2 0 20;
) 0o _ 2
= / —z0?-d (exp {2])
\/27701.2 0 20;
2

ag; &0 —22 d
= — e — | dz
Var Jo [201'2]

APPENDIX Il
Derivation of Eq. (41).

PZ(Z\fo,k-) - pz(‘yk‘)

2 (lyel = pw)?

2
27T(T(2) k 2UO,k

Inp,(2/& k) = In

By usingthe relation betweenvariancesin Eq. (36),
21/0.3634  0.3634 - (|yr| — pr)?

Inp.(2/& k) = In (48)
\/2mE2 . 253,/%

0 —1  0.3634 - (Jys| — p)?
— [Inp.(z =—+ 49
860& [ p ( |£0,k)] 607k {S,’k ( )

0 0.3634 - — 2 1
[0 - (2o )] - o =)™ 1 (50)
850,]@ Cox=E1 51,,{ gl,k
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