
Digital Object Identifier (DOI) 10.1007/s00530-003-0101-8
Multimedia Systems 9: 303–311 (2003) Multimedia Systems

© Springer-Verlag 2003
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Abstract. A mathematical framework for steganalysis is pre-
sented in this Paper, with linear steganography being the main
focus. A mathematically formal definition of steganalysis is
given. Then active steganalysis, defined as the extraction of a
hidden message with little or no a priori information, is for-
mulated as a blind system identification problem within this
framework. Conditions for identifiability (i.e., successful ste-
ganalysis) are derived. A procedure to systematically exploit
any available spatial and temporal diversity information for
efficient steganalysis is also discussed.

Experimental results are given for steganalysis of Gaussian
distributed, spread spectrum image steganography and water-
marking. The proposed technique is observed to produce im-
pressive results for a variety of performance measures. Based
on the results we conclude that a common belief, namely,
spread spectrum steganography/watermarking, is secure be-
cause the low strength, noise-like message carrier is no longer
valid within the current context. Therefore, new questions re-
garding steganography security that differ from the standard
information theoretic notion are raised and some answers are
provided.

Key words: Steganography – Steganalysis – Security – Inde-
pendent component analysis

1 Introduction

Steganalysis is a relatively new branch of research. While
steganography deals with techniques for hiding information
(such as fingerprinting), the goal of steganalysis is to detect
and/or estimate potentially hidden information from observed
data with little or no knowledge about the steganography al-
gorithm or its parameters. It is fair to say that steganalysis is
both an art and a science. The art of steganalysis plays a ma-
jor role in the selection of features or characteristics a typical
stego message might exhibit, while the science helps in reli-
ably testing the selected features for the presence of hidden
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information. While it is possible to design a reasonably good
steganalysis technique for a specific steganography algorithm,
the long-term goal must be to develop a steganalysis frame-
work that can work effectively at least for a class of steganog-
raphy methods, if not for all. Clearly this poses a number of
mathematical challenges and questions, some of which are
summarized below.

• Can current and future steganography algorithms be cate-
gorized into distinct classes of mathematical techniques?

• What is a good mathematical definition of steganalysis?
• What a priori knowledge can we assume the steganalyst

possesses?
• What mathematical properties must a class of steganogra-

phy algorithms satisfy for which good steganalysis tech-
niques can be developed?This will give rise to a new notion
of security in steganography that could be quite different
from the popular information theoretic definition [2].

• What are the candidate cost or risk functions that a ste-
ganalyst must optimize during hidden data detection or
extraction procedure?

• What are the performance trade-offs if a steganalysis algo-
rithm is designed only to detect, only to extract, or detect
and extract the hidden message?

We attempt to address some of these questions in this paper
and develop a formal theory of steganalysis. Note that in our
analysis we assume that the steganalyst has reasonable com-
putational resources and time.

In a traditional steganography setup formulated as a pris-
oner’s problem [24], Alice wishes to send a secret message to
Bob by hiding information in a cover message. The stego mes-
sage (cover+secret message) passes through Wendy (a war-
den) who inspects it to determine if there is anything suspi-
cious about it. Wendy could perform one or several tests to
decide if the message from Alice to Bob contains any secret
information; Wendy acts as a passive warden. If her deci-
sion is negative, then Wendy forwards the message to Bob.
On the other hand, Wendy can take a conservative approach
and modify all the messages from Alice to Bob irrespective of
whether any information is hidden byAlice or not. In this case,
Wendy is called an active warden. Of course, Wendy will have
constraints, such as the maximum allowable distortion, when
modifying the message, etc. For example, if the cover mes-
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sages are digital images, then Wendy cannot modify the stego
message to an extent that perceptually significant distortions
are induced.

While current steganalysis techniques focus on detecting
the presence/absence of a secret message in an observed mes-
sage, to our knowledge there seems to have been little attempt
in developing steganalysis methods that can extract the se-
cret message. In general, extraction of the secret message is a
harder problem than mere detection simply because the former
outputs multiple bits of information while the latter results in
2-bit (secret message present or absent) information. There-
fore, based on the ultimate outcome of the effort we classify
steganalysis into two categories:

• Passive steganalysis: Detect presence/absence of hidden
message in a stego signal, identify the stego embedding
algorithm.

• Active steganalysis: Estimate the embedded message
length, estimate locations of the hidden message, estimate
the secret key used in embedding, estimate some parame-
ters of the stego embedding algorithm, extract the hidden
message (ultimate goal!).

Note that, according to our definition, active steganalysis is
different from an active warden case. An active warden ma-
nipulates the stego message in the hopes of destroying the
secret message (if any), but an active steganalyst attempts to
estimate and extract the secret message without destroying it.
In this paper, we discuss a mathematical framework for active
steganalysis when a class of linear steganography algorithms
are employed. We also discuss the strengths and limitations of
the proposed framework and provide numerical examples to
illustrate the performance. Without loss of generality we con-
sider digital images as cover messages for our experiments.
Our primary goal is to estimate the cover message, secret mes-
sage, and even perhaps the steganography key using only the
observed stego messages. During this process we exploit spa-
tial diversity and temporal diversity information that will be
explained in later sections.

Passive steganalysis has been attempted previously by
many researchers [1,5,6,11,13,12,19,21,23,27] The general
theme behind these techniques is the exploitation of first-order
and higher-order statistics depending on the steganography
technique. A priori spatial and frequency domain information
about the stego messages are used to arrive at a steganaly-
sis strategy. When such a priori information is unavailable,
two broad approaches are followed: (a) assume a priori model
based on image characteristics, etc. or (b) learn the informa-
tion using a large database of training set. Of course, each
of these approaches has its pros and cons. It is a generally
accepted fact that the more focused a steganalysis algorithm
is on a specific steganography technique, the less its general-
ization capability. On the other hand, a very general method
may not produce acceptable performance for detecting a spe-
cific steganography algorithm. Therefore, choosing the right
steganalysis algorithm is in itself an open research problem.

The work closest in spirit to that presented in this paper can
be found in the watermarking literature [20,26,28]. Here linear
filtering techniques are employed to obtain an estimate of an
embedded watermark. Conditions for resistance against this
attack can also be found in these references. As we will see in
later sections, the proposed work is significantly different from

these. The approach, analysis, assumptions, and conditions
under which the proposed method fails are also different from
the previous research.

The paper is organized as follows. The scope of this work is
presented in Sect. 2, and a mathematical formulation of active
steganalysis is introduced in Sect. 3. Based on the mathemat-
ical formulation, a steganalysis algorithm is given in Sect. 4.
Experimental results are discussed in Sect. 5, and concluding
remarks can be found in Sect. 6.

2 Scope of this work

We consider the scenario where the steganography key is the
same for at least two stego messages. While in general this is a
stronger assumption, we will see later that a nice mathematical
theory can be developed for active steganalysis in this case.
Clearly, our future goal is to relax this assumption. In some
cases, however, it may be possible to satisfy this assumption.
Alice and Bob could exchange a steganography key initially
and later use this key to embed and extract multiple bits of
secret information. For example, the steganography key could
be the pixels of an image where the secret message is hidden
such as in LSB (least significant bit) image steganography.
This also simplifies the key management problem for Alice
and Bob. In fact, fixed key embedding that is prevalent in
many watermarking algorithms has found to be a cause for
concern (e.g., Memon et. al. [16]).

Our next assumption is that the secret message is statisti-
cally independent of the cover message and is embedded into
the cover message in an additive fashion. For example, a mes-
sage of length L bits could modulate the sign of a zero-mean,
finite-variance, white Gaussian random vector of length L that
is statistically independent of the cover image. If the sign of an
element in the message carrying the Gaussian random vector
is positive, then it stands for message bit 1; otherwise, it repre-
sents the bit 0. The Gaussian random vector is then scaled by
a positive value and added to certain discrete cosine transform
(DCT) coefficients of the cover image based on a steganogra-
phy key. Note that this is similar to the popular spread spectrum
watermarking algorithm [10].

Finally, we assume that the steganalyst has access to at
least two stego messages with the same (or highly correlated)
cover message, the same secret information, and the same key
but differing in some other parameters. There are both practical
and academic examples supporting these assumptions, such as
the following:

• Commercial products such as Digimarc’s [17] image wa-
termarking software assign each user a unique ID (or key).
A user uses this fixed key to embed fingerprint information
in her images. The user can choose between a wide range of
data-embedding signal strengths. Clearly, the steganalyst
posing as a legitimate user can buy Digimarc’s software
and create two stego images with a fixed key that differ
only in the embedding strength.

• Spread spectrum image steganography has been previ-
ously proposed by Smith et al. [25] and Marvel et al. [22].
In such schemes, the message bits modulate a carrier func-
tion/vector (Gaussian random vector is a popular choice),
and the result is then added to the cover message. Extrac-
tion of the message bits is the inverse of the embedding
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process after applying filtering and other types of image-
processing operations to the stego image. In these methods,
the steganography key and the message carrier are inde-
pendent of the cover message. It is conceivable that the
same key and message carrier signal are used for different
images for practical simplicity, e.g., fingerprinting.

• Some video watermarking techniques [15] spread the mes-
sage sequence spatially before modulating a carrier and
adding it to a video frame. The carrier strength is ad-
justed based on the characteristics of the local spatial lo-
cation. Clearly in these types of data embedding, informa-
tion about the hidden message is found across time (video
frames). Note that in general, a slow-motion video leaks
more information to a steganalyst from successive video
frames compared to a high-motion video sequence. This
is because in a slow-motion video successive frames have
more or less similar statistical and perceptual characteris-
tics.

• Alice uses an additive image steganography algorithm to
send a message to Bob. Wendy, being an active warden,
compresses the image to a certain rate using JPEG [18]
before forwarding the stego image to Bob. Since Alice is
unaware of the compression rate, she initially chooses a
random strength for the message carrier and hopes that it
will survive Wendy’s compression. If Bob is able to re-
trieve the hidden message, he indicates this to Alice the
next day at the prison’s dining hall by drinking coffee in-
stead of his usual tea! If not, Alice assumes that the mes-
sage has been lost due to Wendy’s compression attack and
therefore resends it the next day after increasing the mes-
sage strength and hoping it survives Wendy’s attack (this is
a specific case of adaptive steganography [7]). NowWendy
has access to two copies of the same stego image differing
only in the strength factor of the message-carrying signal.

Based on this discussion of information collection for ste-
ganalysis we classify steganalysis methods into two general
categories:

• Spatial diversity information-based steganalysis: Ste-
ganalysis methods can look for information in the spatial
domain that repeats itself in various forms in different spa-
tial locations (e.g., different blocks within an image or in
different images). We call this spatial diversity-based ste-
ganalysis.

• Temporal diversity information-based steganalysis:
Steganography information that appears repeatedly over
time can also aid steganalysis. Such techniques are called
temporal diversity information-based steganalysis.

An excellent survey of steganalysis techniques that fall within
the spatial diversity steganalysis framework and their implica-
tions is provided by Fridrich et. al. [14]. One of the effects of
a good steganalysis technique is a reduction in the maximum
number of bits that can be embedded (steganography capac-
ity) without being detected. A mathematical formulation for
computing the stego capacity in the presence of steganalysis
for LSB image steganography was provided by Chandramouli
et al. [6]. It is shown that a good steganalysis technique can
significantly reduce the embedding capacity.

Now that we have stated the assumptions and discussed
the practical and theoretical validity of our assumptions, we

next describe a mathematical formulation of the steganalysis
problem.

3 Mathematical formulation of active steganalysis

In this section, we first describe a generic linear additive
steganography algorithm and then mathematically set up the
corresponding steganalysis problem. Note that an additive
steganography model seems to fit a wide range of popular
steganography techniques such as the following. Suppose the
data-embedding method is based on employing two different
quantizers to represent the message bits 0 and 1; then the quan-
tization error can be modeled as additive noise interfering with
the cover message. LSB embedding for image steganography
changes the pixel values by ±1. Finally, many steganography
methods first use the message bits to modulate a carrier signal
that is then added to the cover message.

3.0.1 Message embedding and extraction

Let {s(k)} ∈ � denote a cover message and {w(k)} ∈ � be
the message carrier independent of the cover message; let the
stego message be obtained as

z(k) = s(k) + αw(k), k = 1, 2, . . . , N (1)

{s(k)} is continuous valued and α > 0 denotes the message
strength that could be adjusted based on perceptual charac-
teristics, robustness properties, etc. Some of the w(k)s (also
continuous valued) will be equal to zero based on the steganog-
raphy key if that particular s(k) does not carry a message bit.
We assume {s(k)} and {w(k)} to be samples from stationary
random vectors. The steganography key and α are known to
the legitimate decoder. Suppose the decoder has access to the
cover message {s(k)}; then it is quite straightforward to ex-
tract the secret message by subtracting s(k) from y(k). On the
other hand, if the decoder does not have access to s(k), then
filtering techniques can be employed to obtain an estimate of
s(k) and hence an approximate version ŵ(k) that can incur bit
errors [22].A number of possibilities such as error control cod-
ing, better estimation techniques, etc. can reduce the bit error
rate. We do not discuss these methods in detail as they are be-
yond the scope of this paper. In watermarking-like techniques,
where it is not necessary to extract the individual message bits
but rather only the detection of the presence/absence of a mes-
sage, a correlation-type detection technique that can be applied
to z(k) is of interest. We note that both in steganography and
watermarking applications the genuine decoder may possess
only a noisy copy of {z(k)}, say, {ẑ(k)}, due to a variety of
reasons, but in this paper we assume the steganalyst has access
to {z(k)}.

Some observations and beliefs about a popular choice for
{w(k)} in Eq. 1 are helpful at this juncture. It is quite com-
mon to choose {w(k)} as a zero-mean, white Gaussian vector
with finite variance. This gives rise to the so-called spread
spectrum steganography [22,25] and spread spectrum water-
marking [10]. It is widely believed that this random-noise-
like message carrier with spread spectrum is secure against
steganalysis attacks that aim at estimating it. This choice is
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Fig. 1. Steganalysis as a blind system identification problem

observed to be robust for watermarking applications [10]. An-
other reason for choosing this message carrier comes from
information theory. It is known from information theory that
a Gaussian signal is the best choice for a Gaussian channel.
Since most image steganography methods conveniently as-
sume the image pixel distribution and common transform co-
efficient distribution to be Gaussian, the choice of {w(k)} as
Gaussian is justified. However, in reality many image-related
features are non-Gaussian. It is well known that the discrete
cosine transform (DCT) coefficients of an image that are used
widely as a message carrier have a generalized Gaussian dis-
tribution [8]. We’ll later show that this fact can immensely aid
in steganalysis. That is, the non-Gaussian nature of a cover
message can expose the presence of a Gaussian distributed
secret message.

3.0.2 Steganalysis set up

Assume that the only knowledge available to the steganalyst is
that the steganography model is of the form given in Eq. 1. Let
the two copies of a stego message available to the steganalyst
be {z1(k)} and {z2(k)}. We can then write

z(k) =
(

z1(k)
z2(k)

)
= Ar(k) (2)

=
(

1 α1
1 α2

)(
s(k)
w(k)

)
(3)

z(k) is the random stego message vector observed by
the steganalyst, A is the strength matrix, and rt(k) =
(r1(k), r2(k)) = (s(k), w(k)) (superscript t denotes matrix
transpose) is the vector with the cover message and the se-
cret message as its components. The steganalyst is now faced
with the problem of inferring A−1 from z(k). This can be
viewed as a blind system identification problem as shown in
Fig. 1. If A−1 can be identified, then we can obtain an esti-
mate of r(k), say, r1(k), i.e., the steganalysis problem is to
find a linear transform such that the components of r(k) can
be retrieved. We also notice the similarity between this version
of steganalysis and a blind source separation (BSS) problem
[4]. Therefore, techniques from BSS carry over here.

While there are many ways of computing the linear trans-
form to retrieve the cover message and the secret message
from z(k), we choose the independent component analysis
(ICA) method [4] as this seems to be applicable in a natural
way. We use the fact that the message carrier is generated in-
dependently (statistically) of the cover message and attempt
to estimate a linear transform that will maximize a measure of
this independence at the output. Thus the steganalysis problem
for linear steganography under the stated assumptions can be
described more formally as follows.

Definition 1 Steganalysis of a random vector z(k) in Eq. 2
is the computation of a linear transform B such that the

estimates of the components s(k) and w(k) obtained from
r1(k) = Bz(k) are as independent as possible under a suit-
able measure F (.).
Here the aim is to fit a model for the probability distribution
of z(k) that captures the model of the independent compo-
nents (whiteness constraint) of r(k). Suppose we assume that
the probability density function of s is fs(.) and that of w is
fw(.). Then the joint probability density function of the ran-
dom vector r is fr = fsfw. Then for a given A the probability
density of z is given by:

fz = |det A|−1fr(A−1z) (4)

From this we see that for L independent samples {z(k)}L
k=1

the normalized log likelihood is given by:

L(L) =
1
L

L∑
l=1

lnfr(A−1z(l)) − ln|det A| (5)

Under certain regularity conditions, by law of large numbers
we then get L(L) → E(lnfr(A−1z))−ln|detA| as L → ∞.
Here E(.) stands for the expected value. This limit can be seen
to be equal to −H(Pz) − K(Pr1 |Pr) [3], where P , H(.) and
K stand for probability distribution, differential entropy, and
the Kullback-Leibler divergence, respectively. Since H(Pz)
does not play any role in the steganalysis optimization proce-
dure, we arrive at the contrast function φ(r1) = K(Pr1 |Pr)
that has to be minimized by the steganalysis algorithm under
the whiteness constraint. Note that the contrast function is a
measure of the difference between the distribution of r1 and
the distribution of the independent components in r.

Now Definition 1 leads us to the question: when is ste-
ganalysis possible using this approach? Fortunately, we can
adopt a known result from ICA [9] and show that steganalysis
is possible if in addition to the statistical independence
assumption of {s(k)} and {w(k)} we have the following:

Identifiability condition:

• At least {s(k)} or {w(k)} must be non-Gaussian.
• The matrix A must be of full-column rank.

From the first condition we observe that using spread spec-
trum data embedding in the DCT domain with a Gaussian
distributed message carrier can be identified by the proposed
steganalysis framework because the DCT coefficients are
non-Gaussian. This gives rise to a new constraint on secure
steganography–choose a Gaussian distributed cover message
or preprocess the cover message so that it has a Gaussian
distribution if Gaussian distributed spread spectrum image
steganography is employed. The second constraint for secu-
rity is to make A rank deficient.

Now that we know the conditions for successful blind ste-
ganalysis, the next question is whether the identified matrix
A and the identified components of r(k) are unique. The an-
swer is no because the columns of A and the independent
components can be identified only up to a multiplicative con-
stant. This is because multiplying a component of r(k) by a
constant and dividing the corresponding column of A by the
same constant will leave the problem unchanged, i.e.,

z(k) = Ar(k) =
2∑

p=1

ap

βp
βprp(k) (6)
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where ap is the p-th column of A, βp is an arbitrary constant,
and rp(k) denotes the p-th component of r(k). Without loss
of generality, if the components of r(k) are assumed to have
unit variance, then the identified components are unique up
to a multiplicative sign [9]. We observe that this limitation is
not serious for steganalysis. We explain this with an example.
Let the cover message be the DCT coefficients of an image,
and signs of a Gaussian message carrier contains the embed-
ded message. Suppose the DCT coefficients and the Gaussian
message carrier are identified using ICA. Then the constant
β1 in Eq. 6 can be estimated accurately by taking the inverse
of the estimated DCT coefficients and comparing the resultant
image with the stego image in terms of, say, peak signal-to-
noise ratio (PSNR). If the PSNR is not a desired value, then the
estimated DCT coefficients can be scaled by a new value of β1,
which is chosen such that a higher PSNR is obtained, meaning
the estimated DCT coefficients scaled by the new β1 is a bet-
ter approximation of the cover message. This can be iterated
a few times until a desired β1 is obtained that produces a reli-
able estimate of the cover message. A similar method can also
be used to compute β2; however, note that if only the sign of
the Gaussian carrier contains the hidden message, computing
β2 is irrelevant. But if the Gaussian carrier has unit variance
(which is usually the case in spread spectrum steganography),
then the signs of the computed coefficients of the Gaussian
message carrier can be the true signs (corresponding to the
secret message bits) or they may be just the opposite signs.
Thus the message bits can be extracted either from the signs
of the estimated carrier coefficients or by simply negating all
the coefficients. One of these two is the original hidden mes-
sage.

We also note that the proposed steganalysis method im-
poses no ordering on the identified independent components
because

Rr(0) = I ⇒ Rz(0) = E(z(k)zt(k)) = AAt (7)

where R(.) stands for the correlation matrix and I is the iden-
tity matrix.Again, we note that this permutation indeterminacy
is not serious for steganalysis. In view of these indetermina-
cies, a more general definition of the proposed steganalysis
problem can be obtained using the following definition of es-
sentially equal matrices [4].

Definition 2 Two matrices M and N are said to be essentially
equal if there exists a matrix P such that M = NP where P
has exactly one nonzero entry in each row and column with
unit modulus.

Definition 3 Steganalysis is the problem of determining a ma-
trix essentially equal to A.

Next we discuss a steganalyis algorithm based on the frame-
work proposed here.

4 Steganalysis algorithm

We first note that if A =
(

1 α1
1 α2

)
, then it is full-column rank

as long as α1 �= α2, and therefore the proposed steganalysis

technique can be applied. We begin by whitening z(k), i.e.,
applying a whitening transform W to z(k) such that

E(Wz(k)zt(k)Wt) = WRz(0)Wt (8)

= WAAtWt = I from Eq. 7.

This means WA is a unitary matrix when W is a whitening
matrix. It is also known that [4] for any whitening matrix W
there exists a unitary matrix U such that WA = U. Therefore,
A can be factored as

A = W#U (9)

where # denotes pseudoinverse. Note that here we use pseu-
doinverse so that we can also handle the general case when
the number of rows of the matrix A is greater than the number
of columns. If the matrix A is square (as in the current work),
then the pseudoinverse is the regular inverse if A is full rank.
Now since the whitened process is still linear, we have

x(k) = Wz(k) (10)

= WAr(k) = Ur(k) (11)

The reasons for first whitening the stego message are the
following. By taking an orthogonal ICA approach to steganal-
ysis we are looking to compute a matrix B such that Bz(k)
is spatially white (by Definition 1), i.e., its covariance matrix
is the identity matrix. We know that, in practice, components
that are as independent as possible according to some metric
of independence are not necessarily uncorrelated. Therefore,
we enforce the decorrelation condition by using a whitening
process as a first step. Once this whitening is performed, it is
enough to compute an orthonormal transform to be applied
to the whitened data to obtain the required estimates. This is
because our goal is to compute a white vector that contains
estimates of the original and the stego message, and only an
orthonormal transform can preserve whiteness. Finally, we
will see later in this paper that the whitening process results
in reducing the computational complexity of the steganalysis
process. Therefore, we first apply a whitening transform W
to z(k) and make the resulting data spatially white. Since we
have spatially white data after this step, in the second step we
want to compute U from W. Therefore, from an implemen-
tation perspective the proposed steganalysis procedure can be
described as follows:

Two-step steganalysis:

• Compute a whitening matrix W = Γ−1/2Ξt where Γ =
diag(γ(1), γ(2), . . . , γ(M)) is a diagonal matrix with the
eigenvalues of the covariance matrix E(zzt) and Ξ is a
matrix with the corresponding eigenvectors as its columns.
Apply W to z(k).

• Compute U using Wz(k) and hence B.

Since W can be computed using the stego message (assum-
ing a consistent estimate of its covariance matrix can be com-
puted), we are now left with the problem of computing U. To
this end, we start with the contrast function φ(r1). To compute
this function, we observe that knowledge of Pr is required.
Since this may not be available to the steganalysis algorithm,
it must be approximated.A useful tool in obtaining such an ap-
proximation is the usage of higher-order cumulants [4]. Recall
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that if y1, y2, y3, and y4 are random variables with expected
values equal to µ1, µ2, µ3, and µ4, and if ỹi = yi − µi,
i = 1, 2, 3, 4, then the second- and fourth-order cumulants are
respectively given by

Cum(y1, y2) = E(ỹ1ỹ2) (12)

and

Cum(y1, y2, y3, y4) = E(ỹ1ỹ2ỹ3, ỹ4) − E(ỹ1ỹ2)E(ỹ3ỹ4) −
E(ỹ1ỹ3)E(ỹ3ỹ4) − E(ỹ1ỹ4)E(ỹ2ỹ3)

From these definitions we clearly see that the variance and kur-
tosis of a real random variable y are given by σ2

y = Cum(y, y)
and K(y) = Cum(y, y, y, y). Then if the probability density
function fy(.) of a random variable y is close to the standard
normal density, then by truncating the Edgeworth expansion
we get the following approximation [9]:

fy(t) ≈ 1√
2π

(
1 +

σ2
y − 1
2

h2(t) +
K(y)

4!
h4(t)

)
(13)

where h2(t) = t2−1 and h4(t) = t4−6t2+3 are the second-
and fourth-order Hermite polynomials. Extending this result to
the multivariate case we also get the following approximation:

φ(r1) ≈ K(Pr1 |Pr) (14)

≈ 1
4

∑
ij

(
Rr1

ij − Rr
ij

)2
(15)

+
1
48

∑
ijkl

(
Qr1

ijkl − Qr
ijkl

)2
,

where Rr
ij = Cum(ri, rj) (correspondingly for r1) and

Qr
ijkl = Cum(ri, rj , rk, rl) (correspondingly for r1) and

i, j = 1, 2. From this equation we see that the Kullback-
Leibler distance can be approximated by mismatch in the cu-
mulants between r and r1. Since the components of r are
independent, its cross cumulants are zero, thereby reducing
Eq. 14 to the following:

φ(r1) ≈ 1
4

∑
ij

(
Rr1

ij − σ2
ri

δij

)2
+ (16)

1
48

∑
ijkl

(
Qr1

ijkl − K(ri)δijkl

)2

where δiiii = 1 and 0 otherwise. From this we note that the
steganalyst minimizes φ(r1) when Rr1

ij = σ2
ri

δij and Qr1
ijkl =

K(ri)δijkl. This means φ(r1) now becomes

φ(r1) =
1
4

∑
ij �=ii

(
Rr1

ij

)2
︸ ︷︷ ︸

Term I

+
1
48

∑
ijkl �=iiii

(
Qr1

ijkl

)2
(17)

Since the whiteness constraint is imposed on r1, Rr1
ij = 0,

∀ij �= ii, and therefore term 1 in Eq. 17 is zero. Then by drop-
ping the constant 1

48 we arrive at the contrast function in terms
of the cross cumulants

φ(r1) =
∑

ijkl �=iiii

(
Qr1

ijkl

)2
(18)

which is a measure of independence between the entries of r1
that we use in Definition 1.

For the 2 × 1 random vector z and any 2 × 2 matrix M
we define the associated cumulant matrix Qz(M) as the 2×2
matrix with components given by

[Qz(M)]ij =
2∑

k,l=1

Cum(zi, zj , zk, zl)Mkl (19)

Since z = Ar and the components of r are independent, we
have

Cum(zi, zj , zk, zl) =
2∑

q=1

K(rq)aiqajqakqalq (20)

where aiq denotes the iq-th entry of A, etc. Therefore, from
Eqs. 19 and 20 we see that

Qz(M) = A
(M)At (21)

where 
(M) = diag (K(r1)at
1Ma1, K(r1)at

2Ma2) is a di-
agonal matrix and ai denotes the ith column of A. Applying
the same analysis with U(= WA) in place of A we get [4]

Qx(M) = UΛMUt (22)

where ΛM = diag (K(r1)ut
1Mu1, K(r2)ut

2Mu2), and ui

are the i-th column of U. So we see that any cumulant ma-
trix is diagonalized by U. This diagonalization procedure
can be made to behave computationally [4] by choosing
M = eket

k where ek is a column vector with 1 in the k-th
position and 0 elsewhere. In this case, it is easily seen that
[Qx(M)]ij = Cum(xi, xj , xk, xl) and is therefore seen to
be equivalent to using the contrast function φ for steganaly-
sis. The eigenvectors of the cumulant matrix left multiplied by
W# give the columns of A. In practice, the typical steps of the
proposed steganalysis method are implemented as follows:

• Step 1: Estimate an orthogonal matrix Ŵ from the stego
data.

• Step 2: Compute some empirical cumulants of Ŵz.
• Step 3: Compute an orthonormal estimate Û of U using

the empirical cumulants.
• Step 4: Compute an estimate Â of A from Â = Ŵ#Û.

In the next section, we discuss some experimental results based
on the theoretical framework.

5 Experimental results

We apply the theory developed so far for spread spectrum
steganalysis in the DCT domain. One of the main reasons
for choosing spread spectrum steganography for our experi-
ments is to test the commonly held belief that spread spec-
trum steganography is highly secure due to the noise-like
message carrier [10,14,22,25]. By spreading the spectrum of
the message carrier throughout a wide band, spread spectrum
steganography makes the carrier strength less than the noise
strength in the band of interest, thus making its detection by
an intruder difficult. Usually a zero-mean Gaussian distributed
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Fig. 2. Original and estimated message carrier when carrier length is
equal to 5. Signs of the carrier signal samples indicate the embedded
message bits
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Fig. 3. Original and estimated message carrier when carrier length is
equal to 75. Signs of the carrier signal samples indicate the embedded
message bits

message carrier is employed by these methods. This informa-
tion (weakness) can be exploited by the proposed steganalysis
method because the DCT coefficients are non-Gaussian. We
performed experiments on several images but present results
only for one image for the sake of brevity. We however note
that the results observed were more or less similar for several
test images.

5.1 Spread spectrum steganography encoder

We assume the steganography (and/or watermarking) encoder
to take the form

z(k) = s(k) + αw(k), k = 1, 2, . . . L (23)

where s(k) denotes the k-th DCT coefficient of the host image,
w(k) ∼ N(0, σ2) is the k-th sample of a Gaussian distributed
message carrier, α is the carrier strength, and L is the mes-
sage length. For our experiments we take the 2-D DCT of
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Fig. 4. Original and estimated message carrier when carrier length is
equal to 200. Signs of the carrier signal samples indicate the embed-
ded message bits

the 256 × 256 Lenna image and, ignoring the DC coefficient,
choose the L highest magnitude coefficients for embedding.
We assume that the signs of {w(k)} carry the message bits
(positive implies bit 1 and negative stands for bit 0) and there-
fore the decoder is not interested in the magnitude of w(k),
whereas for spread spectrum watermarking applications the
magnitude of the received message carrier is also of concern
to the decoder. The role of α is to make the stego technique
robust against noise attacks.

5.2 Spread spectrum steganalysis

We assume that two copies of the stego image are available
with parameters α1 = 0.1 and α2 = 0.2. Then, according to
Eq. 2 we have

z(k) =
(

z1(k)
z2(k)

)
= Ar(k) (24)

=
(

1 0.1
1 0.2

)(
s(k)
w(k)

)
, k = 1, 2, . . . N

where N ≥ L is the total number of DCT coefficients (or size
of the host image).

5.2.1 Steganography key and message length estimation

The first goal of the steganalysis procedure is to estimate the
steganography key. Note that this also gives an estimate of the
embedded message length since the length of the key in this
case is equal to the message length. Figures 2, 3, and 4 show
the original and the estimated message carrier for message
length equal to 5, 75, and 200, respectively. These message
lengths were chosen to represent small, medium, and reason-
ably large message sizes. We see from the figures that the
proposed steganalysis algorithm produces good estimates of
the message carrier from which the key can also be extracted.
Due to the numerical nature of the experimental outputs, we
assume that if the magnitude of an extracted carrier sample is
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Table 1. Original message length vs. % error in estimated length

L 5 25 50 75 100 1000 2000 4000 5000 6000 7000 9000

% Average Est. error 0.01 0.03 0.027 0.09 0.05 0.04 0.05 0.025 0.04 0.13 0.02 0.05

less than 10−1, then that sample is not considered part of the
carrier (insignificant amplitude). For higher message lengths
(≥ 1000) a threshold of 10−4 was used. These choices were
seen to give good results through extensive experimentation.
From Fig. 4 we observe that even if the stego key does not
contain continuously indexed DCT coefficients, the proposed
method still produces good estimates.

Table 1 gives a comparative performance of the original
message length vs. the average percentage error in the message
length estimates. These numbers were obtained by averaging
over ten simulation runs. Note that these numbers depend on
the random message carrier generated for each run. From the
table we note that the steganalysis algorithm consistently pro-
duces length estimates with a negligibly small average error
percentage. Of course, how small small can be depends on the
type of steganography application. For example, for malicious
use of steganography we would ideally like these percentages
to be exactly equal to 0. But for most practical applications
the numbers observed in our experiments seem to indicate
that the proposed technique could be a very effective active
steganalysis attack.

5.2.2 Message estimation

By reading off the signs of the estimated carrier samples in
Figures 2, 3, or 4 the embedded message bits can be estimated
for the corresponding message lengths. But we know that the
carrier samples can be estimated only up to a multiplicative
sign using our steganalysis technique. However, this is not a
major problem because either the extracted signs or the op-
posite signs give the message bits. One can test both these
options for the presence of a useful message.

In watermarking applications, we are interested in estimat-
ing accurately both the magnitude and the sign of the embed-
ded watermark. For this we devised a simple procedure that
seems to work well in practice. Assume the steganalyst has ac-
cess to the watermark detector (considered a black box). Then
the watermark estimate produced by the proposed algorithm
can be given as input to the detector and, based on the detector
output, the watermark strength can be changed iteratively un-
til the detector accepts the watermark with a high probability.
The same method can also be used to fix the sign of the esti-
mated watermark. By using this technique we observed that
the difference between the expected Sim(.) measure [10] and
the computed Sim(.) measure using the estimated watermark
was negligible for all the cases considered in the experiments.
Thus watermark estimation is quite reliable and therefore can
be successfully used to forge.

5.2.3 Bit error rate

We define bit error rate (pe) to be equal to the proba-
bility that the sign of the original message carrier sam-

Fig. 5. Estimated host image when message carrier length is equal to
1000

ple is not equal to the sign of the estimated message car-
rier sample. To compute pe numerically we used a simple
frequency-based statistical estimator. pe was computed using
only min(estimated message length, L) number of samples.
We found that pe was equal to zero for all the experimental
runs! This means that we were able to extract all the hidden
bits correctly in these experiments. Of course, this does not
imply that the proposed algorithm can recover the message
bits perfectly all the time.

5.2.4 Estimating the host image

We observe that the steganalysis algorithm also produces an
estimate of the DCT coefficients of the original host image.
An estimate of the original host image can therefore be ob-
tained by simply taking the inverse DCT. Before this process
is executed, the magnitude and sign of the estimated DCT
coefficients have to be fixed. This was achieved in a simple
manner. Since the DC coefficient does not carry the message,
we computed the ratio of the estimated DC coefficient to the
DC coefficient of the stego image. This number was then used
to scale all the estimated DCT coefficients. In order to fix
the sign of the DCT coefficients, we looked at the sign of
the estimated DC coefficient. If this was positive, the signs
were not changed; however, if this was negative, then all the
estimated DCT coefficients were negated to obtain the final
estimate. Using this procedure we obtained an estimate of the
original Lenna image shown in Fig. 5 for L = 1000. The
peak signal-to-noise ratio (PSNR) between the original host
and this estimate is 47 dB, meaning that the estimate is fairly
good.

6 Conclusion

It is shown that by looking for the right type of spa-
tial/time diversity information good steganalysis methods can
be designed. Simple common knowledge such as the non-
Gaussian distribution of the DCT coefficients can provide
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valuable information for steganalysis. Apart from the tradi-
tional information-theory-based notion of steganography se-
curity, the analysis provided here raises some interesting ques-
tions and produces some answers about other factors that also
determine the true security of a steganography method. Exper-
imental results are provided to prove the practical utility of the
proposed steganalysis method. Spread spectrum steganogra-
phy is the object of the experimental study. Results show that
it is fairly easy to break spread spectrum steganography and
watermarking within the context of this paper. We are cur-
rently working on active steganalysis when only one copy of
the stego message is available.
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