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ABSTRACT detected by steganalysis detectors designed for that partic-
ular algorithm. Therefore it becomes important to consider

Suppose the information hider has a set of information hid- ; . . .

. . potential steganalysis detectors when designing embedding

ing schemes to be employed in the presence of a set of stef . . : L )
: . . . algorithms as discussed in [3] within the context of adaptive

ganalysis detectors. Let the information hider have only

an incomplete information about the steganalysis detectors> teganography. In many practical situations it is possible

That is, suppose the probability of théh steganalysis de- that one among a number of different steganalysis detectors
tectorv:/ill be usedig;, j = 1,2...n, then the information (either different detection algorithms or one detection algo-
i ji=12...n,

hider only knows the ordering of these probabilities, say, g[grzxvétlz dfﬁ;ﬁztepri:;rggitﬁr sa?tté?gﬁkcﬁgleddb; ﬁ;np;cgi?é-
p1 > p2 > ... > py. Under this circumstance how can P 9 gayg P

the information hider choose thaptimal embedding strat- ter T:?glrzgtf]g]iiffrlrlr?:;ilg %égisdeigtoéc(::/f?r:r\ggl V(E;?;ible
egy? This is the question addressed in this paper. Theoreti_scenarios arise- persp P
cal analysis and some numerical results are presented. '

e Complete information case: The information hider

1. INTRODUCTION exactly knows the probabilitie§p; }_, wherep; is
the probability of thejth steganalysis detector being
While image steganography deals with techniques for hid- employed.

ing information in digital images the goal of steganalysis

is to detect and/or estimate potentially hidden information e Incomplete information case: The information hider
given an image. We can broadly classify image steganalysis does not know th¢p;} values but only the ordering,
into two categories: say,p1 > p2 > ... > p, (without loss of generality).

e Passive steganalysidDetect the presence or absence e No information case: In this case, no knowledge of
of a secret message in an observed image or identify {p,} is available.

the type of embedding algorithm.
It is easy to see that the complete information and no in-

o Active steganalysis Estimate/extract some proper- formation cases are at two extremes. It may be possible
ties of the message or the embedding algorithm. For to estimate the probability sép;} fairly accurately by us-
example, extract a (possibly approximate) version of ing adaptive steganographic techniques [3] or choosing the
the secret message from a stego message. This fallgrobabilities subjectively based on some a prior informa-
under the category of image forensics. tion. We note that accurate estimation of the probabilities

) ) may need a lot of effort in several situations. An alternative
Several image steganalysis approaches have been proposgd ynowing these probabilities is to assume that no knowl-
for Qiﬁerent gmbedding glg.orithms. some of them explpit edge of{p;} is available. This will lead the information
the image bit plane statistics [1], blind source separation yiger 1o strategies that optimize for the worst case risk and
based detectors [2], etc. _ seek extreme payoffs. The incomplete information case is
Most of the information hiding algorithms have been ¢ymewhat mid-way between these two extremes.

optimized for maximizing capacity without much consid- Let us consider the following situation in the prisoner’s

eration for resilience against steganalysis attacks. As a re'problem formulation of steganography [4]. Suppose Alice

sult many of these embedding algorithms can be reliably wants to send a secret message to Bob and Wendy the war-
This work is partially supported by the AFRL F30602-02-2-0193 den chooses a steganalysis detector from @& agtknown
grant. to Alice and Bob. Further, it is quite possible that some of




the detectors it are not as accurate as the others. There-value of the embedding capacity in the presence of steganal-

fore, Wendy may choose to employ the most reliable detec-ysis as discussed in [5].

tor with the highest probability (say,) and so on. Now,

Alice can try out the different lembedding s_trateg.ies avail- 2.1. Maximizing Expected Payoff—Loose Inequality Con-

able to her a small number of times and easily estimate Onlystraint

the ordering of the probabilities (e.g3 > p2 > ... > p,

andzj p; = 1) but not the values themselves. Intuitively, In this section we discuss a solution to the optimization

the effort needed by Alice to estimate the ordering will be problem in Eq. (2) whem; > ps > ... > p, (loose in-

lower than that for accurately estimating the probability val- equality constraint). We consider the case= 2 for sim-

ues. plicity, i.e., letH = {hq, ho}. Then the payoff matrix for
The main problem addressed in this paper is the follow- the information hider is given by,

ing. How must the information hider choose its strategy in

the case of incomplete information about the steganalysis Strategyh: | Xn;1 Xn2 o0 Xngn 3)

detector set? This problem is formulated mathematically Strategyhs | Xny1 Xnp2 oo Xnon

and decision theoretic ideas are developed to solve it. A

definition of best strategyor the information hider is also  1he results presented here can be extended te 2 case

provided among other details. The ideas presented in thisW'th little additional effort. We first present a useful defini-

paper are organized as follows. Section 2 presents the mathton-

ematical formulation of the problem with detailed analysis.

Numerical results are presented in Section 3. Concluding

remarks are presented in Section 4.

Definition 1 Embedding strategly;. € H is said to stochas-
tically dominateh; € H if E(hy) > E(h;) whereE(h;) =
Z?lethij, 1 = 1,2 is the expected value of the payoff
to the information hider in using strategy.
2. MATHEMATICAL FORMULATION

From this definition we observe that the information hider
Let H with cardinalitym denote the set of data hiding al- looks to compute the stochastically dominating embedding
gorithms available to the information hide$. is the set of  strategy if it exists. We note that this type of optimal sta-
steganalysis detectors apglis the probability with which tistical decision problem was first introduced in [6] and the
the detectoy € S is employed. The information available following theorem is based on the analysis presented there.
to the information hider is that; > p> > ... > p,, where
the cardinality ofS is equal tar. The information hider gets ~ Theorem 1 If p; > p» > ... > p, thenh; stochasti-
a payoff equal taX;,; when embedding algorithia € H is cally dominateshy if >, Xn,j > >0 Xnyjn Vb =
used and detectgr € S is active. For instance the payoff 1,2,...7.

matrix can be constructed as follows:
Proof. We see that,

x { Ny;, if steganalysis detection fails(l)
hj — . . n
0, if steganalysis succeeds E(hi) — E(ho) = ij(xhlj — Xpn,i). (@)

whereN,,; is the embedded message size. We noteXhat =1

is a function of the steganalysis detection algorithm, detec- N we resort to the Abel’s summation identity.

. - : namely,
tion error probabilities, embedded message length, image
statistics, etc. Note that, in generd¥;; will be a small " nei [ & n
value if thejth steganalysis algorithm is accurate. Clearly, T a; | (b — beg1) +b i

P P +1 e g .
there are also other possible ways of definig. ; ™ kz:l ; ! L ; !

The question faced by the information hider is the fol-
lowing: how to choose the embedding algorithm such that Therefore applying the Abel’s identity to Eq. (4) we get,
the expected payoff is maximize@iRe optimal strategy for
the information hide* such that the expected payoff is

maximized is given by, E(h) = E(hs) = ij(Xhu Xhsj) 5)
* n o

W= angmp ) 05X @ = s = Xk = i)

Note that if the payoff function described in Eq. (1) is used P zn:(Xhlj — Xn,5) (6)

then the resultant maximum expected payoff is the expected



Sincepr — pg+1 > 0, VE = 1,2...n andp,4+1 = 0 the when the information hider has additional knowledge about
result follows from Eq.(6). the steganalysis strategy and therefore is able to tighten the
Therefore using Theorem 1 the information hider can inequality on the probabilities. The optimization (maxi-
choose the optimum embedding strategy (if it exists) given mization or minimization) problem faced by the informa-

the payoff matrix. The next relevant question for the infor- tion hider is then given as follows:

mation hider is: what are the achievable maximum and min-

imum expected payoffs? Léte H be a generic embedding n

strategy. Then the following maximization/minimization optimize | E(h) = ijth )
problem is to be solved: j=1

subject toz p; =1,

n
optimize | E(h) = p;Xn;| , =
= (pj —pj+1) > ¢; >0, 5=1,2...n—1,
" .
subjectto “p; =1, p;>0,j=12...n (10)
) 7=t Herec; are some known constants.
P > Dpiy1, j=12...n—1,
pj >0,7=12...n @) Theorem 3 The maximum and minimum solutions to the

h H ) o uti h optimization problgm in Eq. (10) are given respectively by
T gor.em'z The maxwpum and mlnlm.um SO utlon§ to the man:1,27...n{% Zj:l th(l_z:;}:ljchZZ:l cxZnis}
optimization probIEm in Eq. (7) are given respelg:nvely by andmi (1 Zk X (1= e )43 T}

: . ming— nlT S i(I=> . ¢ _.C .
maxkzl,z,.__n{% ijl Xnj} andm1nk:1727mn{% Zj:1 X} k=1,2,..n1% 2uj=1 “Vhj j=1JCj k=1 CkZhk

Proof. First we define the following variables, Proof. First we define the following variable,
k s o
4 = Pj—pj+1—¢, j=12...n (11)
Zne =Y X
j=1 Then, after some algebraic manipulations similar to the case

g = pj—pj+1,.J=12,...(n—1) of loose inequality constraints we see that the maximization
G = Dn. ®) or minimization problem can be reformulated as:

Then, after some algebraic manipulations it is easy to see n n
that the optimization problem posed in Eq.(7) can be rewrit- ~ optimize | E(h) = Z 4iZnj + Z ciZnj|
ten as follows: j=1 j=1

subject toijcjj + ijcj =1,

j=1 j=1

optimize | E(h) = ZQthj )
j=1 G >0,j=1,2,...n (12)

n
subject toz 3% =1, Following a similar argument as given previously, if a fi-
) 7=l nite optimal solution exists to this problem then it will be a
9 =20,7=12...n ©) corner point. Hence the result.

This is a linear programming problem in the standard form.
Therefore, if a finite optimal solution exists to this problem 3. NUMERICAL RESULTS
then it will be a corner point. This means only one of the
g;'s will be non-zero. Then, in order to satisfy the constraint Consider two image information hiding algorithrhg and
Z?zquj = 1 this non-zeray; must be equal ta/; which hs and four steganalysis detectors such that> py >
in turn implies thatE'(h) is maximized (minimized) when  p, > p,. Let the corresponding payoff matrix be given by,
Zyj/j is maximized (minimized). Hence the result.

100 220 75 500

2.2. Maximizing Expected Payoff—Strict Inequality Con- 230 125 170 300
straint

(13)

Let the payoff values correspond to the maximum message
Now consider the problem in Eg. (7) with the probability in- size that can be embedded without being detected by the
equality is strict, i.e.p; > p2 > ... > p,. This case arises  corresponding steganalysis detector for a certain false alarm



and miss probability. These payoff numbers could be ob-[3] R.Chandramouli and N.D. Memon,

tained for practical image steganalysis algorithms (e.g., re-
fer to [7]). Then by applying Theorem 1 we observe that
neither strategy stochastically dominates the other. The par-
tial average payoffs fol, are given by,

Xp,1 = 100

1 (5]

Q(Xhll —|—Xh12) =160

1
—(Xpy1 4 Xny2 + Xp,3) = 131.6

[7]

3
i(Xm + X2 + Xnys + Xpya) = 223.75 (14)  [6]
and forhs they are,
X1 = 230
%(Xhz1 b Xp) = 1775
%(thl + X0 + Xpy3) =175
%(X;Ql 4+ Xnyo + Xnp3 + Xnpa) = 206.25. (15)

Therefore by employing, the information hider will achieve
a maximum expected payoff equal to 223.75 and a mini-
mum equal to 100. Similarly foh, the maximum is 230
and minimum is equal to 175. We note in this example that
if the maximum expected payoff criterion is used to select
the information hiding strategy then the different between
hy andhsy is not not very significant. However, if maximin
criterion is used theh, seems to be significantly better than
hl-

4. CONCLUSIONS

A mathematical model that captures the relationship between
information hiding and steganalysis detection is presented.
The information hider operates under incomplete knowl-
edge about the steganalysis detector. Mathematical condi-
tions under which one hiding strategy is better has a sim-
ple structure. The maximum and minimum payoffs for the
information hider are also derived. A numerical result is
presented to illustrate the ideas.
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