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Abstract—We present a game theoretic power control of [5] to include results for non-exponential service disitibns
overlay/overt communications to maximize the goodput (effictive gnd in [6] to determine bounds on the sum-timing capacity
throughput of error-free bits) of multi-terminal covert ti ming of queues with multiple flows, each with exponential service
channels. Most approaches in the literature on covert timiug C ! .
channels discuss capacities of the timing channels but do ho dlstrlbuthn. In [,7]’ Wagner and Anantharam consider the
study how the overlay communication can be controlled to €Xponential service timing channel (ESTC) and compute the
maximize the goodput of covert timing channels. We study the zero reliability rate and propose a distance metric to aghie
factors of the overlay communication that affect the goodptiof  hounds on the probability of error. Wang and Lee [8] extend
each timing channel in a multi-terminal covert timing network. the capacity estimation in [4] including the overheads imed

We show that the goodput of the covert timing channel can ¢ th flects due to | f hronizati |
be enhanced by increasing the rate of overlay transmissionnal 0 overcome the eifects due to loss of synchronization. In

by game theoretic power control of overlay communication. vé  [9], Berk et al. present statistical detection of covert timing
finally extend the game theoretic power control to maximize he channels by modeling it as a binary asymmetric channel.
goodput of each covert timing channel in a multi-terminal corert Most studies in the literature discuss means to enhance the
timing network by maximizing the asymptotic spectral efficency .\ ay timing channel capacity. The capacity provides the-m
of the overlay communication. . . . .
imum rate at which data can be transmitted to achieve as low
Index Terms- Covert timing channels, multi-terminal, goodput, powerbit error rates as desired. However, a parameter of intévest
control the transmit-receive pairs in covert timing networks ioalse
[. INTRODUCTION actual goodput, i.e., the effective rate of transmissiorrobr-

We present a game theoretic power control of overlay/ovdfge bits. The analysis of goodput provides a more practical
communication to maximize the goodput (effective throughpPerspective of the kind of underlay communication that can
of error-free bits) of multi-terminal covert-timing chagls. e covertly transmitted. The goodput is typically a dedreps
Covert communication [1] initially started off as parasiti function of the bit error rate (BER) at the receiver. The BER
communication and later developed into an effective meafigcurs due to the wireless channel characteristics (egti-m
of hiding communication as an underlay beneath anoth@#th fading). The BER, in turn, is a decreasing function of
application. Covert channels can be applied to increase the difference between the time delay correspoAnding to@, zer
capacity of channels beyond the service rates, e.g., assinowt, and that corresponding to a ong, i.e., At = [t; — tol.

[2] or to hide data from attackers, e.g., as discussed inJBg Larger At results in a lower BER, i.e., a larger goodput.
popular means of hiding communication is the use of coverhe optimal value ofit; — ¢y| is also expected to depend on
timing channels [4], wherein, a transmitter not only traitsm the characteristics of the overlay communication. Hericis, i
overlay packets to the receiver as a “normal communicationfportant to study how different parameters of the overlay
but also transmits an underlay covert information by delgyi communication affect the covert timing channel goodput.

the overlay packets by an amouptorresponding to a zero bit Eavesdroppers in covert timing networks can potentially
and by an amourt; corresponding to a one bit. Alternatively,detect covert communication by measuring anomalies in the
the transmitter and receiver can agree on a threshdldnd packet delays [1%] Therefore, a larger value of; — to| en-
packets can be delayed by a random time larger thato ables a passive attacker or an eavesdropper to easily detect
convey a zero and a random time less tato convey a one. covert communication as the anomalies in the packet delays

The notion of covert timing channels has been popular asaee more obvious. One potential means to mitigate deteofion
means to enhance capacity [2]-[9] (and the references ihere covert communications is by using auxiliary communicagion
Anantharam and Verdu [2] use the arrival times in queues [tt3], [14]. Here, other transmitters and receivers of cbver
convey covert information and thereby increase the capatit communication transmit packets so that a malicious attacke
gueues beyond the rate of service. This is further extenledcannot detect the covert communications. To illustrats, thie

demonstrated experimental results [13], using radio ypts
Manuscript received, Jan. 15, 2011; Revised, Jul. 15, 2011.

This research was partially funded by NSF CCF # 0916180, NSIS C
#0917008 and by PSC-CUNY Award # 64738-0042 INote that in communication systems, error control codeg fEh be
S. Anand, K. Hong and R. Chandramouli are withused to reduce the BER. However, covert timing operatioms law rate
the Department of ECE, Stevens Institute of Technologgeommunications [2] and error control codes further degrdmethroughput

{asant han, khong, moul i }@t evens. edu due to the overheads. Therefore, error control codes areamsidered in the
S. Sengupta is with the Department of Mathematics and Caengiti- discussion of the BER in covert timing channels.
ence, John Jay College of Criminal Justice, City UniversifyNew York. 2Detection can also be made by using the entropy of the ovenlessage

ssengupt a@j ay. cuny. edu (e.g., [12]) but is very complex.



based on a software abstraction layer implemented over tlesults obtained for the single-terminal networks to multi
IEEE 802.11a/b/g stack supported by Atheros chip sets. Tteeminal networks. Multi-terminal covert timing networksf-
findings in our experiments in [13] are described below. fer from multiple access interference (MAI) in addition to

We conducted experiments with standard FTP communiarrors due to wireless propagation characteristics. Tiists
tion with no underlay covert timing data and then conductdtle performance of the overlay communication, which, in
experiments with FTP communications with underlay covemtirn, affects the performance of the covert communicatida.
timing data. Fig. 1(a) [13] presents the packet count distppresent a game theoretic power control to counter the MAI and
bution (the histogram of the number of packets received aftetudy the goodput of multi-terminal covert timing networks
different time intervals at the receiver) measured whemabr with game theoretic power control. We finally extend the game
FTP traffic is transmitted. Fig. 1(b) presents the packenhtouheoretic power control to perform an asymptotic analy$is o
distribution measured when underlay covert timing data wése spectral efficiency of the overlay communications intmul
transmitted along with FTP traffic. It is observed that theerminal covert timing networks which is used to providetara
presence of covert timing data results in two distinct peaksntrol to maximize the covert timing channel goodput. Our
in the packet count distribution, which an eavesdropper casgsults indicate that covert timing operations are moreotitfe
easily exploit to detect the presence of covert commurinati when performed as underlay to applications with high-rate
We then perform experiments with 6 transmit-receive paiend/or smaller packet sizes.
with covert timing data as an underlay to normal FTP traffic. The rest of the paper is organized as follows. In Section
For each transmit-receive pair, the communication from thke we describe the experiments performed on a covert timing
other transmit-receive pairs act as auxiliary communicati test bed, which we then use to model the inter-arrival times
Fig. 1(c) [13] presents the packet count distribution fasthof packets at the receiver. Section Ill describes the system
scenario. It is observed that the packet count distribdboks model. In Section IV, we present the analysis to maximize
similar to the one in the scenario with normal FTP traffic withe goodput of a single-terminal and multi-terminal covert
no underlay covert timing data. Thus, auxiliary commurnarat timing network and some numerical results. The asymptotic
assisted in camouflaging the covert communication. We alspectral efficiency of overlay applications in multi-terai
performed a detailed theoretical analysis in [13] and [d4]-t covert timing networks are also presented. Conclusions are
lustrate that the probability of detecting covert commatigm drawn in Section V.
reduces as the amount of camouflaging resources (number of
auxiliary communications) increases.

Although auxiliary communications (i.e., the covert commu We conduct experiments in which a transmitter transmits
nication between the other transmit-receive pairs in a imulfverlay FTP packets to a receiver and also transmits covert
terminal covert timing network) assist in camouflaging abveinformation by delaying the FTP packets B§ ms and65
communications, each transmitter also causes interferanc Ms corresponding to a ‘0’ bit and ‘1’ bit, respectivélyFor
the other receivers in the network. This degrades the guzfiit the experimental set up, we use our covert network test
the overlay communication. It is therefore important to wno Ped prototype proposed and described in [13],[14], i.eliora
how the overlay communication can be affected when multipRsototypes based on a software abstraction layer implezdent
simultaneous covert communications take place then devidér the IEEE 802.11a/b/g stack supported by Atheros chip
means to enhance the goodput (effective throughput of err§ets. We count the number of packets delayed by various
free bits) of the covert communication. Covert timing chalsn @mounts of time and use the statistical frequencies of these
not only require large goodput, but also should be protectB@cket counts to compute the mean and the variance of
from being detected by an eavesdropper. Note however, tH} inter-arrival times corresponding to a ‘1" bit. We fit a
protecting the covert communication from being detected Kgaussian probability density function (pdf) to theoretica
a ma"cious eavesdropper or attacker is a|ready achieved wracterize the diStribution Of the inter'arrival timeISda
deploying auxiliary communications, as shown in [13] anfompare the theoretical Gaussian fit with the data obtained

from the experiments.
[14]. Therefore, we focus only on the goodput here. . Fig. 2 prepsents the comparison of the theoretical Gaussian

uestions in this pape(1) What are the characteristics Odef fit with that of the data obtained from experiments. It is
q Paper. opserved that the packet count distribution follows clgsal

the overlay communication that affect the goodput of cover e : .

N o ormal distribution with meafi5 ms corresponding to packets
communication?2) What are the additional factors that affec . e :

. . - conveying a covert ‘1’ bft We use this result to make the
the performance of multi-terminal covert timing network&@ o . . :
. ; : . : roposition that when the transmitter and receiver netgpotia
first model the inter-arrival time of packets perceived bg t L . S
. . L 7 “inter-packet arrival time of, corresponding to a covert ‘0’ bit,

receiver due to the propagation characteristics of thelegse

. : . the inter-packet arrival time at the receiver is a randonaixde
medium, as a Gaussian process. We perform experiments . L . : 9

. o which is normally distributed with meaty and variancerg.
with covert communication as an underlay to FTP packets,

to validate this model. A hypothesis test based analysis iSthe values 35 ms and 65 ms were just chosen for an illustrative
presented based on the Gaussian process model of the irsgrerimental purpose so that the packet time distributamttie covert ‘0’
arrival times of packets, to study the relation between ttf& and that for the covert ‘1" bit can be clearly measured.shish, any two

- L values can be used in the experiments for the time intenat®sponding to
characteristics of the overlay application and the goodyut e covert ‘0’ and ‘1 bits.

single-terminal covert timing networks. We then apply the “Similar results were observed for a covert ‘0’ bit.

Il. MODELING INTER-ARRIVAL TIMES
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Fig. 1. Packet count distribution in a single-transmitigle-receiver system.

the receiver receives the packet after a random time interva
7. Based onr, the receiver performs a likelihood ratio based
hypothesis test to make a decision on the transmitted bit to
be a 0 or a 1. The decision making mechanism could lead to
bit-errors in the covert timing channel. It is desired toiges

[t1 — to| so that the BER is minimum. Later, it is desired to
apply these results in conjunction with game theoretic powe
control to maximize the goodput of each transmit-receivie pa
el e peckets oy 0 a0 e in the M —terminal covert timing network.

Probabiiy Densiy Funcion od) of Packet Count

Fig. 2. Probability density function (pdf) using a Gausspafi to model the IV. PERFORMANCEANALYSIS
inter-arrival times of packets corresponding to a coverbifLat the receiver. A Single-TerminaI Analysis

The transmitter transmits packets of lendth correspond-

o o ] ) ~ing to an overlay application at a rate, Hence, the packet
Similarly, when a covert ‘1’ bit is transmitted with a negu®d  {jme t,, is given byt, = L, /r. To transmit a covert ‘0’ bit,

inter-packet delayt;, the arrival time is normally distributed the transmitter is required to transmit a packet for a time
with meant, and variance?. It may be possible that = o7, \yait for a time,to and then transmit another packet. Similarly,
but we present the generalized analysis which is valid bath %4 transmit a covert ‘1’ bit, the transmitter is required to
of # ot as well asof = o7. transmit a packet for a time,, wait for a time,t; and then
I1l. SYSTEM MODEL transmit another packet. Therefore, the transmitter requan

Consider a multi-terminal network with bandwidthi Hz, 2an average, a timytl’*_’boto +bity to transr_nitN—l covert
with M transmitters/sources andl/ receivers/destinations. bits with by cov_ert. 0" bits andb, covert 1’ b'tS_' The average
For each transmit-receive pair, the transmission from rothH@te of traqsm|SS|on for the covert communicatiog,,, can
transmitters act as auxiliary communication that camoeflag'€n Pe written as
the covert communication. Transmittértransmits overlay N -1
packets to receiverat rate,; and underlay covert information Teov = Nt, + E[b1]t1 + Ebolto’ @)
to receiveri with time intervals;tff) andtgz), corresponding to . o ]
the covert bits ‘0’ and ‘', respectively. Transmittetransmits -t 7o be the probability that a covert ‘0" bit is transmitted
at powerP;. Our objective is to obtain the optimal values oftndm = 1—m be the probability of transmitting a covert ‘1’
%, 1) and P, which maximizes the effective goodput offit: ThenE [bo] = (N —1)mo E[by] = (N —1)m; and hence,
the timing channel between thi# transmit-receive pair. It is [OF 1ar9€,V, 7oy €an be written as

also of interest to determine the asymptotic spectral efficy 1 )
of the _system, e, whe/ an_dW become very _Iarge and Teov = tp + molo + mits’ @)
use this to determine the optimal rate of transmission of the
overlay application and thus, maximize the effective gagdpand formo = m = 0.5,
of the timing channels between each transmit-receive pair. 9
inal®) (4) ; ;
In order to determine;’ andt,” for eachi, we first study Teov = 3)

: : , , , ) 2, +to+t1
a single transmit-receive pair, where the transmittersimats pmROTm

overlay packets of lengtli, at rate,r and delay the packets The receiver can wrongly decode the covert bits (due to the
by a time intervak, and¢; corresponding to bits ‘0’ and ‘1’, wireless channel characteristics) and suffer a BERHence,
respectively. Due to the wireless propagation charatiesjs the effective goodput of the timing channel, is the actual



transmission rate.,, weighted by the loss due to BER, cam. = p.(0|1)m1 + p.(1|0)mo. Whenmy = m; = 0.5,

be approximated as o
Pe=Q ( > ; (10)
Te = Teov(1 — 2pe). (4) 01+ 0o
In the above, the factor of 2 occurs due to the following reasoVherea = [t1 — to|. From (3), (4) and (106)
If the channel errors are very large causing BER of more than ) a
0.5 (which can be estimated from large valuesrofand o), TS S ot ta [ Q (01 m GO)} (11)

then receivers can simply invert the bits in the decodedrtove ] o o
message. Thus, the performance of a channel with BER, The effective goodput of the timing channel can be maximized

is same as that of the channel with BER- p.. The worst PY solving the following optimization problemnaxa>o 7e.
performance occurs when = 0.5 because inverting the bits The value ofa that maximizes-., o”, can then be obtained
serve no purpose for the receiver and the receiver can as Wiequating? to zero, i.e., by solving

make a Qecision independent of t_hel transmitted bits. Thu€/52tp+2to+a* _l(L)z ( o )
the effective rate of covert transmission is zero because tfy —————¢ 2\71F70/ =1-2Q . (12)
receiver does receive covert bits, but the decision on thigse ' 7 71 T 90 g1+ 90

are independent of what was transmitted by the transmitt&he maximum value of., r.¢f, can then be obtained as

Thus, whenp. = 0, 7e = 7co» and whenp, = 0.5, 7. = 0°. 23 Ly e a3
The BER, p., is evaluated as follows. Let(7|0) be the Tepf =re(a®) = 76’5(01‘1%) ) (13)
probability density function (pdf) of when a 0 is transmitted V(o1 +09)

and letp(7|1) be the pdf ofr when a 1 is transmitted. Basedit is noted that although (13) seems to suggest that making
on the discussion in Section K, ~\ (to,08) when a covert o* = 0 maximizesr,;, it is not so, becausa* cannot take
‘0’ bit is transmitted andr ~A\/(¢1, %) when a covert ‘1’ bit any arbitrary value, but only that obtained by solving (12).

is transmitted. Therefore, From (13), the covert timing channel goodput depends on
) (r—t )2 o, which, in turn, depends of), from (12). As a numerical
— (7 —to
T|0) = ex , 5
p(rio) = —— p{ 507 } (5)

1 —(r—t11)?
p(r[1) = Wexp{ 707 } (6)

1
The optimum likelihood ratio test based decisioiA{s) = Ao,

whereA, is a pre-specified threshold and the Iikelihé)od ratio, B \\&
A(7), is defined as\(7) = p(7|1)/p(]|0). The value ofAq
that minimizes the average error is unity [15]. From (5) and e oo o ot ¢

(6), the optimum decision foAy = 1 can be written as
Fig. 3. rcypp VS ty, for tg = 100 us, o1 = 10 us andog = 5 us.

1
q(1) = ar® + br + cz20, @)
0
where ¢ = (%—%), b = —2(t—‘;—t—12) and ¢ ~
90 gy 90 gy

2_32 - i—i . Letp.(0|1) be the BER when a bit 1 is transmitted

by(')che transmitter and decoded as a 0 by the receiver. Siyilar
let p.(1]0) denote the BER due to wrongly decoding a 0 as
a 1. The expressions for.(0|]1) andp.(1]|0) for the decision

rule in (7) can be written as

pe(0|1)—Q(|l O|)_Q<|1 0|)’ (8) X

01+ 0o lor — oo

Fig. 4. Percentage difference betweery f’s vs t,,, when the factor of 2 is
included and excluded in (4), fap = 100 us, o1 = 10 us andog = 5 us.
[t; — t0|) < [t1 — to] ) example, consider a single-terminal covert timing network
3

©) with o1 = 10 ps, o9 = 5 us andty = 100 us. Fig. 3 presents
the covert timing channel goodput with respect to the oyerla
whereQ(y) = [° \/%exp —y; dy. Let my and; be the packet sizet,. We also numerically evaluate the maximum
probabilities of transmitting a 0°and a 1, respectively. Theeffective timing channel goodput when the factor of 2 is not
included in (4). Fig. 4 depicts the percentage difference as

5We also numerically evaluate the effective timing chanradput, when
the factor of 2 is not included. The difference between tgnichannel 6The expression in (11) assumes > to. The analysis would be exactly
goodputs in the two cases is negligible as will be observerhfFig. 4. same iftgp > t; and results can be obtained by replactiagby ¢ .

pe(110) —Q(

o1+ 09 |01—00|



function oft,. It is observed that the percentage difference is The BER of any timing channel due to MAI depends on
very negligible (less than 0.7%, i.e., less than 25 bps for #me signal-to-interference-noise ratio (SINR) of that roa,
actual goodput of 3.5 Kbps). It is observed that; decreases which, in turn, depends on the transmit powers of all the
ast, increases. This is because, from (12}, decreases as transmitters, as will be seen from (15). It is therefore oéiast

t, decreases and from (13),;¢ increases as™ decreases. to control the transmit powers so that the BER in each of the
Therefore, a smallet, results in larger goodput for the coverttiming channels due to MAI is kept at desired levels. We make
timing channel. It is therefore inferred that the covertitign the following assumptions in the analysis of the multi-terah
channel goodput not only depends on the channel conditiawrert timing network.

(i.e., o1, 00) but also depends on the characteristics of the, The system has bandwidili’ Hz.

overlay application (i.e ). . Each transmitter can transmit at a maximum powgr,. .

Sincet, = % t, can be decreased by decreasing or « The channel gain from transmittérto receiver;j is h;;.

increasing-. Thereforecovert timing operations in single ter- The channel gain matriEl, is given byH = [h;;] 1<i<wm .
<j<

minal networks are more effective under overlay appligatio , |n addition to the interference from other transmitters,
with larger rate (e.g., video streaming) as against overlay  the channel between thé&" transmit-receive pair experi-
applications with smaller rate (e.g., best effort applioas). ences additive white Gaussian noise (AWGN) with power
Similarly, covert timing operations are more effective end spectral densityV, Watts/Hz.
overlay applications with small packet sizes (€., pin§) @ The signal-to-interference noise ratio (SINR) obtained by
against those with larger packet sizes (e.g., file transfer) 4 ;th receiver,z;, is given by

In a multi-terminal network withM transmitters and re-
ceivers, transmittef transmits packets at raig (leading to a z; = BihiiGi 7
packet time oftgf)). These packets are delayed by an interval 2 g1 Pihji + NoW

t;" corresponding to a covert ‘1’ bit and at an intervgl  whereg; is the spreading gain at receiviegiven byG; = w,
corresponding to a covert ‘0’ bit. Let” > ¢ v i and let wherer, is the rate at which thé’" transmitter transmits. If
a2 #{) ) Let, be the random time interval after whichthe BER experienced by thé" receiver is BER; (z;), the

the receiver receives successive packets. The optimure vélu effective rate of overlay transmission of th# transmitter,

«; can be obtained by solving (12) by replacing by o7, t, i, is

(15)

by 13", 1o by 15", o1 by 01" andy by o5 The maximum wi = ri(1 - 2BER(2:)) = 1:f (1), (16)
effective goodput of the” covert timing channelri})f, is
then given by where the factor 2 appears in order to avoid degenerate
) solutions and infinite utility [16]. The effective goodputf o
_ 232 —1 (ﬁ) theit" timing channelr?), is then given by (11) by replacing
Tiz? =——F———=e \71 %0 (14) by t\?, oo by 68, oy by 0\” andt, by £ = L, /u;.
If (i) (1) /b0 0 1 P P p/ i
VT (Ui +05 ) It is observed that the effective goodput of tHé timing

) . . . ) channel depends on the SINR;, which, in turn, depends
As will be explained in Section IV-B, transmit power alsq,, the transmit powe; of the it» transmitter. Therefore,
plays an |mp9rtant role in the multi-terminal case. it is essential to determine the optimal transmit power for
B. Multi-terminal Network each transmitter that maximize$” for eachi. It is also

Consider a multi-terminal covert timing network withy observed from (11) that the effective goodpu, increases
transmitters and receivers. TH& transmitter transmits with Whent, decreases, i.ey; increases and is maximum when
power P;. In addition to the signal transmitted by thg i iS maximum. Therefore, in order the maximize the effective
transmitter, thei’” receiver also receives the interferenc@00dput of thei™" timing channel, it is essential to maximize
from the other transmitters. This can cause bit errors (atid @nd hence, determine the optimal transmit power for each
hence, packet errors) at tt& receiver due to multiple accessiransmitter that maximizes; Vv . Thus, it is observed that
interference (MAI). Although the covert information in ting ~ the optimal transmit powers assist in maximizing the efvect
channels is stored in the inter-packet delays and not in tg@odput of all the timing channels. Hence, the network is a
actual packets corresponding to the overlay applicatiois i “POWer assisted multi-terminal covert timing netwérk
still essential that the packets corresponding to the ayerl DeterminingP; for eachi so as to maximize; for each:
application be received error-free at the receiver, palgity can be formulated as the following optimization problem

in mglti-te_rminal networks._This is_ because, when a packe_t i maxp u; Vi (17)
received in error, the receivers will not be able to deteemin

the correct identities of the transmitter and the receivrer o} subject to 0 < P, < Py Vi, (18)
the packets. The erroneous packets have to be discarded and _

cannot be used to convey covert information. Thus, in a mulwherep = [ . P, --- Py |. Sinceu; depends on

terminal covert timing network, the effective rate of theeday i, Which, in turn depends on the powers transmitted by all
application between each transmit-receive pair degrages b _ .

fact hich d d the BER d d to MAL. Thi It is noted that the power control is only to maximize the effe rate of

.ac or whic epends on _e cagsg ue to : I§\rerlay transmission and hence, does not affect the casstaspect as well

in turn, degrades the effective covert timing channel gobdpas the packet count distribution.



the transmitters, the optimization problem in (17) subject Theorem 4.1:[17] Let Aax = W f/(0). Then, the neces-

the constraints (18) can be modeled asMn-player non- sary condition for the optimization problem in (20) to have a

cooperative game. It was shown in [17] that the Nash equilifeasible solution is\ < Ay ax.

rium for the game described by the optimization problem in Theorem 4.2:[17] An SINR vectorx* with all positive

(17) subject to the constraints in (18) occurs whigr= P,  entries results in a power vectpi with all positive entries if

v i, which leads to inefficiency in terms of energy consumpticand only if the Z-matrix (IM — Dl‘lA) is an M-matrixé.

since all transmitters transmit at maximum powers. A pgcin - Theorem 4.3:[17] 3 A, such thatV A € (Amin, Amax)s

function was proposed in [17], which depended on the SINRijth )\,.. as specified in Theorem 4.1, th&€-matrix

x; to improve the energy efficiency. We apply a similar pricingIM - DflA) is an M-matrix and hence, the game de-

function, which is a function of the SINR;; given by [17]  scribed by the optimization problem in (20) subject to con-
x; straints (18) has a unique feasible Nash equilibrium.

i+ Gy (19) By choosing € (Amin; Amax)s Amin and Ay, the Nash

equilibrium can be obtained by solving the matrix equation

(21). Transmitter; then transmits covert information whose

charactenstlcs are specmed by the 3- tup(IBl, t((f , Z)) The

up(xi) =A

where) is the pricing parameter. Larger values)ofepresents
heavy pricing and a smaller value indicates light pricing.
Maximizing the goodput of each timing channel in the
power assisted multi-terminal covert timing network incovalue oft\) computed as = L, /u}, whereu; is the value
porating the pricing function in (19) can be modeled as tH¥ w; correspondlng to the value of; that solves (22). The
following optimization problem. maximum value of the goodput of th&" timing channel is
0 _ . obtained from (14).
MaXp Upe, = MaXp [u; — up(i)] Vi (20)  As an illustration, consider ad/ = 10 terminal covert
timing network with bandwidthi/ = 20 MHz, Ny = 0.01

subject to the constraints in (18). ico Watts/Hz with thefL . d usi he Jake’
The optimization problem described by (20) can also tf%lco atts/Hz with t matrix generated using the Jake's

modeled as an/—player non-co-operative game. Sinu:,%gt channel model [20]. Consider a single eavesdropper in the

B k system. withh, = [ hie hoe -+ hue |, where by
depends only om; and not other;’s, , one can obtain* © i ) .
P y o ji ¢ denotes the channel gain from th#& transmitter to the

l) A * * * .
which maximizesu,,;, ¥ i. Letx* = [ 2] aj - xiw ] eavesdropper, generated using Jake’s model. BER;(x;)
be the vector of optimak;'s which solve (20). Fromx®, p  pe the bit error rate for a system with DPSK and hence, given
can be obtained by solving the matrix equation [17] by BER; = 1 e~ [19]. Therefore,f(z;) is given by

-1

p* = NoW (Ins — Dl—lA) D1—1D2—11, (21) fla)=1—e ", (24)

of all 1S D; = d|ag( )1< . Dy = diag(hii);<;<n We first study one of the timing channels. Flg 5 presents

and A = [%]KKM ai = 0 anday; = hji/hii, j #i. The the behavior of the timing channel goodput vs the rate of

Nash equilibriim for the game described by the optimizatidf@nSmissiony;, for one transmit-receive pair in a 10-terminal
problem in (20) is then given by the solution of (21). network. It is observed from Fig. 5 that the effective timing
It is essential to choosg (x;) which is a non-negative channel goodput increases with increasing rate of trarssoms

(f(z;) > 0,), increasing f'(z;) > 0, concave function This agrees with the behaviors observed in Section IV-A.
(f"(z;) < 0), ¥ a;, with £(0) = 0 [18]. The optimum value
of z;'s that solve (20) can be obtalned from the first order

necessary condition (i.e., by SO|VIF¢§L‘” = 0) as the value
of z; that solves

2070

ffective timing channel goodput (bps)

2
A xX; / A
i) = 1 - i) = —. 22 107
o) 2 (14 5) 1) =3 @2)
It is observed from (22) that
z; + G; B e T
9'(@:) = =g [2f'(2i) + (@i + Gi) [ (wi)] -
¢ Fig. 5. Effective goodput of one transmit-receive pair.
If f(x;) is chosen such that
2f/(171) + (SCZ + Gl)f”(xz) < 0, (23)

. _ _ Table | presents the performance of each timing channel of
theg(z;) is a decreasing function of;. Although (23) appears a sample path of th& matrix andh. vector generated by
restrictive, choices of the BER functioBER;(z;) for a the Jake’s simulator. Th&" transmitter transmits at a rate

differential phase shift keying (DPSK) ad —ary phase shift (in Mbps) uniformly distributed in the irf2, 10). It is noted
keying [19] results inf(z;) that satisfy (23). The following

theorems proved in [17] then apply. 8Definitions and properties of and M—matrices can be found in [17].



that Table | presents only a snap shot of the system, i.e.z&) 2 (1,C - (Dl(k))fl A(k)) can be written as
particular sample path of the simulation performed usirgy th

Jake’s simulation model. One can obtain a different set of A 1 z(k=1)

values for a different sample path. More precisely, from theZ®) = (Ik - (Dl(k)) A(k)) = [ T lk } (26)
results provided in Table I, one must not infer that timing 8k

channel 5alwaysobtains maximum effective timing channeffor £ > 2, whereZ(® = [1],

goodput. However, at a particular instant one can obtain a

relative behavior of all the timing channels as represebted ¢, 2 [ _ il @fhyo efhis _Zhoafkk—1 r, @)

Table 1. Table | indicates that the optimum SINR is almost e Grorthie
A zih zih xih zihy T
TABLE | 2| _zphaw  _xphor _xphar 0 Zpheoak . (28
GOODPUT& ROBUSTNESS FOR ALO-TERMINAL COVERT NETWORK. 8 [ Gl Crehick Crehick Crhek } 29
User | Optimum Ti?f The matrix gIM —D;'A) can be formed by a sequence of
G) | SINR,z? | (bps) matricesZ), Z®), ..., Z(M) whereZ™® is as defined in
% gg?g; ggg-g‘z‘ (26),V k such that2 < k < M.
3 | 23725 | 246.62 Lemma 4.1:[17] Let Z(*) be as defined in (26) with, and
4 2.4201 | 409.32 g as defined in (27) and (28), respectively. Then, the power
5 2.5419 | 810.62 control game with pricing has a unique Nash equilibrium, i.e
6 2.4441 | 490.18 (k) o e T (rr(k—1)) "1
7 24927 | 65099 Z") is an M—matrix if and only if g} (Z ) <1
8 2.4683 | 570.74 Lemma 4.2:[17] Let Z(*) be as defined in (26) with, and
190 g:igg; gig:g? g as defined in (27) and (28), respectively. Then, the function

gl (Z(’“‘1>)71 f;, is an increasing function of, V k such that

_ _ 2<k<M,ie.gF (Z(’“‘1>)71 f. increases when every term
same for all the users. This behavior was observed for Sevgfay increases.

sample paths. It then raises the following questions, twans | emmas 4.1 and 4.2 yield the following Theorems.
which, we perform an asymptotic analysis of multi-terminal Theorem 4.4:For large M and W such thatM/W = p,
covert timing networks in the following subsection. all transmit-receive pairs obtain equal optimum SINR,
1) Can this behavior be generalized when the number of Proof: LetG = [ G1 G2 -+ Gu |. Let Gpan be
terminals,M, increases? the maximum entry inG. Let G,,,, denote the vectoG
2) If the generalization is true, then can it be exploitegith all entries ag3,,,,. Letd(x, G) 2 gl (Z(Mﬂ))—l £,
to provide insight_s on the overlay and covert timin@(& G) < 1 for a Nash equilibrium to exist. Lef' be
network characteristics? the values ofz; such thatf/(I') = 2. Since f(z;) is a
C. Asymptotic Spectral Efficiency concave functionf’(z;) is a non-increasing function of;.
When the number of transmit-receive paifs] and the Therefore, from(22)gz; > I' ¥ i. From Lemma 4.2, and the
available bandwidth}¥, become largé then solving (22) definition of §(x, G), 6(x,G) > 6(T',G), whereT is the
M times and then solving (21) becomes computationaljector with all entries a¥. Similarly, (x, G) is a decreasing
very complex. We now present the analysis for a system fimnction of G and henceé(x, G) > 0(x, G4z ). Therefore,
which the number of transmit-receive paifd, and the system 0(x, G) > 0(T, G,....). The Perron-Frobenius eigen value
bandwidth,IW become very large such that /W = p. The of A, x(A) < 1 [21]. Therefored(T, G,,..) can be upper
objective is to obtain results that can generalize the aptim bounded by replacing all the off-diagonal element&6¥ —1)
x}, Vi, whenM andW are large. This will be used to evaluateby —1. (z(M—l))*1 can then be evaluated using the Sherman-
the maximum asymptotic spectral efficiency and then appli®forrison formula [22] to yield
to obtain the optimal rates of overlay packet transmission.

2 2
The spectral efficiencys, is defined as O(T, Gmaz) < F(ggi_l) (29)
M max
g2 1 Zu»f’ (25) The above bound becomes equal to 1 when
= = Gmas _ 1 (30)
whereu is the value ofu; for z; = z}. Before evaluating the M—=1  roin(p— )
asymptotic spectral efficiency, we re-state some Defirgtion h . I 1 hich is finit
and Lemmas from [17], which we will be using in oufVN€'® Tmin = MuNiTi. L < 7 — oy, WHICH IS Hinite

w

analysis to obtain the maximum asymptotic spectral effigjien for large M, W. Similarly, using the fact thad(x, G) <

For any k such thatl < k < M, Let D;%® and A®  0(x,Gnin), WhereG,,;, is the vector with all entrie§?,,;,,
denote thek x k leading principal sub-matrices (i.e., thewhere G, is the minimum of all the entries Gz, x is
sub-matrices specified by the firétrows and columns) of also finite for largeM, W. Since G; = W/r;, G; can be
D, and A, respectively. It is observed that th&-matrix arbitrarily large for largelV. Therefore from (22), for large
M, W, f'(z}) = #. Sincef'(I') = #-, 2; =T V4. Thus all

9f M is large andWV is finite, it results in zero utility for all the users. transmit-receive pairs obtain equal optimum SINR. [ ]



It is observed that when all uséPgransmit at equal rates (i.e.,From Theorem 4.6, the maximum asymptotic spectral effi-
with equal G;’s), the optimum SINR,s are equal (from (22))ciency is obtained whepr,,... = f/(0), i.e., all transmitters
Theorem 4.4 implies that even in the case when all transmittgransmit at a rate,,,, = 10 Thus, for a system with finite
transmit at unequal rates, all receivers asymptoticalligiob bandwidth,1¥ and finite number of transmit-receive paif,
equal optimum SINRI', whose value is provided by thegnq, £ M/W, the optimum rate of overlay transmission is
following theorem. L Tmaz = £7O) tor all transmit-receive pairs. The power control

Theorem 4.5:The SINR,I', is given by mentioneé in Section IV-B is then applied to determine the
v(A)M (31) optimal SINR’s at all the receivers and the optimal transmit
Zle v powers of all the transmitters. From the values of the ogdtima
SINR’s, the effective rate of overlay transmission and thus
the optimal timing channel goodputs can be determined by
applying the analysis described in Section IV-A.

Goodman and Mandayam [23] presented a network assisted

el power control mechanism for single-cell wireless data net-

andv (Amqz) = 1. Note thatd(T', G) = g, (ZM-Y) £y,

A , , . works. This corresponds to a special case of multiple trénsm
ReplacingG, = Gin in gy, replacing the off-diagonal o, and single receiver in the analysis in this paper. Agroth
elements by (this is possible since theil\?ppmum SINR i ndamental difference between this research and [23]dis th
finite and G; — oo as W — o0) in Z (X)W) and Using i, (23], all users transmit with equal rates and for this s
the fact thaty(A) < 1, we obtainl" > - Similarly, - 41 optimal SINR threshold is determined. Theorem 4.4 shows
replacingG,, = Gy in g7, and replacm? the off- diagonalthat irrespective of the rates of transmissiasymptotically
elements by0 in Z(~1 we obtainI' < ZAAI VZ Ean. (31) all users obtain equal optimal SINR.
then immediately follows. n Fig. 6 presents the effective channel goodput with respect

Theorem 4.6:The maximum asymptotic spectral efficiencyto the number of terminals in the network, when all users
of the power assisted multi-terminal covert timing network transmit at a rate that maximizes the asymptotic spectral
is given by efficiency. From Theorem 4.6, this valueli§ f/(0)/M. Thus

1 = min ((0), prmas) » (32) it _is _expected that the _optimal_ rates _of overlay packet tr_ans
mission decrease with increasifg. This therefore results in
wherer;,q; = max; r;. decreasing effective timing channel goodput. In [13] andl,[1
Proof: Let T = sup, T". From Theorem 4.5 — LT we had shown that more transmit-receive pairs result in more
and using (25) and Theorem 4.4, the asymptofic spectrabust covert timing channels. Fig. 6 therefore presengs th

efficiency is S(I') = (F> From the first order necessarydegradation in the goodput of covert timing channels when

conditions for maxima, the optimum vaIueDthat maximizes Nigh robustness is desired.
S(I), I'*, is obtained by equating’(T") to zero, i.e., as the

I =

wherev(A) is an increasing function of such thaw (\,i) =
0 andv (Anaz) = 1.

Proof: 0(T", G) < 1. Therefored(T', G) = v(\), where
v(\) is an increasing function ok such thatv (\,,;,) = 0

solution to
I f(I") — f(I") = 0. (33)
The second derivative of(I') evaluated atl' = I'* is £
S"(T*) = fr(*)z , Which is negative sincé¢(z;) is a concave £
function. Thereforel™ obtained by solving (33) maximizes f
the asymptotic spectral efficiency. R
The tangent]'(I'*), to the curvef (I") at the poin® = I'*is
the line satisfying Y e oo 0
Y — f(T") = f’(F*)(X -1, (34) Fig. 6. Covert timing channel goodput when transmitterssinait over-lay
packets at asymptotically optimal rates.
which, from (33), yieldsY” = X f/(I'*), which represents a V. CONCLUSION

line passing through0,0). ThereforeT'(I'*), intersects the
curve at two points(0,0) (since f(0) = 0) and (T'*, f(I'*)).
SinceT'(I'*) is a tangent™* = 0.

Let the maximum value oS(f) (evaluated af’ = I'*) be
7. Sincel™ = 0, n can be written as

We analyzed the factors of the overlay communication that
affect the goodput of multi-terminal covert timing netwsrk
The key inferences include

« Covert timing channels are more effective under overlay

applications with larger rates of transmission (e. g., @ide

5= lim S(f) — lim f(f) = £'(0) (35) streaming) or with smaller packet sizes (e.g., ping).

r—o f—o T ’ « In a multi-terminal network, asymptotically all the re-
by applying L'Hospital’s rule. Note that sinee < rmas ¥ 4, ceivers receive equal SINR irrespective of the transmis-
ST < prmaes With equality if and only ifr; = rmas, V i. sion rates and the relative locations from the transmitters
Thus,n < prma. and (32) follows. u REFERENCES
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