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Abstract—We present a game theoretic power control of
overlay/overt communications to maximize the goodput (effective
throughput of error-free bits) of multi-terminal covert ti ming
channels. Most approaches in the literature on covert timing
channels discuss capacities of the timing channels but do not
study how the overlay communication can be controlled to
maximize the goodput of covert timing channels. We study the
factors of the overlay communication that affect the goodput of
each timing channel in a multi-terminal covert timing network.
We show that the goodput of the covert timing channel can
be enhanced by increasing the rate of overlay transmission and
by game theoretic power control of overlay communication. We
finally extend the game theoretic power control to maximize the
goodput of each covert timing channel in a multi-terminal covert
timing network by maximizing the asymptotic spectral efficiency
of the overlay communication.

Index Terms– Covert timing channels, multi-terminal, goodput, power

control

I. I NTRODUCTION

We present a game theoretic power control of overlay/overt
communication to maximize the goodput (effective throughput
of error-free bits) of multi-terminal covert-timing channels.
Covert communication [1] initially started off as parasitic
communication and later developed into an effective means
of hiding communication as an underlay beneath another
application. Covert channels can be applied to increase the
capacity of channels beyond the service rates, e.g., as shown in
[2] or to hide data from attackers, e.g., as discussed in [3].One
popular means of hiding communication is the use of covert
timing channels [4], wherein, a transmitter not only transmits
overlay packets to the receiver as a “normal communication”,
but also transmits an underlay covert information by delaying
the overlay packets by an amountt0 corresponding to a zero bit
and by an amountt1 corresponding to a one bit. Alternatively,
the transmitter and receiver can agree on a threshold,T and
packets can be delayed by a random time larger thanT to
convey a zero and a random time less thanT to convey a one.

The notion of covert timing channels has been popular as a
means to enhance capacity [2]-[9] (and the references therein).
Anantharam and Verdu [2] use the arrival times in queues to
convey covert information and thereby increase the capacity of
queues beyond the rate of service. This is further extended in
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[5] to include results for non-exponential service distributions
and in [6] to determine bounds on the sum-timing capacity
of queues with multiple flows, each with exponential service
distribution. In [7], Wagner and Anantharam consider the
exponential service timing channel (ESTC) and compute the
zero reliability rate and propose a distance metric to achieve
bounds on the probability of error. Wang and Lee [8] extend
the capacity estimation in [4] including the overheads incurred
to overcome the effects due to loss of synchronization. In
[9], Berk et al. present statistical detection of covert timing
channels by modeling it as a binary asymmetric channel.

Most studies in the literature discuss means to enhance the
covert timing channel capacity. The capacity provides the max-
imum rate at which data can be transmitted to achieve as low
bit error rates as desired. However, a parameter of interestto
the transmit-receive pairs in covert timing networks is also the
actual goodput, i.e., the effective rate of transmission oferror-
free bits. The analysis of goodput provides a more practical
perspective of the kind of underlay communication that can
be covertly transmitted. The goodput is typically a decreasing
function of the bit error rate (BER) at the receiver. The BER
occurs due to the wireless channel characteristics (e.g., multi-
path fading)1. The BER, in turn, is a decreasing function of
the difference between the time delay corresponding to a zero,

t0 and that corresponding to a one,t1, i.e., ∆t
△
= |t1 − t0|.

Larger ∆t results in a lower BER, i.e., a larger goodput.
The optimal value of|t1 − t0| is also expected to depend on
the characteristics of the overlay communication. Hence, it is
important to study how different parameters of the overlay
communication affect the covert timing channel goodput.

Eavesdroppers in covert timing networks can potentially
detect covert communication by measuring anomalies in the
packet delays [11]2. Therefore, a larger value of|t1 − t0| en-
ables a passive attacker or an eavesdropper to easily detectthe
covert communication as the anomalies in the packet delays
are more obvious. One potential means to mitigate detectionof
covert communications is by using auxiliary communications
[13], [14]. Here, other transmitters and receivers of covert
communication transmit packets so that a malicious attacker
cannot detect the covert communications. To illustrate this, we
demonstrated experimental results [13], using radio prototypes

1Note that in communication systems, error control codes [10] can be
used to reduce the BER. However, covert timing operations are low rate
communications [2] and error control codes further degradethe throughput
due to the overheads. Therefore, error control codes are notconsidered in the
discussion of the BER in covert timing channels.

2Detection can also be made by using the entropy of the overlaymessage
(e.g., [12]) but is very complex.



based on a software abstraction layer implemented over the
IEEE 802.11a/b/g stack supported by Atheros chip sets. The
findings in our experiments in [13] are described below.

We conducted experiments with standard FTP communica-
tion with no underlay covert timing data and then conducted
experiments with FTP communications with underlay covert
timing data. Fig. 1(a) [13] presents the packet count distri-
bution (the histogram of the number of packets received after
different time intervals at the receiver) measured when normal
FTP traffic is transmitted. Fig. 1(b) presents the packet count
distribution measured when underlay covert timing data was
transmitted along with FTP traffic. It is observed that the
presence of covert timing data results in two distinct peaks
in the packet count distribution, which an eavesdropper can
easily exploit to detect the presence of covert communication.
We then perform experiments with 6 transmit-receive pairs
with covert timing data as an underlay to normal FTP traffic.
For each transmit-receive pair, the communication from the
other transmit-receive pairs act as auxiliary communication.
Fig. 1(c) [13] presents the packet count distribution for this
scenario. It is observed that the packet count distributionlooks
similar to the one in the scenario with normal FTP traffic with
no underlay covert timing data. Thus, auxiliary communication
assisted in camouflaging the covert communication. We also
performed a detailed theoretical analysis in [13] and [14] to il-
lustrate that the probability of detecting covert communication
reduces as the amount of camouflaging resources (number of
auxiliary communications) increases.

Although auxiliary communications (i.e., the covert commu-
nication between the other transmit-receive pairs in a multi-
terminal covert timing network) assist in camouflaging covert
communications, each transmitter also causes interference to
the other receivers in the network. This degrades the quality of
the overlay communication. It is therefore important to know
how the overlay communication can be affected when multiple
simultaneous covert communications take place then devise
means to enhance the goodput (effective throughput of error-
free bits) of the covert communication. Covert timing channels
not only require large goodput, but also should be protected
from being detected by an eavesdropper. Note however, that
protecting the covert communication from being detected by
a malicious eavesdropper or attacker is already achieved by
deploying auxiliary communications, as shown in [13] and
[14]. Therefore, we focus only on the goodput here.

To explore this in detail, we attempt to answer the following
questions in this paper.(1) What are the characteristics of
the overlay communication that affect the goodput of covert
communication?(2) What are the additional factors that affect
the performance of multi-terminal covert timing networks?We
first model the inter-arrival time of packets perceived by the
receiver due to the propagation characteristics of the wireless
medium, as a Gaussian process. We perform experiments
with covert communication as an underlay to FTP packets,
to validate this model. A hypothesis test based analysis is
presented based on the Gaussian process model of the inter-
arrival times of packets, to study the relation between the
characteristics of the overlay application and the goodputof
single-terminal covert timing networks. We then apply the

results obtained for the single-terminal networks to multi-
terminal networks. Multi-terminal covert timing networkssuf-
fer from multiple access interference (MAI) in addition to
errors due to wireless propagation characteristics. This affects
the performance of the overlay communication, which, in
turn, affects the performance of the covert communication.We
present a game theoretic power control to counter the MAI and
study the goodput of multi-terminal covert timing networks
with game theoretic power control. We finally extend the game
theoretic power control to perform an asymptotic analysis of
the spectral efficiency of the overlay communications in multi-
terminal covert timing networks which is used to provide a rate
control to maximize the covert timing channel goodput. Our
results indicate that covert timing operations are more effective
when performed as underlay to applications with high-rate
and/or smaller packet sizes.

The rest of the paper is organized as follows. In Section
II, we describe the experiments performed on a covert timing
test bed, which we then use to model the inter-arrival times
of packets at the receiver. Section III describes the system
model. In Section IV, we present the analysis to maximize
the goodput of a single-terminal and multi-terminal covert
timing network and some numerical results. The asymptotic
spectral efficiency of overlay applications in multi-terminal
covert timing networks are also presented. Conclusions are
drawn in Section V.

II. M ODELING INTER-ARRIVAL TIMES

We conduct experiments in which a transmitter transmits
overlay FTP packets to a receiver and also transmits covert
information by delaying the FTP packets by35 ms and65
ms corresponding to a ‘0’ bit and ‘1’ bit, respectively3. For
the experimental set up, we use our covert network test
bed prototype proposed and described in [13],[14], i.e., radio
prototypes based on a software abstraction layer implemented
over the IEEE 802.11a/b/g stack supported by Atheros chip
sets. We count the number of packets delayed by various
amounts of time and use the statistical frequencies of these
packet counts to compute the mean and the variance of
the inter-arrival times corresponding to a ‘1’ bit. We fit a
Gaussian probability density function (pdf) to theoretically
characterize the distribution of the inter-arrival times and
compare the theoretical Gaussian fit with the data obtained
from the experiments.

Fig. 2 presents the comparison of the theoretical Gaussian
pdf fit with that of the data obtained from experiments. It is
observed that the packet count distribution follows closely, a
normal distribution with mean65 ms corresponding to packets
conveying a covert ‘1’ bit4. We use this result to make the
proposition that when the transmitter and receiver negotiate an
inter-packet arrival time oft0 corresponding to a covert ‘0’ bit,
the inter-packet arrival time at the receiver is a random variable
which is normally distributed with meant0 and varianceσ2

0 .

3The values 35 ms and 65 ms were just chosen for an illustrative
experimental purpose so that the packet time distribution for the covert ‘0’
bit and that for the covert ‘1’ bit can be clearly measured. Assuch, any two
values can be used in the experiments for the time intervals corresponding to
the covert ‘0’ and ‘1’ bits.

4Similar results were observed for a covert ‘0’ bit.
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(a) Normal FTP traffic
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(b) FTP with underlay covert timing data
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(c) Camouflaged covert traffic

Fig. 1. Packet count distribution in a single-transmitter-single-receiver system.
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Fig. 2. Probability density function (pdf) using a Gaussianpdf to model the
inter-arrival times of packets corresponding to a covert ‘1’ bit at the receiver.

Similarly, when a covert ‘1’ bit is transmitted with a negotiated
inter-packet delay,t1, the arrival time is normally distributed
with meant1 and varianceσ2

1 . It may be possible thatσ2
0 = σ2

1 ,
but we present the generalized analysis which is valid both for
σ2

0 6= σ2
1 as well asσ2

0 = σ2
1 .

III. SYSTEM MODEL

Consider a multi-terminal network with bandwidthW Hz,
with M transmitters/sources andM receivers/destinations.
For each transmit-receive pair, the transmission from other
transmitters act as auxiliary communication that camouflage
the covert communication. Transmitteri transmits overlay
packets to receiveri at rate,ri and underlay covert information
to receiveri with time intervals,t(i)0 andt

(i)
1 , corresponding to

the covert bits ‘0’ and ‘1’, respectively. Transmitteri transmits
at powerPi. Our objective is to obtain the optimal values of
t
(i)
0 , t

(i)
1 and Pi which maximizes the effective goodput of

the timing channel between theith transmit-receive pair. It is
also of interest to determine the asymptotic spectral efficiency
of the system, i.e., whenM and W become very large and
use this to determine the optimal rate of transmission of the
overlay application and thus, maximize the effective goodput
of the timing channels between each transmit-receive pair.

In order to determinet(i)0 andt
(i)
1 for eachi, we first study

a single transmit-receive pair, where the transmitter transmits
overlay packets of lengthLp at rate,r and delay the packets
by a time intervalt0 andt1 corresponding to bits ‘0’ and ‘1’,
respectively. Due to the wireless propagation characteristics,

the receiver receives the packet after a random time interval
τ . Based onτ , the receiver performs a likelihood ratio based
hypothesis test to make a decision on the transmitted bit to
be a 0 or a 1. The decision making mechanism could lead to
bit-errors in the covert timing channel. It is desired to design
|t1 − t0| so that the BER is minimum. Later, it is desired to
apply these results in conjunction with game theoretic power
control to maximize the goodput of each transmit-receive pair
in the M−terminal covert timing network.

IV. PERFORMANCEANALYSIS

A. Single-Terminal Analysis

The transmitter transmits packets of lengthLp correspond-
ing to an overlay application at a rate,r. Hence, the packet
time, tp, is given bytp = Lp/r. To transmit a covert ‘0’ bit,
the transmitter is required to transmit a packet for a timetp,
wait for a time,t0 and then transmit another packet. Similarly,
to transmit a covert ‘1’ bit, the transmitter is required to
transmit a packet for a timetp, wait for a time,t1 and then
transmit another packet. Therefore, the transmitter requires on
an average, a timeNtp + b0t0 + b1t1 to transmitN −1 covert
bits with b0 covert ‘0’ bits andb1 covert ‘1’ bits. The average
rate of transmission for the covert communication,rcov, can
then be written as

rcov =
N − 1

Ntp + E [b1] t1 + E [b0] t0
. (1)

Let π0 be the probability that a covert ‘0’ bit is transmitted
andπ1 = 1−π0 be the probability of transmitting a covert ‘1’
bit. ThenE [b0] = (N − 1)π0 E [b1] = (N − 1)π1 and hence,
for large,N , rcov can be written as

rcov =
1

tp + π0t0 + π1t1
, (2)

and forπ0 = π1 = 0.5,

rcov =
2

2tp + t0 + t1
, (3)

The receiver can wrongly decode the covert bits (due to the
wireless channel characteristics) and suffer a BER,pe. Hence,
the effective goodput of the timing channel,re, is the actual



transmission ratercov weighted by the loss due to BER, can
be approximated as

re = rcov(1 − 2pe). (4)

In the above, the factor of 2 occurs due to the following reason.
If the channel errors are very large causing BER of more than
0.5 (which can be estimated from large values ofσ1 andσ0),
then receivers can simply invert the bits in the decoded covert
message. Thus, the performance of a channel with BER,pe,
is same as that of the channel with BER,1 − pe. The worst
performance occurs whenpe = 0.5 because inverting the bits
serve no purpose for the receiver and the receiver can as well
make a decision independent of the transmitted bits. Thus,
the effective rate of covert transmission is zero because the
receiver does receive covert bits, but the decision on thesebits
are independent of what was transmitted by the transmitter.
Thus, whenpe = 0, re = rcov and whenpe = 0.5, re = 05.

The BER, pe, is evaluated as follows. Letp(τ |0) be the
probability density function (pdf) ofτ when a 0 is transmitted
and letp(τ |1) be the pdf ofτ when a 1 is transmitted. Based
on the discussion in Section II,τ ∼N

(

t0, σ
2
0

)

when a covert
‘0’ bit is transmitted andτ ∼N

(

t1, σ
2
1

)

when a covert ‘1’ bit
is transmitted. Therefore,

p(τ |0) =
1

√

2πσ2
0

exp

{

− (τ − t0)
2

2σ2
0

}

, (5)

p(τ |1) =
1

√

2πσ2
1

exp

{

− (τ − t1)
2

2σ2
1

}

. (6)

The optimum likelihood ratio test based decision isΛ(τ)
1
≷
0

Λ0,

whereΛ0 is a pre-specified threshold and the likelihood ratio,
Λ(τ), is defined asΛ(τ) = p(τ |1)/p(τ |0). The value ofΛ0

that minimizes the average error is unity [15]. From (5) and
(6), the optimum decision forΛ0 = 1 can be written as

q(τ) = aτ2 + bτ + c
1

≷
0

0, (7)

where a =
(

1
σ2
0
− 1

σ2
1

)

, b = −2
(

t0
σ2
0
− t1

σ2
1

)

and c ≈
(

t20
σ2
0
− t21

σ2
1

)

. Letpe(0|1) be the BER when a bit 1 is transmitted
by the transmitter and decoded as a 0 by the receiver. Similarly,
let pe(1|0) denote the BER due to wrongly decoding a 0 as
a 1. The expressions forpe(0|1) andpe(1|0) for the decision
rule in (7) can be written as

pe(0|1) = Q

( |t1 − t0|
σ1 + σ0

)

− Q

( |t1 − t0|
|σ1 − σ0|

)

, (8)

pe(1|0) = Q

( |t1 − t0|
σ1 + σ0

)

+ Q

( |t1 − t0|
|σ1 − σ0|

)

, (9)

whereQ(γ) =
∫∞

γ
1√
2π

exp
{

− y2

2

}

dy. Let π0 andπ1 be the
probabilities of transmitting a 0 and a 1, respectively. Then,

5We also numerically evaluate the effective timing channel goodput, when
the factor of 2 is not included. The difference between timing channel
goodputs in the two cases is negligible as will be observed from Fig. 4.

pe = pe(0|1)π1 + pe(1|0)π0. Whenπ0 = π1 = 0.5,

pe = Q

(

α

σ1 + σ0

)

, (10)

whereα = |t1 − t0|. From (3), (4) and (10)6,

re =
2

2tp + 2t0 + α

[

1 − 2Q

(

α

σ1 + σ0

)]

. (11)

The effective goodput of the timing channel can be maximized
by solving the following optimization problem,maxα≥0 re.
The value ofα that maximizesre, α∗, can then be obtained
by equatingdre

dα
to zero, i.e., by solving

√

2

π

2tp + 2t0 + α∗

σ1 + σ0
e
− 1

2

(

α∗

σ1+σ0

)2

= 1 − 2Q

(

α∗

σ1 + σ0

)

. (12)

The maximum value ofre, reff , can then be obtained as

reff = re(α
∗) =

2
√

2√
π(σ1 + σ0)

e
− 1

2

(

α∗

σ1+σ0

)2

. (13)

It is noted that although (13) seems to suggest that making
α∗ = 0 maximizesreff , it is not so, becauseα∗ cannot take
any arbitrary value, but only that obtained by solving (12).

From (13), the covert timing channel goodput depends on
α∗, which, in turn, depends ontp from (12). As a numerical
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0 1 2 3 4 5 6 7 8 9 10
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

Packet time period for the main application, t
p
 (ms)

Pe
rce

nta
ge

 di
ffe

re
nc

e i
n t

he
 co

ve
rt 

tim
ing

 ch
an

ne
l g

oo
dp

ut 
(%

)

Fig. 4. Percentage difference betweenreff ’s vs tp, when the factor of 2 is
included and excluded in (4), fort0 = 100 µs, σ1 = 10 µs andσ0 = 5 µs.
example, consider a single-terminal covert timing network
with σ1 = 10 µs, σ0 = 5 µs andt0 = 100 µs. Fig. 3 presents
the covert timing channel goodput with respect to the overlay
packet size,tp. We also numerically evaluate the maximum
effective timing channel goodput when the factor of 2 is not
included in (4). Fig. 4 depicts the percentage difference asa

6The expression in (11) assumest1 > t0. The analysis would be exactly
same ift0 > t1 and results can be obtained by replacingt0 by t1.



function of tp. It is observed that the percentage difference is
very negligible (less than 0.7%, i.e., less than 25 bps for an
actual goodput of 3.5 Kbps). It is observed thatreff decreases
as tp increases. This is because, from (12),α∗ decreases as
tp decreases and from (13),reff increases asα∗ decreases.
Therefore, a smallertp results in larger goodput for the covert
timing channel. It is therefore inferred that the covert timing
channel goodput not only depends on the channel conditions
(i.e., σ1, σ0) but also depends on the characteristics of the
overlay application (i.e.,tp).

Since tp =
Lp

r
, tp can be decreased by decreasingLp or

increasingr. Therefore,covert timing operations in single ter-
minal networks are more effective under overlay applications
with larger rate (e.g., video streaming) as against overlay
applications with smaller rate (e.g., best effort applications).
Similarly, covert timing operations are more effective under
overlay applications with small packet sizes (e.g., ping) as
against those with larger packet sizes (e.g., file transfer).

In a multi-terminal network withM transmitters and re-
ceivers, transmitteri transmits packets at rateri (leading to a
packet time oft(i)p ). These packets are delayed by an interval
t
(i)
1 corresponding to a covert ‘1’ bit and at an intervalt

(i)
0

corresponding to a covert ‘0’ bit. Lett(i)1 > t
(i)
0 ∀ i and let

αi
△
= t

(i)
1 − t

(i)
0 . Let τi be the random time interval after which

the receiver receives successive packets. The optimum value of
α∗

i can be obtained by solving (12) by replacingα∗ by α∗
i , tp

by t
(i)
p , t0 by t

(i)
0 , σ1 by σ

(i)
1 andσ0 by σ

(i)
0 . The maximum

effective goodput of theith covert timing channel,r(i)
eff , is

then given by

r
(i)
eff =

2
√

2
√

π
(

σ
(i)
i + σ

(i)
0

)e
− 1

2

(

α∗
i

σ
(i)
1

+σ
(i)
0

)2

. (14)

As will be explained in Section IV-B, transmit power also
plays an important role in the multi-terminal case.

B. Multi-terminal Network

Consider a multi-terminal covert timing network withM
transmitters and receivers. Theith transmitter transmits with
power Pi. In addition to the signal transmitted by theith

transmitter, theith receiver also receives the interference
from the other transmitters. This can cause bit errors (and
hence, packet errors) at theith receiver due to multiple access
interference (MAI). Although the covert information in timing
channels is stored in the inter-packet delays and not in the
actual packets corresponding to the overlay application, it is
still essential that the packets corresponding to the overlay
application be received error-free at the receiver, particularly
in multi-terminal networks. This is because, when a packet is
received in error, the receivers will not be able to determine
the correct identities of the transmitter and the receiver of
the packets. The erroneous packets have to be discarded and
cannot be used to convey covert information. Thus, in a multi-
terminal covert timing network, the effective rate of the overlay
application between each transmit-receive pair degrades by a
factor which depends on the BER caused due to MAI. This,
in turn, degrades the effective covert timing channel goodput.

The BER of any timing channel due to MAI depends on
the signal-to-interference-noise ratio (SINR) of that channel,
which, in turn, depends on the transmit powers of all the
transmitters, as will be seen from (15). It is therefore of interest
to control the transmit powers so that the BER in each of the
timing channels due to MAI is kept at desired levels. We make
the following assumptions in the analysis of the multi-terminal
covert timing network.

• The system has bandwidthW Hz.
• Each transmitter can transmit at a maximum powerPmax.
• The channel gain from transmitteri to receiverj is hij .

The channel gain matrix,H, is given byH = [hij ] 1≤i≤M

1≤j≤M

.
• In addition to the interference from other transmitters,

the channel between theith transmit-receive pair experi-
ences additive white Gaussian noise (AWGN) with power
spectral densityN0 Watts/Hz.

The signal-to-interference noise ratio (SINR) obtained by
the ith receiver,xi, is given by

xi =
PihiiGi

∑

j 6=i Pjhji + N0W
, (15)

whereGi is the spreading gain at receiveri, given byGi = W
ri

,
whereri is the rate at which theith transmitter transmits. If
the BER experienced by theith receiver isBERi(xi), the
effective rate of overlay transmission of theith transmitter,
ui, is

ui = ri(1 − 2BERi(xi)) = rif(xi), (16)

where the factor 2 appears in order to avoid degenerate
solutions and infinite utility [16]. The effective goodput of
the ith timing channel,r(i)

e , is then given by (11) by replacing
t0 by t

(i)
0 , σ0 by σ

(i)
0 , σ1 by σ

(i)
1 and tp by t

(i)
p = Lp/ui.

It is observed that the effective goodput of theith timing
channel depends on the SINR,xi, which, in turn, depends
on the transmit powerPi of the ith transmitter. Therefore,
it is essential to determine the optimal transmit power for
each transmitter that maximizesr(i)

e for each i. It is also
observed from (11) that the effective goodput,re, increases
when tp decreases, i.e.,ui increases and is maximum when
ui is maximum. Therefore, in order the maximize the effective
goodput of theith timing channel, it is essential to maximize
ui and hence, determine the optimal transmit power for each
transmitter that maximizesui ∀ i. Thus, it is observed that
the optimal transmit powers assist in maximizing the effective
goodput of all the timing channels. Hence, the network is a
“power assisted multi-terminal covert timing network7.”

DeterminingPi for eachi so as to maximizeui for eachi
can be formulated as the following optimization problem

maxp ui ∀i (17)

subject to 0 ≤ Pi ≤ Pmax ∀i, (18)

where p =
[

P1 P2 · · · PM

]

. Since ui depends on
xi, which, in turn depends on the powers transmitted by all

7It is noted that the power control is only to maximize the effective rate of
overlay transmission and hence, does not affect the covertness aspect as well
as the packet count distribution.



the transmitters, the optimization problem in (17) subjectto
the constraints (18) can be modeled as anM−player non-
cooperative game. It was shown in [17] that the Nash equilib-
rium for the game described by the optimization problem in
(17) subject to the constraints in (18) occurs whenPi = Pmax

∀ i, which leads to inefficiency in terms of energy consumption
since all transmitters transmit at maximum powers. A pricing
function was proposed in [17], which depended on the SINR,
xi to improve the energy efficiency. We apply a similar pricing
function, which is a function of the SINR,xi given by [17]

up(xi) = λ
xi

xi + Gi

, (19)

whereλ is the pricing parameter. Larger values ofλ represents
heavy pricing and a smaller value indicates light pricing.

Maximizing the goodput of each timing channel in the
power assisted multi-terminal covert timing network incor-
porating the pricing function in (19) can be modeled as the
following optimization problem.

maxp u
(i)
net = maxp [ui − up(i)] ∀i (20)

subject to the constraints in (18).
The optimization problem described by (20) can also be

modeled as anM−player non-co-operative game. Sinceu
(i)
net

depends only onxi and not otherxj ’s, j 6= i, one can obtainx∗
i

which maximizesu(i)
net ∀ i. Let x∗ △

=
[

x∗
1 x∗

2 · · · x∗
M

]

be the vector of optimalxi’s which solve (20). Fromx∗, p

can be obtained by solving the matrix equation [17]

p∗ = N0W
(

IM − D1
−1A

)−1
D1

−1D2
−11, (21)

whereIM is theM×M identity matrix,1 is the column vector
of all 1’s, D1 = diag

(

Gi

xi

)

1≤i≤M
, D2 = diag(hii)1≤i≤M

andA = [aij ] 1≤i≤M

1≤i≤M

, aii = 0 andaij = hji/hii, j 6= i. The
Nash equilibrium for the game described by the optimization
problem in (20) is then given by the solution of (21).

It is essential to choosef(xi) which is a non-negative
(f(xi) ≥ 0,), increasing (f ′(xi) > 0, concave function
(f ′′(xi) < 0), ∀ xi, with f(0) = 0 [18]. The optimum value
of xi’s that solve (20) can be obtained from the first order

necessary condition (i.e., by solvingdu
(i)
net

dxi
= 0) as the value

of xi that solves

g(xi)
△
=

(

1 +
xi

Gi

)2

f ′(xi) =
λ

W
. (22)

It is observed from (22) that

g′(xi) =
xi + Gi

G2
i

[2f ′(xi) + (xi + Gi)f
′′(xi)] .

If f(xi) is chosen such that

2f ′(xi) + (xi + Gi)f
′′(xi) < 0, (23)

theg(xi) is a decreasing function ofxi. Although (23) appears
restrictive, choices of the BER functionBERi(xi) for a
differential phase shift keying (DPSK) andM−ary phase shift
keying [19] results inf(xi) that satisfy (23). The following
theorems proved in [17] then apply.

Theorem 4.1:[17] Let λmax = Wf ′(0). Then, the neces-
sary condition for the optimization problem in (20) to have a
feasible solution isλ < λmax.

Theorem 4.2:[17] An SINR vectorx∗ with all positive
entries results in a power vectorp∗ with all positive entries if
and only if theZ-matrix

(

IM − D1
−1A

)

is anM-matrix8.
Theorem 4.3:[17] ∃ λmin such that∀ λ ∈ (λmin, λmax),

with λmax as specified in Theorem 4.1, theZ-matrix
(

IM − D1
−1A

)

is an M-matrix and hence, the game de-
scribed by the optimization problem in (20) subject to con-
straints (18) has a unique feasible Nash equilibrium.

By choosingλ ∈ (λmin, λmax), λmin andλmax, the Nash
equilibrium can be obtained by solving the matrix equation
(21). Transmitteri then transmits covert information whose
characteristics are specified by the 3-tuple,

(

Pi, t
(i)
0 , t

(i)
1

)

. The

value oft(i)p computed ast(i)p = Lp/u∗
i , whereu∗

i is the value
of ui corresponding to the value ofxi that solves (22). The
maximum value of the goodput of theith timing channel is
obtained from (14).

As an illustration, consider anM = 10 terminal covert
timing network with bandwidthW = 20 MHz, N0 = 0.01
pico Watts/Hz with theH matrix generated using the Jake’s
channel model [20]. Consider a single eavesdropper in the
system. with he =

[

h1e h2e · · · hMe

]

, where hie

denotes the channel gain from theith transmitter to the
eavesdropper, generated using Jake’s model. LetBERi(xi)
be the bit error rate for a system with DPSK and hence, given
by BERi = 1

2e−xi [19]. Therefore,f(xi) is given by

f(xi) = 1 − e−xi . (24)

It is observed thatf(xi) in (24) satisfies (23) forGi > 2.
We first study one of the timing channels. Fig. 5 presents

the behavior of the timing channel goodput vs the rate of
transmission,ri, for one transmit-receive pair in a 10-terminal
network. It is observed from Fig. 5 that the effective timing
channel goodput increases with increasing rate of transmission.
This agrees with the behaviors observed in Section IV-A.

2 3 4 5 6 7 8 9 10

10
2.3

10
2.4

10
2.5

10
2.6

10
2.7

10
2.8

Rate of Transmission of each user (Mbps)

Ef
fe

cti
ve

 tim
ing

 ch
an

ne
l g

oo
dp

ut
 (b

ps
)

Fig. 5. Effective goodput of one transmit-receive pair.

Table I presents the performance of each timing channel of
a sample path of theH matrix andhe vector generated by
the Jake’s simulator. Theith transmitter transmits at a rateri

(in Mbps) uniformly distributed in the in(2, 10). It is noted

8Definitions and properties ofZ andM−matrices can be found in [17].



that Table I presents only a snap shot of the system, i.e., a
particular sample path of the simulation performed using the
Jake’s simulation model. One can obtain a different set of
values for a different sample path. More precisely, from the
results provided in Table I, one must not infer that timing
channel 5alwaysobtains maximum effective timing channel
goodput. However, at a particular instant one can obtain a
relative behavior of all the timing channels as representedby
Table I. Table I indicates that the optimum SINR is almost

TABLE I
GOODPUT& ROBUSTNESS FOR A10-TERMINAL COVERT NETWORK.

User Optimum r
(i)
eff

(i) SINR, x∗

i (bps)
1 2.3607 205.74
2 2.3725 246.62
3 2.3725 246.62
4 2.4201 409.32
5 2.5419 810.62
6 2.4441 490.18
7 2.4927 650.99
8 2.4683 570.74
9 2.4927 650.99
10 2.4805 610.91

same for all the users. This behavior was observed for several
sample paths. It then raises the following questions, to answer
which, we perform an asymptotic analysis of multi-terminal
covert timing networks in the following subsection.

1) Can this behavior be generalized when the number of
terminals,M , increases?

2) If the generalization is true, then can it be exploited
to provide insights on the overlay and covert timing
network characteristics?

C. Asymptotic Spectral Efficiency

When the number of transmit-receive pairs,M and the
available bandwidth,W , become large9, then solving (22)
M times and then solving (21) becomes computationally
very complex. We now present the analysis for a system in
which the number of transmit-receive pairs,M and the system
bandwidth,W become very large such thatM/W = ρ. The
objective is to obtain results that can generalize the optimum
x∗

i , ∀ i, whenM andW are large. This will be used to evaluate
the maximum asymptotic spectral efficiency and then applied
to obtain the optimal rates of overlay packet transmission.

The spectral efficiency,S, is defined as

S
△
=

1

W

M
∑

i=1

u∗
i , (25)

whereu∗
i is the value ofui for xi = x∗

i . Before evaluating the
asymptotic spectral efficiency, we re-state some Definitions
and Lemmas from [17], which we will be using in our
analysis to obtain the maximum asymptotic spectral efficiency.
For any k such that1 ≤ k ≤ M , Let D1

(k) and A(k)

denote thek × k leading principal sub-matrices (i.e., the
sub-matrices specified by the firstk rows and columns) of
D1 and A, respectively. It is observed that theZ-matrix

9If M is large andW is finite, it results in zero utility for all the users.

Z(k) △
=

(

Ik −
(

D1
(k)
)−1

A(k)

)

can be written as

Z(k) △
=

(

Ik −
(

D1
(k)
)−1

A(k)

)

=

[

Z(k−1) fk
gT

k 1

]

(26)

for k ≥ 2, whereZ(1) = [1],

fk
△
=

[

−
x∗
1hk1

G1h11
−

x∗
2hk2

G2h22
−

x∗
3hk3

G3h33
· · · −

x∗
k−1hkk−1

Gk−1hk−1k−1

]

T

, (27)

gk
△
=

[

−
x∗

kh1k

Gkhkk
−

x∗
kh2k

Gkhkk
−

x∗
kh3k

Gkhkk
· · · −

x∗
khk−1k

Gkhkk

]T
. (28)

The matrix
(

IM − D1
−1A

)

can be formed by a sequence of
matricesZ(1), Z(2), · · · , Z(M), whereZ(k) is as defined in
(26), ∀ k such that2 ≤ k ≤ M .

Lemma 4.1:[17] Let Z(k) be as defined in (26) withfk and
gk as defined in (27) and (28), respectively. Then, the power
control game with pricing has a unique Nash equilibrium, i.e.,
Z(k) is anM−matrix if and only if gT

k

(

Z(k−1)
)−1

fk < 1.
Lemma 4.2:[17] Let Z(k) be as defined in (26) withfk and

gk as defined in (27) and (28), respectively. Then, the function
gT

k

(

Z(k−1)
)−1

fk is an increasing function ofx, ∀ k such that

2 ≤ k ≤ M , i.e.,gT
k

(

Z(k−1)
)−1

fk increases when every term
in x increases.
Lemmas 4.1 and 4.2 yield the following Theorems.

Theorem 4.4:For largeM and W such thatM/W = ρ,
all transmit-receive pairs obtain equal optimum SINR,x∗

i .
Proof: Let G =

[

G1 G2 · · · GM

]

. Let Gmax be
the maximum entry inG. Let Gmax denote the vectorG

with all entries asGmax. Let θ(x,G)
△
= gT

M

(

Z(M−1)
)−1

fM .
θ(x,G) < 1 for a Nash equilibrium to exist. LetΓ be
the values ofxi such thatf ′(Γ) = λ

W
. Since f(xi) is a

concave function,f ′(xi) is a non-increasing function ofxi.
Therefore, from(22),xi ≥ Γ ∀ i. From Lemma 4.2, and the
definition of θ(x,G), θ(x,G) > θ(Γ,G), whereΓ is the
vector with all entries asΓ. Similarly, θ(x,G) is a decreasing
function of G and henceθ(x,G) > θ(x,Gmax). Therefore,
θ(x,G) > θ(Γ,Gmax). The Perron-Frobenius eigen value
of A, χ(A) < 1 [21]. Therefore,θ(Γ,Gmax) can be upper
bounded by replacing all the off-diagonal elements ofZ(M−1)

by−1.
(

Z(M−1)
)−1

can then be evaluated using the Sherman-
Morrison formula [22] to yield

θ(Γ,Gmax) ≤ Γ2(M − 1)2

G2
max

. (29)

The above bound becomes equal to 1 when

Γ =
Gmax

M − 1
=

1

rmin

(

ρ − 1
W

) , (30)

where rmin = mini ri. Γ < 1

rmin(ρ− 1
W )

, which is finite

for large M , W . Similarly, using the fact thatθ(x,G) <
θ(x,Gmin), whereGmin is the vector with all entriesGmin

where Gmin is the minimum of all the entries inG, x is
also finite for largeM , W . SinceGi = W/ri, Gi can be
arbitrarily large for largeW . Therefore from (22), for large
M , W , f ′(x∗

i ) = λ
W

. Sincef ′(Γ) = λ
W

, x∗
i = Γ ∀ i. Thus all

transmit-receive pairs obtain equal optimum SINR.



It is observed that when all users10 transmit at equal rates (i.e.,
with equalGi’s), the optimum SINR,s are equal (from (22)).
Theorem 4.4 implies that even in the case when all transmitters
transmit at unequal rates, all receivers asymptotically obtain
equal optimum SINR,Γ, whose value is provided by the
following theorem.

Theorem 4.5:The SINR,Γ, is given by

Γ =
v(λ)M
∑M

i=1 ri

, (31)

wherev(λ) is an increasing function ofλ such thatv (λmin) =
0 andv (λmax) = 1.

Proof: θ(Γ,G) < 1. Thereforeθ(Γ,G) = v(λ), where
v(λ) is an increasing function ofλ such thatv (λmin) = 0

andv (λmax) = 1. Note thatθ(Γ,G) = gT
M

(

Z(M−1)
)−1

fM .
ReplacingGn = Gmin in gM , replacing the off-diagonal
elements by0 (this is possible since the optimum SINR is
finite and Gi → ∞ as W → ∞) in Z(M−1) and using
the fact thatχ(A) < 1, we obtainΓ ≥ v(λ)W

∑

M
i=1 ri

. Similarly,
replacingGn = Gmin in gM , and replacing the off-diagonal
elements by0 in Z(M−1) we obtainΓ ≤ v(λ)W

∑

M
i=1 ri

. Eqn. (31)
then immediately follows.

Theorem 4.6:The maximum asymptotic spectral efficiency
of the power assisted multi-terminal covert timing network, η,
is given by

η = min (f ′(0), ρrmax) , (32)

wherermax = maxi ri.
Proof: Let Γ̂ = supλ Γ. From Theorem 4.5,̂Γ = W

∑

M
i=1 ri

,
and using (25) and Theorem 4.4, the asymptotic spectral
efficiency is S(Γ̂) = f(Γ̂)

Γ̂
. From the first order necessary

conditions for maxima, the optimum value ofΓ̂ that maximizes
S(Γ̂), Γ∗, is obtained by equatingS′(Γ̂) to zero, i.e., as the
solution to

Γ∗f ′(Γ∗) − f(Γ∗) = 0. (33)

The second derivative ofS(Γ̂) evaluated atΓ̂ = Γ∗ is
S′′(Γ∗) = f ′′(Γ∗)

(Γ∗)2
, which is negative sincef(xi) is a concave

function. ThereforeΓ∗ obtained by solving (33) maximizes
the asymptotic spectral efficiency.

The tangent,T (Γ∗), to the curvef(Γ̂) at the point̂Γ = Γ∗is
the line satisfying

Y − f(Γ∗) = f ′(Γ∗)(X − Γ∗), (34)

which, from (33), yieldsY = Xf ′(Γ∗), which represents a
line passing through(0, 0). ThereforeT (Γ∗), intersects the
curve at two points,(0, 0) (sincef(0) = 0) and (Γ∗, f(Γ∗)).
SinceT (Γ∗) is a tangent,Γ∗ = 0.

Let the maximum value ofS(Γ̂) (evaluated at̂Γ = Γ∗) be
η. SinceΓ∗ = 0, η can be written as

η = lim
Γ̂→0

S(Γ̂) = lim
Γ̂→0

f(Γ̂)

Γ̂
= f ′(0), (35)

by applying L’Hospital’s rule. Note that sinceri ≤ rmax ∀ i,
S(Γ̂) ≤ ρrmax with equality if and only ifri = rmax, ∀ i.
Thus,η ≤ ρrmax and (32) follows.

10The terms “users” and “transmit-receive pairs” indicate the same.

From Theorem 4.6, the maximum asymptotic spectral effi-
ciency is obtained whenρrmax = f ′(0), i.e., all transmitters
transmit at a ratermax = f ′(0)

ρ
. Thus, for a system with finite

bandwidth,W and finite number of transmit-receive pairs,M

andρ
△
= M/W , the optimum rate of overlay transmission is

rmax = f ′(0)
ρ

for all transmit-receive pairs. The power control
mentioned in Section IV-B is then applied to determine the
optimal SINR’s at all the receivers and the optimal transmit
powers of all the transmitters. From the values of the optimal
SINR’s, the effective rate of overlay transmission and thus,
the optimal timing channel goodputs can be determined by
applying the analysis described in Section IV-A.

Goodman and Mandayam [23] presented a network assisted
power control mechanism for single-cell wireless data net-
works. This corresponds to a special case of multiple transmit-
ters and single receiver in the analysis in this paper. Another
fundamental difference between this research and [23] is that,
in [23], all users transmit with equal rates and for this scenario,
an optimal SINR threshold is determined. Theorem 4.4 shows
that irrespective of the rates of transmission,asymptotically,
all users obtain equal optimal SINR.

Fig. 6 presents the effective channel goodput with respect
to the number of terminals in the network, when all users
transmit at a rate that maximizes the asymptotic spectral
efficiency. From Theorem 4.6, this value isWf ′(0)/M . Thus
it is expected that the optimal rates of overlay packet trans-
mission decrease with increasingM . This therefore results in
decreasing effective timing channel goodput. In [13] and [14],
we had shown that more transmit-receive pairs result in more
robust covert timing channels. Fig. 6 therefore presents the
degradation in the goodput of covert timing channels when
high robustness is desired.
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Fig. 6. Covert timing channel goodput when transmitters transmit over-lay
packets at asymptotically optimal rates.

V. CONCLUSION

We analyzed the factors of the overlay communication that
affect the goodput of multi-terminal covert timing networks.
The key inferences include

• Covert timing channels are more effective under overlay
applications with larger rates of transmission (e. g., video
streaming) or with smaller packet sizes (e.g., ping).

• In a multi-terminal network, asymptotically all the re-
ceivers receive equal SINR irrespective of the transmis-
sion rates and the relative locations from the transmitters.
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