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Abstract— In this paper, we compute the primary exclusive
region (PER) and the secrecy capacity at a primary receiver in
a fading cognitive radio network. We consider Rayleigh fading
and log-normal shadowing. We also study the effect of secrecy
capacity on the PER. We show that log-normal shadowing and
Rayleigh fading can degrade the PER by about 40% and the
secrecy capacity by about 70%.
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I. I NTRODUCTION

The developments in software defined radio (SDR) [1]
and cognitive radio networks [2] is expected to result in the
paradigm of users sharing spectrums on an opportunistic basis.
Users belonging to one network sense spectrum opportunities
in another network and contend for the unused spectrum in
this second network. The users thereby become “secondary” or
“cognitive” users in the second network. Users that originally
subscribed to the second network are called “primary users.”
The combined interference from all secondary transmittersto
a primary receiver degrades the maximum throughput that
can be obtained by a primary receiver and vice-versa. Vu
et al obtained expressions for the primary exclusive region
(PER) for a primary transmitter in a cognitive radio network
without fading1 [3]. The PER was obtained for a channel
with no fading. In [4], Vuet al also extended their solution
in [3] to obtain upper and lower bounds on the maximum
capacity that can be obtained by a cognitive receiver. In
addition to capacity, secrecy is another key performance factor
that characterizes a cognitive wireless network. The notion
of information theoretic secrecy capacity unifies both these
factors.

Secrecy capacity was studied for systems with key-less
security. A system typically consists of a source (or a trans-
mitter), a destination (or a receiver) and an eavesdropper.The
source transmits information which is received both by the
receiver and the eavesdropper. Secrecy capacity is roughly
the maximum rate at which the source can transmit such that
the bit error rate (BER) at the destination approaches zero
while that at the eavesdropper approaches 1/2. For some cases,
the secrecy capacity is the difference between the Shannon
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1Henceforth, throughout the paper, the term “fading” indicates Rayleigh
fading and the term “shadowing” indicates log-normal shadowing unless
explicitly mentioned otherwise.

capacity of the channel between the source and destination
and that between the source and eavesdropper. Wyner [5]
first showed that positive secrecy capacity can be achieved
without having a secret key of larger entropy than that of the
message. Gopalaet al extended Wyner’s [5] work for fading
wireless channels [6]. Tekin and Yener[7] studied multiple
source-destination pairs and co-operative jamming. Multiple
source-destination pairs was considered and the sum secrecy
capacity of the network was maximized.

This is the first attempt to compute the secrecy capacity
of a cognitive network to the best of our knowledge. In this
paper, we extend the approach by Vuet al in [3] to first obtain
the PER of cognitive radio networks operating on a fading
wireless channel. We then extend the expressions obtained in
[4] to obtain the secrecy capacity of a fading cognitive wireless
network. We show that for a cognitive network with Rayleigh
fading and log-normal shadowing, the PER can degrade by
about 40% and the secrecy capacity can degrade by about 70%
when compared to a system without shadowing and fading.

The rest of the paper is organized as follows. In Section
II, we present the system model. In Sections III-A and III-B,
we present the analysis for the PER and the secrecy capacity,
respectively. In Section IV, we present the numerical results
and discussion. Section V presents the conclusions.

II. SYSTEM MODEL

Consider a cognitive radio network with primary and sec-
ondary/cognitive users2 as shown in Fig. 1. In Fig. 1, the
radiusR0 is the transmission range of a primary transmitter,
that defines the primary exclusive region or primary exclusive
radius (PER) andǫp is the radius of the protected band which
defines the region where cognitive transmitters are not allowed.
This system model was also considered in [3] and [4]. As in
[3] and [4], we consider a network with fixed node densities
and a circular network with radius,R. We make the following
considerations and assumptions in our analysis (see Fig. 1)

• There arem primary andn cognitive/secondary users.
• The entire network is a circular region of radiusR. We

then present our results withR → ∞.
• Each primary receiver is within a radius ofR0 from the

corresponding primary transmitter.
• In a circular region of radiusR0 centered at any primary

transmitter, there are no other primary transmitters.

2Henceforth, throughout the paper, the terms “secondary users” and “cogni-
tive users” will be used interchangeably unless explicitlymentioned otherwise.



• There is guard bandǫp such that for any primary trans-
mitter, the nearest cognitive transmitter is at a distance at
leastR0 + ǫp.

• The cognitive transmitters are uniformly distributed in the
network with densityλc users per unit area.

• The primary transmitters are uniformly distributed in the
network with densityλp users per unit area.

• Each cognitive receiveri is at a distance of at leastǫc

from cognitive transmitterk (k 6= i).
• The signal from any transmitter to any receiver undergoes

Rayleigh fading with mean∆, log-normal shadowing and
distance attenuation with path loss exponent,α.

• The positions of all the transmitters and receivers and the
channel conditions between any pair of transmitters and
receivers are statistically independent of each other.

• Primary transmitters transmit at a fixed powerP0 and
cognitive transmitters at a fixed powerP andP < P0.

• The channel introduces additive white Gaussian noise
with power spectral density (psd),N0.
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Fig. 1. A cognitive radio network with primary and secondary/cognitive
transmitters and receivers.R0 is the primary exclusive region (PER) andǫp is
the guard band between a primary receiver and a cognitive transmitter/receiver.

III. E VALUATION OF THE PERAND THE SECRECY

CAPACITY

We first present the analysis to evaluate the PER for a
cognitive radio network with fading and shadowing in addition
to distance attenuation in Section III-A. We then use the same
to derive bounds on the secrecy capacity, in Section III-B.

The Shannon capacity,C
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In (3), (4) and (5),
(

δ
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is the Rayleigh fading term

from thekth primary transmitter to theith primary receiver,
(

δ
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is the Rayleigh fading term from thejth cognitive
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term from thejth cognitive transmitter to theith primary re-
ceiver,d(ki)

p is the distance between thekth primary transmitter
and theith primary receiver andd(ji)

c is the distance between
the jth cognitive transmitter and theith primary receiver.
(

G
(ki)
p

)2
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G
(ji)
c

)2

are of the form10−
ξ

10 ∀ k, j, where

ξ ∼N (0, σ2) [8]. For analytical simplicity and convenience
in following the analysis, we consider the interference to a
primary receiver 1 without loss of generality (WLOG).

A. Evaluation of the Primary Exclusive Region

As in [3], the outage is defined as the event that the capacity
of the channel between primary transmitter 1 and primary
receiver 1 is below a specified threshold,Cth

p . It is desired that
the probability of outage be less than a pre-specified quantity,
β. Hence, it is essential to evaluate the value ofR0 and ǫp

such that

Pr{Cp < Cth
p } < β, (6)

where Cp = C
(1)
p and the super-script(1) is dropped for

convenience. The maximum value ofR0 satisfying (6) is called
the PER.

In order to evaluate the outage probability in (6), it is
essential to obtain the average interferenceE[Ip] and E[Ic].
As in [3], the positions of the cognitive transmitters are
uniformly distributed in in the annular region(R0 + ǫp, R).
In order to obtain the expression forE[Ic], we modelIc as
a log-normal random variable of the form10−

Ωnc
10 , where

Ωn ∼N (µnc, σ
2
nc). Each term in the summation in the right

hand side of (5) is a log-normally distributed random variable
when conditioned on the position of the cognitive transmitter



and the Rayleigh fading term. Thus, each term in the summa-

tion on the right hand side of (5) is of the form10−
ξj

10 where
ξj ∼N (µj , σ

2), whereµj is given by
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whereδ
(j)
c = δ

(ji)
c and d

(j)
c = d

(ji)
c , with the super-scripti

omitted since the interference is calculated for primary user 1.
The sum of log-normal random variables can be approximated
to be a log-normal random variable using Fenton’s method [9].
The meanµnc and varianceσ2

nc by applying the approximation
in [9] can then be obtained as
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In (8) and (9),a = ln 10
10 . In obtaining the expressions in (8)

and (9), we assumed as in [3] that each term in the right hand
side of the summation in (5) are independent and identically
distributed (i. i. d).E[Ic] can then be obtained by evaluating
the mean of the log-normally distributed random variable,Ic,
as

E[Ic] = n exp{−aµn +
1

2
a2σ2

n}, (10)

which, from (8) and (9) can be written as
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in (11) was evaluated in [3]. Hence,

using the results in [3], the mean interference from all cogni-
tive users to a primary user,E[Ic], can be obtained as
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where,(r, θ) denotes the location of the cognitive transmitter
in polar co-ordinates, which is uniformly distributed in the
annular region(R0 + ǫp, R). For α = 4, (12) was obtained in
closed form in [3] as

E[Ic] = λcπ∆e
1
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Similarly, the mean interference to a primary receiver fromall
primary transmitters,E[Ip], can be evaluated by replacingǫp

by R0 andλc by λp in (12) and (13). From (1) and (2),

Pr{Cp < Cth
p } ≤ Pr{Ip + Ic > ν}, (14)

whereν = P0R
−α
0

(

2
Cth

p

W − 1

)

−1

− N0W . As in [3], (14)

can be written using Markoff’s inequality [10] as

Pr{Cp < Cth
p } ≤

E[Ip] + E[Ic]

ν
(15)

TheR0 that maximizesE[Ip]+E[Ic] but keep the expression
in (15) less thanβ is the PER.

It is observed from (11)-(15) that the mean interference
E[Ic] and E[Ip] are similar to the expressions in [3] (in
which a wireless channel without fading and shadowing was
considered), except that they are scaled by a factor∆e

1

2
a2σ2

.
Therefore, we observe that the Rayleigh fading term degrades
the SIR by a linear factor while the log-normal shadowing
degrades the SIR exponentially.

B. Evaluation of the Secrecy Capacity

In order to evaluate the secrecy capacity, we assume that the
eavesdropper is passive and is one of the secondary receivers.
The reason for this is that we assume that the network has
some mechanism to integrity protect the primary users and
hence, any passive eavesdropper can only be a secondary user.
The other assumptions in Section II also hold in addition to
the assumption made in this sub-section.

Consider a cognitive user who is also an eavesdropper.
WLOG let the main channel be the channel between primary
transmitter 1 and receiver 1. The eavesdropper receives the
signal from the primary transmitter and interference from
other primary transmitters and cognitive transmitters. Let γc

be the SIR experienced by the eavesdropper. The capacity
of the channel between the primary transmitter 1 and the
eavesdropper beCs. Similar to (1),Cs can be written as

Cs = W log2 (1 + γc) , (16)

where, similar to (2),γc can be written as

γc =
Sc

N0W + Îp + Îc

, (17)

whereSc is the received signal at the eavesdropper from the
primary transmitter 1,̂Ip is the interference experienced at
the eavesdropper due to other primary transmitters andÎc is
the interference experienced by the eavesdropper due to the
cognitive transmitters. The expressions forSc, Îp and Îc are
similar to the ones in (3), (4) and (5), respectively.

The secrecy capacity of the primary receiver,S
(p)
e , is then

given by

S(p)
e = Cp − Cs. (18)

The position of the primary receiver and the eavesdropper
are statistically independent of each other. Also, the Rayleigh
fading and the log-normal shadowing experienced by the
primary receiver and the eavesdropper from all transmitters
are statistically independent of each other as mentioned in
Section II. Hence, the minimum secrecy capacity,Smin

e can
be written as

Smin
e = min Cp − max Cs, (19)

where the minimum and maximum are with respect to the
interference experienced and the distances from the primary
transmitter. In order to compute the minimum and the max-
imum mean interference, the bounds provided in [4] for the
system with no fading and log-normal shadowing has to be
extended for the system with shadowing and fading. Using the



arguments in Section III-A, we see that these bounds can be
obtained by scaling the bounds in [4] by a factor of∆e

1

2
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.
It is observed that the minimum secrecy capacity will be

experienced by the primary receiver when it is located farthest
from the transmitter and the eavesdropper is located as near
to the transmitter as possible. This scenario occurs when the
primary receiver is at a distanceR0 and the eavesdropper is
at a distanceR0 + ǫp. Following the argument in [4],Cmin

p is
given by
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where E[Ip] and E[Ic] are obtained as in Section III-A.
For α = 4, the expression in (13) is used. Forα 6= 4,
E[Ip] andE[Ic] are replaced by their upper bounds,E[Ic]
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UB for the fading cognitive
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In the above,E[Ic]
LB can be obtained by scaling the expres-

sion in [4] by a factor∆e
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whereA(α) is given by

A(α) =

∫ π
2

−
π
2

cosα−2(φ)dφ. (24)

E[Ip]
LB can be obtained by replacingP by P0, λc by λp and

ǫp by R0 in (23).

IV. RESULTS AND DISCUSSION

For numerical computations we consider a system with an
infinite area, i. e.,R → ∞. We first present the results for
the maximum value of the outage probability with respect
to R0 and then present the results for the secrecy capacity.
We consider the following values as in [3] for the various
parameters:α = 4, λc = 1, λp = 2, ǫp = 2, ǫc = 3, P0 = 2,
P = 1, W = 5 MHz, Cth

p = 2 Mbps, ∆ = 1 andσ = 8 dB
[8].

Fig. 2 presents the bound specified in (15) for the outage
probability for various values ofR0. It is observed that the
shadowing and the Rayleigh fading play a significant role in
degrading the outage probability, and hence, the PER. For
example, for an outage probability of 0.2, the PER without
shadowing is 10 units whereas, with shadowing and fading,
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Fig. 2. Maximum outage probability (specified in (15)) with respect to the
PER,R0, for ∆ = 1 andσ = 8 dB.

the PER is 6 units, thus resulting in a degradation of about
40% in the PER.

Fig. 3 shows the variation of the minimum secrecy capacity,
Smin

e in (19) for various values ofR0. It is observed again
that shadowing and fading play significant roles in degrading
the secrecy capacity. ForR0 = 4, the secrecy capacity for a
primary user without shadowing and fading is about 75 Kbps,
whereas, with shadowing and fading, the secrecy capacity is
about 20 Kbps, resulting in a degradation of about 73%. It is
also observed that for an outage threshold of 0.2,R0 = 10
without shadowing and fading andR0 = 6 with shadowing
and fading. However, if an additional constraint ofSmin

e = 50
Kbps is imposed, then,R0 = 4 without shadowing and fading,
andR0 = 2 with shadowing and fading. Thus the additional
constraint on secrecy further impacts the PER.
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Fig. 3. Secrecy Capacity,Smin
e (specified in (19)) with respect to the PER,

R0, for ∆ = 1 andσ = 8 dB.

Figs. 4 and 5 depict the behaviors of the bound in (15)
with respect to the standard deviation of the shadowingσ,
and the mean Rayleigh fading∆, respectively, forR0 = 4. It
is observed that while the degradation in the outage probability
with respect to the mean Rayleigh fading is close to a linear
behavior, the degradation with respect to the shadowing is



non-linear. This is because, as mentioned in Section III-A,
(11)-(15) scale linearly with respect to∆ and exponentially
with respect toσ2. Figs. 6 and 7 show the behavior of the
minimum secrecy capacity,Smin

e , with respect to the standard
deviation of the shadowingσ and the mean Rayleigh fading
∆, respectively forR0 = 4.
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Fig. 4. Maximum outage probability (in (15)) with respect tothe standard
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V. CONCLUSION

We computed the primary exclusive region (PER) and the
secrecy capacity at a primary receiver in a cognitive radio
network. We also studied the effect of secrecy capacity on the
PER. We showed that shadowing and fading can degrade the
PER by about 40% and the secrecy capacity by about 70%.
Our approach can also be extended to study cognitive networks
with power control and to systems with Ricean fading.
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