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Abstract—In this paper, we compute the primary exclusive capacity of the channel between the source and destination
region (PER) and the secrecy capacity at a primary receiveri  and that between the source and eavesdropper. Wyner [5]
a fading cognitive radio network. We consider Rayleigh fadig st showed that positive secrecy capacity can be achieved

and log-normal shadowing. We also study the effect of secrgc . .
capacitgy on the PER. Wegshow that |og_nyorma| shadowing ;’]d without having a secret key of larger entropy than that of the

Rayleigh fading can degrade the PER by about 40% and the Message. Gopakt al extended Wyner's [5] work for fading
secrecy capacity by about 70%. wireless channels [6]. Tekin and Yener[7] studied multiple
KQ/\Nords — Cognitive Radio Networks, Secrecy capacity, Primarysource_deSt!nat!on pa_lrs and co-operatlve jamming. thl
: . source-destination pairs was considered and the sum gecrec
Exclusive Region. . L
capacity of the network was maximized.
This is the first attempt to compute the secrecy capacity

|. INTRODUCTION of a cognitive network to the best of our knowledge. In this

The developments in software defined radio (SDR) [Haper, we extend the approach by &ftal in [3] to first obtain
and cognitive radio networks [2] is expected to result in tHé€ PER of cognitive radio networks operating on a fading
paradigm of users sharing spectrums on an opportunistis.ba¥ireless channel. We then extend the expressions obtamed i
Users belonging to one network sense spectrum opportsinitié] to obtain the secrecy capacity of a fading cognitive Veiss
in another network and contend for the unused spectrumngtwork. We show that for a cognitive network with Rayleigh
this second network. The users thereby become “secondaryfading and log-normal shadowing, the PER can degrade by
“cognitive” users in the second network. Users that oritijna about 40% and the secrecy capacity can degrade by about 70%
subscribed to the second network are called “primary useréhen compared to a system without shadowing and fading.
The combined interference from all secondary transmiters The rest of the paper is organized as follows. In Section
a primary receiver degrades the maximum throughput tHatwe present the system model. In Sections IlI-A and IiI-B,
can be obtained by a primary receiver and vice-versa. W§ present the analysis for the PER and the secrecy capacity,
et al obtained expressions for the primary exclusive regidigspectively. In Section 1V, we present the numerical ftssul
(PER) for a primary transmitter in a cognitive radio networRnd discussion. Section V presents the conclusions.
without fading [3]. The PER was obtained for a channel
with no fading. In [4], Vuet al also extended their solution Il. SYSTEM MODEL

in [3] to obtain upper and lower bounds on the maximum Consider a cognitive radio network with primary and sec-
capacity that can be obtained by a cognitive receiver. Bhdary/cognitive usefsas shown in Fig. 1. In Fig. 1, the
addition to capacity, secrecy is another key performanctefa radius R, is the transmission range of a primary transmitter,
that characterizes a cognitive wireless network. The notighat defines the primary exclusive region or primary exeisi
of information theoretic secrecy capacity unifies both éhegadius (PER) and, is the radius of the protected band which
factors. defines the region where cognitive transmitters are noielib
Secrecy capacity was studied for systems with key-leshis system model was also considered in [3] and [4]. As in
security. A system typically consists of a source (or a #ang] and [4], we consider a network with fixed node densities
mitter), a destination (or a receiver) and an eavesdrofiier. and a circular network with radiug. We make the following
source transmits information which is received both by th&ynsiderations and assumptions in our analysis (see Fig. 1)

receiver_and the eavesdropper. Secrecy capacity_ is roughly There arem primary andn cognitive/secondary users.
the maximum rate at which the source can transmit such that 4 antire network is a circular region of radils We

the bit error rate (BER) at the destination approaches zero then present our results With — .

while that at the eavesdropper approaches 1/2. For soms, case, Each primary receiver is within a radius & from the
the secrecy capacity is the difference between the Shannon corresponding primary transmitter

This work was funded by a research grant from NSF CAREER and « Ina Clr_CUIar region of radius, cel_"ntered at any_prlmary
U. S. Army transmitter, there are no other primary transmitters.
IHenceforth, throughout the paper, the term “fading” intisaRayleigh
fading and the term “shadowing” indicates log-normal shédg unless 2Henceforth, throughout the paper, the terms “secondamsiiaad “cogni-
explicitly mentioned otherwise. tive users” will be used interchangeably unless explicitigntioned otherwise.



» There is guard band, such that for any primary trans-whereW is the system bandwidth. The Slﬁ;(f) is then given
mitter, the nearest cognitive transmitter is at a distancelay
leastRy + €. _ S

« The cognitive transmitters are uniformly distributed ile th 7 = ﬁ, 2)
network with density\. users per unit area. oW+ I+ 1L

o The primary transmitters are uniformly distributed in thevhere

network with density\,, users per unit area. N2 N2 —

. Each cognitive receiver is at a distance of at least Sii =Py (51(,”)) (Gz(,”)) (d;(,”)) ; ©))
from cognitive transmittek (k # 7).

« The signal from any transmitter to any receiver undergoes m 5 a
Rayleigh fading with mear, log-normal shadowing and I, = Z P ( ’“”) ( g)’“”) (dé’“')) , (4)

distance attenuation with path loss exponent,

« The positions of all the transmitters and receivers and the
channel conditions between any pair of transmitters a@d
receivers are statistically independent of each other. n .2 .2 N —a

« Primary transmitters transmit at a fixed powgs and .= P (5?”) (GE”)) (d&”’) , ®)
cognitive transmitters at a fixed powérand P < F,. j=1

« The channel introduces additive white Gaussian noise N2
with power spectral density (psdNo. In (3), (4) and (5), (5(]“)) is the Rayleigh fading term

from the kt" primary transmitter to thé'” primary receiver,

(5(”)) is the Rayleigh fading term from thg” cognitive

k#L

transmitter to the’” primary receiver,((}fg’“"'))2 is the log-
normal shadowing term from thé” primary transmitter to the
it" primary receiver,(GEji))2 is the log-normal shadowing
term from thej* cognitive transmitter to thé" primary re-
ceiver,dz(,ki) is the distance between th€" primary transmitter

and theit" primary receiver and" is the distance between
the jt* cognmve transmltter and thé!” primary receiver.

G(’“)) and (G(”)) are of the forml0~% V k, j, where

¢ ~N(0,0?) [8]. For analytical simplicity and convenience
in following the analysis, we consider the interference to a
primary receiver 1 without loss of generality (WLOG).

A. Evaluation of the Primary Exclusive Region

As in [3], the outage is defined as the event that the capacity
- _ of the channel between primary transmitter 1 and primary
o Primary Transmitters & Cognitive Transmitters receiver 1 is below a specified threshalg,". It is desired that
o Primary Receivers b Cognitive Receivers . = .
the probability of outage be less than a pre-specified gyanti

Fig. 1. A cognitive radio network with primary and secondeognitive f. Hence, it is essential to evaluate the valuerf and €p

transmitters and receivefg, is the primary exclusive region (PER) angl is such that
the guard band between a primary receiver and a cognitiasrtrdter/receiver.

Pr{C, < C}!'} < 8, (6)

where C, = C]SI) and the super-scriptl) is dropped for
convenience. The maximum value Bf satisfying (6) is called
the PER.
We first present the analysis to evaluate the PER for aln order to evaluate the outage probability in (6), it is
cognitive radio network with fading and shadowing in adiiti essential to obtain the average interferedé,] and E[I.].
to distance attenuation in Section IlI-A. We then use theesams in [3], the positions of the cognitive transmitters are
to derive bounds on the secrecy capacity, in Section IlI-B. uniformly distributed in in the annular regiofRy + €,, R).
The Shannon capamt@m , of the wireless channel betweenin order to obtain the expression f@f[I.], we modell,. as
the i*" primary transmitter and'* primary receiver can be a log-normal random variable of the for —1—o°, where
obtained from the signal-to-interference ratio (SIR,§, ,as  Q, ~N(tne,02,). Each term in the summation in the right
, , hand side of (5) is a log-normally distributed random vagab
C{) = Wlog, (1 + %21)) ; (1) when conditioned on the position of the cognitive transenitt

IIl. EVALUATION OF THE PERAND THE SECRECY
CAPACITY



and the Rayleigh fading term. Thus, each term irgvthe sumniehe R, that maximizesE[I,] + E[I.] but keep the expression
tion on the right hand side of (5) is of the fortd—1 where in (15) less tharj is the PER.

& ~N(uj,0?), wherep; is given by It is observed from_(l_l)—(15) that the mean irjterferepce
) E[I.] and E[I,] are similar to the expressions in [3] (in
i = 101logy, [(dgj))—a] + 10108, [(5?)) } 7 (7) Which a wireless channel without fading and shadowing was
considered), except that they are scaled by a fatsior® 7.

Therefore, we observe that the Rayleigh fading term degrade

() _ () @) _— 00 _cCring
\(’)Vr:(.:‘t:ggc 'n;e i;e 'r?tr(]a(rifgien;e ‘.lc célylrgtéziosrua?r;;mats the SIR by a linear factor while the log-normal shadowing
' S! ! IS u primarr degrades the SIR exponentially.

The sum of log-normal random variables can be approximate
to be a log-normal random variable using Fenton’s method [9] ) _
The meanu,,. and variance2,, by applying the approximation B. Evaluation of the Secrecy Capacity
in [9] can then be obtained as In order to evaluate the secrecy capacity, we assume that the
w202 eavesdropper is passive and is one of the secondary rexeiver
o2, = im <1 + :) 7 (8) The reason for this is that we assume that the network has
a? n some mechanism to integrity protect the primary users and
hence, any passive eavesdropper can only be a secondary user

and . : ) . o
) ) The other assumptions in Section Il also hold in addition to
_ a (Un —g ) 1 the assumption made in this sub-section.
Pne = pj + ———= — =In n. 9) ump " :
2 a Consider a cognitive user who is also an eavesdropper.

In (8) and (9).a — In10 |, obtaining the expressions in (B)WLOG let the main channel be the channel between primary

10 I I I
and (9), we assumed as in [3] that each term in the right hatrrlgnsmltter 1 and receiver 1. The eavesdropper receives the

side of the summation in (5) are independent and identically nal from the primary transmitter and interference from

. . . - other primary transmitters and cognitive transmitterst
distributed (i. i. d).E[I.] can then be obtained by evaluatln%e thep SIR ):axperienced by the gavesdropper The c?‘;epacity
the mean of the log-normally distributed random varialdle, '

of the channel between the primary transmitter 1 and the

as ) eavesdropper b€. Similar to (1),Cs can be written as
— 2 2
E[IC] = nexp{—aun + 5@ Un}, (10) Cs — W10g2 (1 + ’Yc) , (16)
which, from (8) and (9) can be written as where, similar to (2)5. can be written as
1,2 2 N\ T S,
E[I.] = nAez% 7 E | (dU? } . 11 = — 17
[£e] {( ) (1) YT NW A, 1 &

i\~ . . where S, is the received signal at the eavesdropper from the
The term& (dﬁj )) J in (11) was evaluated in [3]. Her'Ce’primary transmitter 1fp is the interference experienced at
using the results in [3], the mean interference from all éogrthe eavesdropper due to other primary transmitters fanid
tive users to a primary use[/.], can be obtained as the interference experienced by the eavesdropper due to the
L. (R drdd cognitive transmitters. The expressions &y, I, and . are
E[I.] = A\ Ae2?? / =, (12) similar to the ones in (3), (4) and (5), respectively.

Ro+e, (1% + R — 2rRocost) ? The secrecy capacity of the primary receiv&i“,’), is then

where, (r, 6) denotes the location of the cognitive transmitte§iven by
in polar co-ordinates, which is uniformly distributed ineth s — o — .. (18)
annular region( Ry + €y, R). Fora = 4, (12) was obtained in ¢ b
closed form in [3] as The position of the primary receiver and the eavesdropper

are statistically independent of each other. Also, the &ghl
(13) fading and the log-normal shadowing experienced by the
primary receiver and the eavesdropper from all transrsitter
are statistically independent of each other as mentioned in
Section Il. Hence, the minimum secrecy capacif§f:* can
be written as

(Ro + GP)Q Rr?

ECR eGP (B - R

Similarly, the mean interference to a primary receiver frain
primary transmittersE[I,], can be evaluated by replaciag
by Ry and A. by A, in (12) and (13). From (1) and (2),

S™in — min C), — max Cl, 19
Pr{C, <Cl'} < Pr{l,+1. >v}, (14) ¢ b (19)
. where the minimum and maximum are with respect to the
cth - . . . .
wherev = PyR;® o 1 — NoW. As in [3], (14) mterfer_ence experienced and the dlsta_nges from the pyimar
) . /. . transmitter. In order to compute the minimum and the max-
can be written using Markoff's inequality [10] as imum mean interference, the bounds provided in [4] for the

E
Pr{C, < C}!'} < [

L)) + E[I.] system with no fading and log-normal shadowing has to be
» (15) extended for the system with shadowing and fading. Using the



arguments in Section llI-A, we see that these bounds can be
obtained by scaling the bounds in [4] by a factorfz*o" oof o Shadouine e o 1
It is observed that the minimum secrecy capacity will be 08l With Shadowing and Fading
experienced by the primary receiver when it is located &sth
from the transmitter and the eavesdropper is located as near
to the transmitter as possible. This scenario occurs when th
primary receiver is at a distande, and the eavesdropper is
at a distanceR; + ¢,. Following the argument in [4]C7"" is
given by

o
3
T
I

o
o
T
I

Maximum Outage Probability
) )
> o
T T
i i

o
w
T
I

Cmin = W log (1+ Poly " ) (20)
P 2 NoW + E[L,] + E[I.] )’
where E[I,] and E[I.] are obtained as in Section IlI-A. o
For a« = 4, the expression in (13) is used. Far # 4, : N Primary Excusive Radiss, R, ° s 1
E[I,] and E[I.] are replaced by their upper bountE[,[c]UB
and E[I,,]UB, respectiverE[Ic]UB for the fading cognitive Fig. 2. Maximum outage probability (specified in (15)) witspect to the
nAet\lNcgrlg is obtained by scaling the expression in [4] by adact"ER fio: for & =L ando =8 dB.
ez? 7 as

'
\
\
\

E[L

a—2 (R+ R())O(*Q 40% |n the PER

Fig. 3 shows the variation of the minimum secrecy capacity,
E[Ip]UB is obtained by replacing.. by \,, P by P, ande, S in (19) for various values oRRy. It is observed again

]UB B Ae%a2g—22ﬂ_>\cp < 1 1 ) 1) the PER is 6 units, thus resulting in a degradation of about
o oa—2 €p '

by Ry in (21). C™** can be obtained as that shadowing and fading play significant roles in degrgdin
the secrecy capacity. Fa?, = 4, the secrecy capacity for a
Cmar — Wiog, [ 1+ Po (Ro+¢p) " . (22) Primary user without shadowing and fading is about 75 Kbps,
° NoW + E[I.]LB + E[1,]LB whereas, with shadowing and fading, the secrecy capacity is

LB . . about 20 Kbps, resulting in a degradation of about 73%. It is
In the above E[I.]-" can be obtained by scaling the expresalso observed that for an outage threshold of ®g,= 10

sion in [4] by a factorAez¢**” as without shadowing and fading anfly = 6 with shadowing
A %“2"2P>\C A and fading. However, if an additional constraint&jf*” = 50
BB = A¢ / < a(f;) Kbps is imposed, therz, = 4 without shadowing and fading,
@~ p and Ry = 2 with shadowing and fading. Thus the additional
3 Ala) o (23) constraint on secrecy further impacts the PER.
(QRO + Ep)a72 RQ*Q 7 500

T T T
—-&— Without Shadowing and Fading

where A (Oé) is g iven by § —— With Shadowing and Fading ||

450

Ala) = /% cos® 2 (¢)dg. (24) I

jus 350
2

(Kbps)

E[I,)-B can be obtained by replacig by P, A. by A, and £
€p by Ry in (23)

250

200

Secrecy Capacity, S

IV. RESULTS ANDDISCUSSION

For numerical computations we consider a system with an
infinite area, i. e.,R — oo. We first present the results for
the maximum value of the outage probability with respect —
to Ry and then present the results for the secrecy capacity. o, 3 T 2
We consider the following values as in [3] for the various Frmay BxcuseReqen B
parameterso = 4, . = 1, )‘1’ =2, €p = 2, =3, =2 Fig. 3. Secrecy Capacity§™" (specified in (19)) with respect to the PER,
P=1,W =5 MHz, C]’;h =2 Mbps,A=1andoc =8dB R, forA=1ando =8 dB.

[8].

Fig. 2 presents the bound specified in (15) for the outageFigs. 4 and 5 depict the behaviors of the bound in (15)
probability for various values ofz,. It is observed that the with respect to the standard deviation of the shadowing
shadowing and the Rayleigh fading play a significant role #ind the mean Rayleigh fading, respectively, forky = 4. It
degrading the outage probability, and hence, the PER. kswobserved that while the degradation in the outage prdibabi
example, for an outage probability of 0.2, the PER withouwtith respect to the mean Rayleigh fading is close to a linear
shadowing is 10 units whereas, with shadowing and fadingghavior, the degradation with respect to the shadowing is

150
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non-linear. This is because, as mentioned in Section IlI-A, %
(11)-(15) scale linearly with respect th and exponentially 8r 1
with respect too?. Figs. 6 and 7 show the behavior of the 161 1
minimum secrecy capacity", with respect to the standard
deviation of the shadowing and the mean Rayleigh fading

A, respectively forRy = 4.

Maximum Outage Probability
° o o o o o o o
N w IS o > S © ©
T T T T T T T T
i i i i i i i i

o
[
T
I

1 1 1 1 1
7 8 9 10 11 12 13 14 15
Standard deviation of the log-normal shadowing, o (dB)

o

Fig. 4.
deviation of the log-normal shadowing, for A =1 and Ry = 4.
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Mean Rayleigh fading, A

Fig. 5.
Rayleigh fadingA, for o = 8 dB and Ry = 4.

V. CONCLUSION

Maximum outage probability (in (15)) with respectth® standard

Maximum outage probability (in (15)) with respect ttee mean

Fig.

"" (Kbps)
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Secrecy Capacity,
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9 10 11 12
Standard deviation of the log—normal shadowing, o (dB)

6. Secrecy CapacityS7**™ (in (19)) with respect to the standard

deviation of the log-normal shadowing, for A =1 and Ry = 4.
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Fig. 7. Secrecy Capacity*™ (in (19)) with respect to the mean Rayleigh
fading, A, for 0 = 8 dB and Ry = 4.
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We computed the primary exclusive region (PER) and the
secrecy capacity at a primary receiver in a cognitive radi®!

network. We also studied the effect of secrecy capacity en thq
PER. We showed that shadowing and fading can degrade the

PER by about 40% and the secrecy capacity by about 70%()). o baility Models. Acadermic P 2003
Our approach can also be extended to study cognitive neswoke) S: RossProbability Models, Academic Press, 2003.

with power control and to systems with Ricean fading.
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