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Abstract—We discuss malicious interference based denial of
service (DoS) attacks in multi-band covert timing networks using
an adversarial game theoretic approach. A covert timing network
operating on a set of multiple spectrum bands is considered.
Each band has an associated utility which represents the critical
nature of the covert data transmitted in the band. A malicious
attacker wishes to cause a DoS attack by sensing and creating
malicious interference on some or all of the bands. The covert
timing network deploys camouflaging resources to appropriately
defend the spectrum bands. A two tier game theoretic approach is
proposed to model this scenario. The first tier of the game is the
sensing game in which, the covert timing network determines
the amount of camouflaging resources to be deployed in each
band and the malicious attacker determines the optimal sensing
resources to be deployed in each band. In the second tier of the
game, the malicious attacker determines the optimal transmit
powers on each spectral band it chooses to attack. We prove the
existence of Nash equilibriums for the games. We compare the
performance of our proposed game theoretic mechanism with
that of other well known heuristic mechanisms and demonstrate
the effectiveness of the proposed approach.

Index Terms — Tactical covert network, attack, defense, adversarial

game, pricing, Nash equilibrium.

I. INTRODUCTION

Covert channels [1] refer to transfer of information in
a stealthy manner by hiding the communication as an un-
derlay to another application like voice over internet proto-
col (VoIP), file transfer protocol (FTP), hyper-text transfer
protocol (HTTP), etc. The stealth in data transfer can be
achieved by deploying covert storage channels [2], [3] where
the transmitter modifies certain bits in the headers of packets
or modifies certain data in some memory locations to convey
information to the receiver. Another means of covert data
transfer is the timing channel [4]-[8] (and the references
therein), in which a transmitter transmits covert information by
modifying the inter-packet delays of the overlay application.
As an example, transmitters could delay overlay packets by
an amount of time, ¢; to transmit a covert “one” bit and a
time amount, ¢y, to transmit a covert “zero” bit. Depending on
the overlay application, the performance of the covert timing
channel can be enhanced.

Capacity analysis of covert timing channels is presented in
[4], where bounds are provided for the achievable capacity.
This was extended by Wang and Lee [5] to include the syn-
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chronization overheads. Transfer of covert information using
arrival times in queues is presented in [6]. In [7], Wagner and
Anantharam consider the exponential service timing channel
(ESTC) and compute the zero reliability rate and propose a
distance metric to achieve bounds on the probability of error.
Additional references on covert timing channels can be found
in [8].

A major threat against wireless multi-band covert timing
networks is the jamming based denial of service (DoS) attack.
In order to effect such a DoS attack, a malicious attacker acts
in two steps. In the first step, called the sensing step, the at-
tacker senses each band to detect anomalies in the time delays
between packets. Upon successful detection of anomalies cor-
responding to covert communication in a spectrum band, the
attacker jams the band in the second step called the jamming
step. The transmitter and the receiver of the covert timing
channel can then switch the frequency of operation. The recent
developments in cognitive radio enabled dynamic spectrum
access (DSA) networks [9] enables the implementation of such
a system. The effectiveness can further be enhanced when, in
addition to the flexibility provided by DSA, the other nodes
in the covert timing network camouflage the covert timing
communication by conducting auxiliary communications.

In order to illustrate this, we present the results of experi-
ments conducted by implementing a cognitive radio prototype
based on a software abstraction layer over off-the-shelf IEEE
802.11 a/b/g supported by Atheros hardware chip sets. The
details of the test bed implementation can be found in [8]. To
illustrate the difference between normal data traffic and covert
timing data traffic, we conducted two experiments: (i) standard
FTP communication without any underlay covert timing data
and (i) FTP with underlay covert timing traffic. Fig. 1
presents the packet count distribution at various inter-arrival
time intervals for a single-transmitter-single-receiver system
in the absence of underlay timing channel. It is observed that
the packet count resembles a Gaussian distribution. We then
introduce the underlay covert timing communication in the
testbed and sniff the inter-arrival timing of the packets in
the network. In order to effect covert timing communication,
packets are transmitted with two distinct inter-packet delays.
Fig. 2 presents the packet count distribution in the presence of
underlay covert timing communication. Two distinct Gaussian-
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like distributions are observed. Thus, it is inferred that sensing
the inter-arrival time of the packets in the network can reveal
the existence of a covert timing channel in the network.

600

a

=}

3
T
L

S

S

S
T
L

N
S
3

Packet count in the network

100

100 120

20 40 60 80
Inter-arrival time of the packets (ms.)

Fig. 1. Packet count distribution for different inter-packet time delays in
a single-transmitter-single-receiver system with no underlay covert timing
traffic.
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Fig. 2. Packet count distribution for different inter-packet time delays in a
single-transmitter-single-receiver system with underlay covert timing traffic.

We then deploy multiple transmitters and receivers commu-
nicating in separate spectrum bands (e.g., for the illustration
considered here, we use 2.462 GHz and 5.28 GHz bands).
One of the transmit-receive pairs share a covert timing channel
and the other communications are auxiliary communications to
camouflage the timing channel. Fig. 3 presents the distribution
of the packet count when 5 camouflaging auxiliary commu-
nications are deployed. It is observed that the distribution is
similar to the case when no underlay covert timing channel
is present. Thus, it is difficult for the attacker to detect the
presence of timing anomalies when the covert timing channel
is camouflaged by auxiliary communications.

Sarkar et al [10] presented an information concealing game
to model jamming in multi-band networks, when the attacker
has more information about the spectrum bands than the
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Fig. 3. Packet count distribution for different inter-packet time delays as

observed by an attacker in a sensing window of 1 second in the presence of
5 auxiliary communications.

defending nodes. The defending nodes did not have a means
of preventing the attacker from learning about the network. In
multi-band covert timing networks considered here, the tactical
covert network and the attacker have the same information
about the spectrum bands. Moreover, the covert timing net-
work can deploy camouflaging resources to prevent the covert
communication from being detected by the attacker. In [8],
we studied the DoS in DSA based multi-band covert timing
networks with a single point of attack. The attacker senses the
spectrum bands and the covert timing network deploys cam-
ouflaging resources in the form of auxiliary communications
in the different spectrum bands. After sensing the spectrum
bands, the attacker attacks at most one of the spectrum bands
by transmitting spurious signals. This attack-defense scenario
was modeled as a two-tier game namely sensing and jamming
game.

In this paper, we present the more generalized multi-point
attack scenario. We extend our model in [8] to study the
problem in which an attacker can jam multiple spectrum bands
in the system. We determine the Nash equilibriums of the
sensing and jamming games. In the sensing game, the Nash
equilibrium is the optimal allocation of the attacker’s sens-
ing resources and the covert timing network’s camouflaging
resources in each spectrum band. In the jamming game the
Nash equilibrium is the optimal transmit power used by the
attacker on each spectrum band and the optimal probability of
attacking each spectrum band. We compare the performance
of the proposed game theoretic approach with that of other
well known heuristics to demonstrate the effectiveness of the
proposed mechanism.

While the analysis presented in this paper is valid for
any system using multiple spectrum bands, it is particularly
applicable to DSA networks. This is because in most networks
using multiple spectrum bands, there are network specific
policies and policing mechanisms that prevent the kind of
attacks discussed in this paper. However, the flexibility pro-
vided by DSA (in admitting users from different heterogeneous
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networks) inherently prevents the use of network specific
policies and hence makes DoS attacks as those discussed in
this paper, easier to effect.

The rest of the paper is organized as follows. The system
model is presented in Section II. We describe the game
theoretic model and the related analysis in Section III. The
numerical results are presented in Section IV. Conclusions are
drawn in Section V.

II. SYSTEM MODEL

Consider a covert timing working on a set of [V bands, spec-
ified by N ={1,2,---, N}. A malicious agent or an attacker
senses some or all of the NV spectrum bands and decides to
attack a subset A of size S < § < N bands, specified by
A ={i1,i2,---,ig} CN. S refers to the maximum number
of bands that the attacker can attack. Each spectrum band has
a utility associated with it, which indicates the critical nature
of the covert timing communication in the band. The network
deploys camouflaging resources in some or all of the spectrum
bands to protect the underlay covert timing communication in
the band. The camouflaging resources could be the amount of
time the covert timing network uses auxiliary communications
in a frame. Alternatively, the camouflaging resources could
also be the number of auxiliary communications assisting the
covert communication. Thus, the network can deploy only a
finite amount of camouflaging resources. The attacker first
senses a subset of the N spectrum bands in order to detect
the presence of information. In order to sense the spectrum
band, the attacker deploys sensing resources. The sensing
resources could be the number of time slots the attacker would
spend sensing each spectrum band in a frame and hence, the
total sensing resources available to the attacker is finite. Upon
sensing the bands, the attacker determines the subset A of
bands which it shall attack. The attacker also determines the
optimal power it needs to spend on each band in A in order
to successfully launch an attack.

We model the above scenario as a two-tier game. In the
first tier of the game (called the sensing game), the objective
is to determine the sensing resource the attacker deploys in
each spectrum band and the camouflaging/protective resource
the covert timing network deploys on each band. This is done
by modeling the sensing game as a zero sum game played
by the covert timing network and the attacker. In the second
tier of the game (called the jamming game), the objective is
to determine the optimal transmit powers the attacker uses on
each spectrum band it decides to attack. It is also essential
to determine the optimal probabilities with which the attacker
chooses to attack each spectrum band. In order to determine
the optimal transmit powers and attack probabilities on each
band, the jamming game is modeled as a non-zero sum game
where the attacker acts as virtual players (one corresponding
to each spectrum band in the set A).

The sensing and jamming stages are decoupled in the
analysis. This is because, wireless devices operate in half-
duplex mode, i.e., at any instant of time, wireless devices can
act as transmitters or receivers but cannot transmit as well as

receive at the same time. Therefore, the malicious attacker,
which is a wireless node, can act as a receiver to perform the
sensing or act as a transmitter to effect jamming on a spectrum
band. Thus, in practice, it would not be possible to couple the
sensing and the jamming stages. However, it is of interest to
provide a two-tier game framework to model the inter-play
between the two stages. We make the following assumptions
to carry out the game theoretic analysis.

o The network deploys camouflaging resource M; in the
it" spectrum band, 1 <i < N.

o The total camouflaging resources available to the network
is M.

o The attacker deploys sensing resource s; on spectrum
band, 7.

« The total sensing resources that can be deployed by the
attacker is s

III. GAME THEORETIC ANALYSIS

The covert timing network deploys camouflaging resource,
M;, in band ¢ and the attacker deploys sensing resource, s;,
in band 7. After successful sensing, the attacker attacks band
1 with probability, 7; and power, P;. We describe the sensing
game in Section III-A and the jamming game in Section III-B.

A. Sensing Game

The " spectrum band has an associated utility, U;, which
denotes the critical nature of the covert timing data transmitted
in the 7" band. As an example, if there is covert communi-
cation on band ¢, then U; can be written as [4]

H(qj0)—H(q;1)
U= f (ln (1 + 27 Gitae! )

(1 —qjo)H(qj1) — leH(Qjo))
gj1 +qjo— 1 ’

+ ey
where H (x) is the entropy of the output of a binary symmetric
channel (BSC) with bit error rate (BER), z, f(a) is an
increasing, concave function of «, gjo is the probability that
the j*" transmitted bit is received as a “one” when a “zero” is
transmitted and ¢;; is the probability that the 4" transmitted
bit is received as a “zero” when a “one” is transmitted.

The probability of successful detection of the covert com-
munication in band ¢ depends on the sensing resource, s;,
deployed by the attacker and the camouflaging resource, M,
deployed by the covert timing network. In order to model the
inter-play between s;, M; and p;, we use the dose-response-
immunity model [11] which is explained as follows.

Let the ability of a drug to destroy a disease be X and let
X5 denote the immunity parameter of the subject to the drug.
Let the event Y = 0 denote the survival of a subject when a
drug is used on the subject and let the event Y = 1 denote
the death. Let X = [ X, Xo |".Letg=[ % —B |
be the vector of regression parameters. The negative sign for
(2 indicates that the dose and the immunity act against each
other. If Pr{Y = 1} = p = 1 — Pr{Y = 0}, then, according
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to the dose-response-immunity model,

logit(p) = In (1p> _3

-Pp

Tx. )

In the sensing game, the sensing resources are analogous
to the dose of the drug and the camouflaging resources are
analogous to the immunity. The event ¥ = 1 (death of
the subject in the dose-response-immunity model) models the
successful detection of covert communication and ¥ = 0
(i. e., survival of the subject) models the failure of the
attacker to detect the covert communication in the band. Then,
X = [ In(s;) In(M;) ]T. Hence, from the dose-response-
immunity model the probability of successfully detecting the
communication in band ¢, p;, can be obtained from (2) as

B1
53

T 3)

pi =

The probability p; should satisfy the following properties

1) When the attacker deploys no sensing resources in a
spectrum band, it will be unable to detect the covert
communication in the band. Thus, s; = 0 should result
in Pi = 0.

2) When the covert timing network deploys no camouflag-
ing resources in a band, the attacker will be able to detect
the presence of covert communication with probability
1. Thus M; = 0 should result in p; = 1.

The expression for p; in (3) satisfies the properties mentioned
above. As an example, let the attacker perform the sensing
according to a Poisson process, X1, of rate, s;, in the spectrum
band :. Similarly, let the network deploy auxiliary communnni-
cations at a time X5, which is exponentially distributed with
rate M;. The attacker detects the covert communication suc-
cessfully if the covert network deploys camouflaging resources
after the attacker begins to sense. Thus, the sensing resource
and camouflaging resources used in a band are the rate at
which the attacker senses the band and that at which the
network defends the band, respectively. Then the probability
that the attacker successfully detects the covert communication
in band ¢, p;, is p; = Pr{X; < Xo} = éliMl , which can be
obtained from (3) when 3; = B = 1.

In general, the values 3; and (35 in (3) denote the attacker’s
anomaly detection capability and the covert timing network’s
camouflaging capability, respectively. If the attacker uses more
accurate detecting mechanisms, it results in a larger (.
Similarly, a covert timing network with better strategies for
auxiliary communications represents a higher value of [s.
The scenario 31 > (2 represents a relatively less effective
camouflaging capability of the covert timing network com-
pared to the accuracy of the attacker in detecting the timing
anomalies. J; = (2 represents equal ability for the attacker
and the camouflaging network.

The net utility obtained by the attacker by sensing band 1,
which is also the net impact experienced by the covert timing

network if the attacker attacks band ¢, F;, can be written as

s
E,=Upi=U| 5——5 |- (4)
P Sfl +Mf2

The expected impact on the covert timing network can then
be written as

5?1
E:ZEi,:ZUi <851+Miﬁ2>. (5

i€A i€ A
The strategy for the covert timin7g network is the vector, M =
[ My My Ms My | and that for the attacker is
T
the vector, s = [ s1 s2 s3 sy | . Note that the
values of s; are zero for i ¢ A.

The optimal strategy of the attacker is the vector s that
solves the optimization problem

s
max Ui | ——— 6)
S’ACNieA sfl + MZ_B2 ’
subject to the constraints

D si<s ©
iEN
The utility for the covert timing network is the negative of
that of the attacker because the covert timing network loses
in the form of impact, whatever the attacker gains as utility
by jamming band ¢. Thus, the optimal strategy for the covert
timing network can be determined by solving the optimization
problem

B
S”
min max Ui | ——— 1, ®)
M s,AcNg4 ! (Sfl +Mf2>
subject to the constraints,
> M; <M. ©)
i

Lemma 3.1: The attacker obtains maximum utility only
when it uses all the sensing resources, i. e., constraint (7)
is met with equality.

Proof: Consider a strategy S = [ 51 §2 83 ---8n |,
where for any chosen subset A C NV of size S,5 =3, 4 8 <
s. Let ¢ = s — 5. Note that ¢ > 0. Let the utility obtained
by the attacker under strategy s be U. Consider the strategy
§=1[8 8 & ---5y |, where, for any subset A C N
of size S, 3, = 5; + %, Vi€ A. Note that ), 4 5; = s and

$; > 5;, V 1 and hence,
S (o
> Ui | ——— .
ieA 5?1 + Miﬂz

L
% ¥
S\ M

Thus, s is a sub-optimal strategy.
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Theorem 3.1: If 3A C N such that V i € A, E; >
>reaUi's A 2 M\A, |A| < S, then the attacker’s optimal
strategy is s =0, V k € A.

Proof: Let the attacker deploy a strategy s =
[5 8 8 -3y ] where 5 > 0, k € A Let

_A - . . .
5= <7 Sk- The utility obtained by the attacker under this

strategy is
= Z EZ + Z Ek

icA k€A
<Y Ei+) U (10)
icA ke A
Consider the strategy, § = [ §1 89 83 ---8n ]T where

$p =0V ke Aforsomei € A, 3, =5, +5and Vi € A,
it # 4/, § = §;. Thus the attacker deploys all its sensing
resources and hence, obeys Lemma 3.1. Let the impact on
band ¢ accordmg to this strategy be E;. Note that E; = E;,
VieA i+ and E; > Ey. The utility obtained by the
attacker for this strategy is

U = YesBi+Ey
L¢1
> ZIEAE +Zk€¢4 (11)
itil
> U.

In the above, the second step follows from the hypothesis
while the third follows from (10). Thus S is a sub-optimal
strategy for the attacker.

d

Each spectrum band in A specified in Theorem 3.1 represents
a spectrum band whose impact is much larger than the sum
of the utilities of another set of bands. Thus, the set of
bands in A denote a set of bands with highly critical covert
communication. These bands thus form the critical bands of
the covert timing network. Theorem 3.1 then signifies the
fact that the attacker perceives more benefits by deploying
all its sensing resources on critical spectrum bands instead of
distributing them over all the bands.

Following the argument provided in the proof of Lemma
3.1, the following lemma can be obtained.

Lemma 3.2: The covert timing network perceives minimum
impact only when it deploys all its camouflaging resources, i.
e., constraint (9) is met with equality.

Proof: Consider a strategy M =
[ M1 M2 M3 ~-MN ] where for any chosen subset
M = ZM < s Letx =M — M. Note that x > 0. Let
the utility obtained by the attacker under strategy M be U.
Consider the strategy M = [ My, M, Ms ---My },
where, M; = M; + % - Note that ST M; = M and M; > M;,

V ¢ and hence,

61
maXZU (51 —|—Mﬂ )

i€ A
It is noted that it is possible that the set A is empty. In this case, s; > 0,
Y 4.

< maxZU

€A

Thus, M is a sub-optimal strategy for the network.
O

Theorem 3.2: Let A and A be as defined in Theorem 3.1.
Then, the optimal strategy for the covert timing network results
in My =0V keA

Proof: : The proof follows by applying Lemma 3.2 and
is identical to the proof of Lemma 1 in [8].

O

Theorem 3.2 implies that the network must also deploy cam-
ouflaging resources only on the critical spectrum bands. After
identifying the set of bands that need to be camouflaged by
the covert timing network and sensed by the attacker, it is
essential to determine the optimal allocation of the sensing
and camouflaging resources among the bands in the set A.
Theorem 3.3 below provides the relation between the sensing
and jamming resource deployed in each band in A.
Theorem 3.3: The equilibrium for the zero-sum sensing
game occurs when ;—[ = I‘T}, Vie A
Proof: Let the equilibrium strategies be s = [s,], 4 and
M = [M,], 4 for the attacker and the network, respectively.
Thus s is a solution to the optimization problem (6) subject to
the constraints (7) with M = M. Similarly, M is a solution
to the optimization problem (8) subject to the constraints (9)
with s = s. From Lemmas 3.1 and 3.2, constraints (7) and
(9) are met with equality. Thus, writing the Lagrangian for
the equality constrained optimization problem specified by (6)
and (7) and applying the first order necessary conditions, we

obtain
2
<Sf L+ MY 2)
B B
§J 1 + Mj 2
Vi,j€ A. Similarly, writing the Lagrangian for the equality

constrained optimization problem specified by (8) and (9) and
applying the first order necessary conditions,

MﬁQ B1—1

L*’L

By (B1—1"
7‘7‘2*]'1

2
sP+ M MP s
g g = b1 1 (13)
§j1 +Mj2 sz §j1
Y i,j € A. From (12) and (13),
S; S
= =2 14
M, M. (14)

My M

Vi, je€ A. Applying the constraints (7) and (9) and Lemmas
3.1and 3.2 to (14), & = &, Vi€ A

a

Theorem 3.3 provides a means for adjusting the sensing and
camouflaging resources according to the varying utilities. In
other words, if the utility of a particular band changes, then
the sensing and camouflaging resources for that band are both
scaled by the same factor to obtain a new equilibrium point.
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B. Jamming Game

After sensing the spectrum bands and forming the subset A
of bands which the attacker decides to attack, the objective of
the jamming game is to determine the optimal transmit powers
on each spectrum band in order to successfully jam the band.
In order to formulate the jamming game, we list the following
details which we consider about the system, in addition to
those mentioned in Section II.

o The attacker attacks band i with probability 7; and

transmit power, P;.

« The attacker can spend a total power, P;,, in order to
attack the spectrum bands.

e In the " spectrum band, there is one intended
and n — 1 camouflaging transmitters correspond-
ing to a receiver. The channel gain vector h; =
[ hir hio his Bin ]T, where h;; denotes the
gain from the intended transmitter and h;s . . . h;, denote
the gain from the camouflaging transmitters.

o The gain from the attacker to the receiver is iLﬂ.

e The channel noise is additive white Gaussian noise
(AWGN) with noise power, W.

o The intended transmitter on the i** band transmits with
power e;; and the camouflaging transmitters transmit with
powers, €;2, €3, ..., €Ein.

o The SIR on the i*" band perceived at the receiver of
the covert timing communication due to the intended
transmitter of the covert timing communication is 7; and
that at the receiver of the covert timing communication
due to the attacker’s transmission is ;.

Successful jamming takes place when the attacker transmits at
power P; on band ¢ such that it results in ~; > 7; [12]. From
the definition of SIR in wireless networks [13], 7; and ~; can
be written as

ei1hi
T = (15)
W+ 3 €ihi
Pihiy
Vi = ' . (16)
! W+Zj;£1 eijhij

The jamming problem can be formulated as a non-cooperative
game between S virtual players. The strategy chosen by each
player is the power transmitted and the probability of attack
on each band. It is essential to define a utility function which
should be an increasing concave function of the strategy [14].
In order to limit the transmit power applied by the attacker
on each band, we also propose a penalty function which is an
increasing function of the transmit power and the probability
of attacking the band. With all these considerations, we define
the following net utility function, U*, in the i** band to be

Ui"Et =aln(l 4+ mE;) + Au(y; — ) In(y; — 7)) — pPmi, a7

where F; is given by (4), u(y) is the modified unit step
function, i. e.,

y>0

1
an={4 120 1s)

a > 0 and X\ > 0 are utility parameters and p > 0 is the
pricing parameter. The expression for the net utility, U**" in
(17) is derived based on the following considerations.

1) The attacker can jam band 7 successfully only when ~; >
Ti-

2) The attacker should obtain larger utility when the SIR,
v; 1s greater than 7; by a larger margin, i. e., the
information received from the attacker is much larger
than that received from the transmitter.

3) The utility should increase when the impact created
on the network increases and when the probability of
attacking the critical band is larger.

4) The penalty for transmitting higher power should be
more and that for attacking a band with higher prob-
ability should be more.

It is noted that the magnitude of A\ should be very small. This
is to assure that the attacker does not have much incentive
in transmitting exorbitantly large power. Also, the magnitude
of 1 should be very large so that the penalty for transmitting
larger powers is large.

With the above considerations, the Nash equilibrium strat-

egy for the jamming game can be obtained as the solution to
the following optimization problem

net — In(1 i E;
i S0 = Yo )
icA icA
/\u(% — 7—7,') ln(% — Ti) — ,U/Pﬂri, (19)
subject to the constraints
> P < Py, (20)
icA
d om<1 Q1)
icA
and
P,>0 Wi

In (19), P = [P],. 4 and m = [m;], 4-

The following theorem provides a sufficient condition for
existence of a Nash equilibrium for the jamming game speci-
fied by the optimization problem (19) subject to the constraints
(20)-(22).

Theorem 3.4: Let ¢; = v; — 7; and

(i 2 min Aa T E:
Hmaz = €A \ € ;1 1+E;)°

If 4 < fiymaqe, then a unique Nash equilibrium exists for the
jamming game specified by the optimization problem (19).

Proof: The objective function for the jamming game is
U<t specified by (17). The Hessian matrix for each term in
the objective function, H, is given by

(23)

p2unet  grymnet
9PZ " oPom
H= azU}wt H2pnet y (24)
37\'7‘, BPl (371'1z
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which, from (17), can be obtained as

2
A [
(vi—7i)? (Pi>

—p

—H
_ aEi2

H= (25)

From the above, the determinant of the Hessian matrix can be
written as

Aa T 2 Ez 2
wo0=(2) () e

which is positive if @ < finq, specified in (23). Note from
(25) that the trace of H is negative. Thus, when u < fimaz,
the Hessian matrix H is negative definite, and hence Uimt
(and, in turn, Zie i UZ-”“) is a concave function. Hence, the
optimization problem specified by (19) has a unique Nash
equilibrium [14].

(26)

|

Corollary 3.1: When ¢; — 0, V 4, the jamming game has a
unique Nash equilibrium.
Proof: When ¢; — 0, fijqrz — o0 and the condition
1 < fimaz in Theorem 3.4 is satisfied. This results in a unique
Nash equilibrium.

O

Although the condition in Theorem 3.4 provides an upper
bound on g to result in a Nash equilibrium, it still does not
ensure that the Nash equilibrium thus determined satisfies the
constraints (20)-(22). The following theorem provides another
upper bound and a lower bound on p that determines the value
of the unique Nash equilibrium that satisfies the constraints
(20)-(22).
Theorem 3.5: Let ¢; = ¢, V i and let € — 0. Let

hi E;
fomaz = min T2HZ 27
icA einhi
and
}Alil
aS.
Hmin é ZZGA cirhis . (28)

1
1 +Z¢EAE

Then V g € (Wmin, fbmaz), there exists a unique Nash
equilibrium for the jamming game that satisfies the constraints
(20)-(22).

Proof: The Lagrangian, £, for the constrained optimiza-
tion problem (19) subject to the constraints (20)-(22) can be
written as’

L= Zaln(l +mE;)+ Z)\ln(’yi - 7))+ ZuPﬂri
—(@® = P+Y P)—wn(f -1+ m), (29)

where 11 and v5 are the Lagrangian variables corresponding to
the constraints and «, (3 are slack variables to account for the

*In (29), ), indicates ) . _ ;. We omit this detail in (29) for simplicity.

inequality in the constraints. According to the Karush-Kuhn-
Tucker (KKT) conditions [15], it is essential to equate the
partial derivatives of £ with respect to P;, 7;, V1, Vs, a and
[ to zero in order to determine the Nash equilibrium.
The condition ¢; = € — 0, V ¢ yields
p, = Gl
hi1
The value of P; obtained above satisfies P; > 0 in (22). In
order to satisfy (20), only those bands, 7 € A are chosen that

satisfy
ihi
> Gliv — p,

i hil

(30)

(3D

In order to maximize the number of bands that can be attacked
and minimize the total transmit power of the attacker, the
attacker chooses the bands with the smallest vales of it
such that (31) is satisfied. Note that the choice of P; that
satisfies (31), also satisfies (20) with inequality and hence,
1 = 0. The condition in Theorem 3.4 results in v, = 0.
Thus, equating the partial derivative of £ with respect to 7 to
zero, using the fact that 1 = v5 = 0 and using the expression
for P; in (30), we obtain the optimal ; as
aﬁ,;l 1

w; = .
" peithan B

(32)

When p < pmae specified in (27), the constraint w; > 0
in (22). The condition p > sy, specified in (28) satisfies
the constraint (21). Thus, the Nash equilibrium satisfies the
constraints.

d

Remark 1: Since p is a parameter that can be modified
according to the network, one can choose p that satisfies the
condition provided in Theorem 3.5, and thus, obtain a unique
Nash equilibrium for the jamming game.

Remark 2: Note that, in order to apply Theorem 3.5, it
is essential that for the chosen set of bands i € A such
that fmae in (27)> pmsn in (28). It is observed that this is
satisfied if only one band is chosen. However, when multiple
bands are chosen, it may not be true in general. Then, among
the subset of bands chosen to determine the optimal P,
a smaller subset is chosen which satisfies pmin < Umaz-
This gives a means to determine the maximum number of
spectrum bands that can be attacked.

Remark 3: Note that 7; increases when " increases and ¢e;1
and E; are fixed. This means that the attacker is more likely
to attack the band in which it is “closer” to the receiver, than
the intended transmitter.

Remark 4: From (30) and (32), it is observed that for two
bands with the same impact (F;), the attacker is more likely
to attack the band in which it has to use lesser power.
Remark 5: From (32), it is also observed that between two
bands on which the attacker requires the same transmit power,
it is more likely to attack the one in which it can create more
impact.

h;
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IV. RESULTS AND DISCUSSION

We present the numerical results in two parts. The results
for the sensing game are first presented in Section I'V-A. Later,
Section IV-B present the results for the jamming game. We
consider the following numerical values in the computations.
The network has N = 25 spectrum bands [8] and the attacker
can attack at most S = 10 spectrum bands. The utility on
each band is taken to be uniformly distributed in the interval
[100, 500].

A. Sensing Game

As mentioned in Section III-A, we apply the dose-response-
immunity model to obtain the probability of successfully
detecting the covert communication in a spectrum band. We
consider equally capable sensing and camouflaging abilities
for the attacker and the covert timing network, respectively,
i. e., /1 = Ps. For the numerical computations, we consider
(1 = B2 = 1. Fig. 4 presents the expected impact on the covert
timing network with respect to the total available sensing
resources, s, for M = 150. In order to compare the proposed
game theoretic allocation of the sensing and camouflaging
resources, we consider two well known schemes- (i) the
equal allocation scheme where the sensing and camouflaging
resources are equally divided among all channels and (i7) the
adaptive proportional scheme where sensing and camouflaging

resources are allocated to the i*" band according to the ratio,
U;

2.

Uk

From Fig. 4, it is observed that the proposed game theoretic
scheme results in lesser average impact on the covert network
than the adaptive proportional and the uniform allocation
schemes. As an example, for s = 100, the expected im-
pact on the covert timing network caused by the proposed
scheme is about 1500 while that caused by the adaptive
proportional allocation scheme is about 2000 and that caused
by the uniform allocation scheme is about 2400. Thus, an
improvement of about 25% is achieved over the adaptive
proportional allocation scheme and an improvement of about
37.5% is achieved over the uniform allocation scheme. Similar
improvements can be observed in Fig. 5, which depicts the
results when the total sensing resources, s = 150, and the
total camouflaging resources, M, is varied.

B. Jamming Game

In order to perform the numerical computations for the
jamming game, we generate the channel gain vector, h; and
the channel gain hi1 from the attacker, using the Jake’s
propagation model [16]. We run 100000 Linux based simu-
lation experiments and present the results averaged over these
simulation experiments. Fig. 6 presents the average transmit
power for the attacker for varying values of the total sensing
resources, s, with M = 150. As in the sensing game, the
performance is compared with that of the adaptive proportional
and the equal resource allocation schemes. It is observed
that the average transmit power required by the attacker to
successfully jam the covert timing network is larger for the
proposed game theoretic scheme than that for the adaptive
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—*— Adaptive Proportional
—— Uniform

3000

2500

2000

1500

Impact on the Tactical Network, £ E‘

1000

500

0 I I I I I I I I I
0 20 40 60 80 100 120 140 160 180 200
Total Sensing Resources, s

Fig. 4. Expected impact on the covert timing network when M = 150 and
the utilities are uniformly distributed in [100, 500].
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Fig. 5. Expected impact on the covert timing network when the s = 150
and the utilities are uniformly distributed in [100, 500].

proportional and the equal resource allocation schemes. As an
example, for s = 100, the proposed game theoretic scheme
requires the attacker to transmit at an average power of about
-18.5 dBm while the adaptive proportional scheme results in
about -19.5 dBm and the equal allocation scheme results in
about -20 dBm. Thus the proposed scheme results in about
20% more average power than that of the adaptive proportional
scheme and about 30% additional power compared to the equal
allocation scheme. This is because, the conditions required for
Lmin < mae (mentioned in remark 1 in Section III-B) is
satisfied for fewer channels in the adaptive proportional and
the equal allocation schemes thus reducing the values of m;
and hence, the average power, ) . P;m;. Thus, the proposed
scheme not only reduces the impact on the covert timing
network but also forces the attacker to use larger average
transmit powers. Similar results can be observed for varying
M in Fig. 7.

From Figs. 6 and 7, it is observed that the average transmit
power decreases with increasing values of the total sensing
resources, s, and increases with increasing values of the total
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camouflaging resources, M. This is because, when s increases,
the impact on the covert timing covert network increases. From
(27), maz increases. This allows larger values of the pricing
parameter, , which, in turn, forces the attacker to transmit
at lower average powers. Similarly, increasing the value of
M reduces the impact on the covert timing network on each
spectrum band, thus reducing ji;,q, allowing smaller values
of w. This, in turn, results in larger average transmit power for
the attacker.

16 T
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—— Adaptive Proportional
—+— Uniform

Average Transmit Power (dBm)

_21 L L L L L L L L
20 40 60 80 100 120 140 160 180 200

Total Sensing resources, s

Fig. 6. Average transmit power for the attacker when M = 150 and the
utilities are uniformly distributed in [100, 500].

-18.5

—4&— Proposed
—#— Adaptive Proportional
—+— Uniform

-19.5

-20

-20.5

Average Transmit power (dBm)

-21.5 L L
50 100 150 200

Total Camouflaging Resources, M

Fig. 7. Average transmit power for the attacker when s = 150 and the

utilities are uniformly distributed in [100, 500].

V. CONCLUSION

We presented a two tier adversarial game theoretic approach
to study malicious interference based DoS attacks in multi-
band covert timing networks. Nash equilibrium strategies were
obtained for both the tierss of the game. The following key
inferences are drawn from the analysis presented in this paper.

« The attacker needs to deploy all its sensing resources only

on the critical bands.

o The covert timing network needs to deploy all its cam-

ouflaging resources only on the critical bands.

At the equilibrium point, the ratios between the sensing
and the camouflaging resources deployed in all the critical
bands are equal.

Between two bands with equal impact, the attacker is
more likely to attack the band in which it is required to
transmit at lesser power.

Between two bands in which it has to transmit equal
power, the attacker is more likely to attack the band which
perceives higher impact.

The proposed game theoretic scheme can result in about
25-40% reduced impact on the covert timing network
when compared to other well known heuristics.

The proposed game theoretic scheme results in about
20-30% increased transmit power for the attacker when
compared to other well known heuristic schemes.
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