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For the particular pricing functions discussed in this paper, it can
be shown that the scaling factor is 2 for the system with non-
linear pricing and 1 for the system with linear pricing. In other
words, it can be shown that the asymptotic secrecy capagity

is given by
+ . . . .
ax (1 i it 1 a plca
i = +
(40)
where .. = a ; ;. Thefactor of 2 for the nonlinear pricing

appears due to the choice of the pricing function. For different
choices of nonlinear pricing functions, one can obtain different
scaling factors.

V. CONCLUSION

Fig. 12. Optimal location of the eavesdropper to make the secrecy capacity o . . . .
the bottle-neck link 0, for the system with 20-MHz bandwidth and randomly f\Ne studied the optlmal IOg'Cal location of the eaveSdmpper

placed transmitters and receivers. in a multiterminal network. We obtained necessary and sufp-
cient conditions for the feasibility of the locations of the eaves-
dropper. We demonstrated the effectiveness of power control
in terms of the optimum locations of the eavesdropper. Power
control was shown to result either in infeasible locations for the

andrealifandonly ifi(G; 1) < A < G;,Y ,orinotherwords,
if G .« a ;G;andG i;G;,thend(G x 1)<

A < G . Similarly, (38) implies thatn .. = G ,,8 for the
system with linear pricing. The relation betwegrand G; is
obtained by substituting = A
(38).

eavesdropper. Alternatively, power control made eavesdropping
difbcult by requiring larger optimum gains from all the trans-

ax and using (26), (37), and mitters to the eavesdropper. It was observed that linear pricing

makes eavesdropping difpcult for systems with large bandwidth

Theorem 4.2 implies that asymptotically, the secrecy capacighile nonlinear pricing prohibits eavesdropping in systems with
of transmitbreceive pairdepends only on the relative channelow bandwidth. The results on bottle-neck links help in identi-
gains between transmitteand receiver and transmitter and fying the nodes that are most likely to be attacked and develop
the eavesdropper. This can be intuitively interpreted as followsechanisms to overcome the attack. We also studied the asymp-
As the number of transmitBreceive pairs approachthe in- totic secrecy capacity of multiterminal networks. We showed
terference experienced at all the receivers as well as the ea¥bat the absence of power control results in zero asymptotic se-
dropper become very large and hence, the relative SINRs at ¢iecy capacity for all the users while power control can result
receiver and eavesdropper depend only on the relative sigimapositive secrecy capacity for all the users. The extension of
powers at the receiver and the eavesdropper and hence, onlyoieresults to obtain the actual physical coordinates of the eaves-
relative channel gains from transmitteto receiver and the dropper is under investigation.
eavesdropper and not on the channel gains from the other trans-
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