
andthat

ofthechannelbetweenthesourceandtheeavesdropperbe .

Ifthechannelbandwidthis ,thenthesecrecycapacity is

givenby[1]

asmuchinformationasthereceiver,andthus,anunsecured

system.

Wyner[1]Þrstshowedthatpositivesecrecycapacitycanbe

achievedwithouthavingasecretkeyoflargerentropythanthat

ofthemessage.Furtherstudiesevaluatethesecrecycapacity

forsingle-terminalnetworkswithoutcryptographickeys[2],[3]

andformultiterminalnetworksbothwithoutcryptographickeys

[4]aswellaswithcryptographickeys[5],[6].Areaderwould

haveabetterunderstandingoftheanalysiswepresentinthis

placedtransmittersandreceivers.

Secrecycapacityoftheusersdependsonthechannelgains

betweenallthetransmittersandreceiversandthelocationofthe

eavesdropper.Itthenbecomesimportanttodeterminetheloca-

tionoftheeavesdropperthatmakesthenetworkvulnerable.This

isthelocationoftheeavesdropperthatresultsinzerosecrecy

capacityforamaximumnumberofusers.Asmentionedear-

lier,zerosecrecycapacityforatransmitÐreceivepairindicates

thattheeavesdropperobtainsatleastasmuchinformationas

theintendedreceiverandthusrenderingthelink,unsecured.In

somescenarios,e.g.,sensornetworks,theinformationtransfer

betweendifferenttransmitÐreceivepairscouldbecorrelatedand

theeavesdroppercouldgainsufÞcientinformationbysnooping

anylinkeffectively.Thiswouldtypicallybethelinkwithleast

robustness(calledastheÒbottleneckÓlink).Hence,itisalsoes-

sentialtostudythelocationoftheeavesdropperthatmakesthe

secrecyofthebottle-necklink,zero.

Inthispaper,weextendouranalysisin[7]tostudytheop-

timumlogicallocationoftheeavesdroppertoresultinzero

secrecycapacityfor1)maximumnumberofusersinthenet-

workand2)thebottle-necklinkinamultiterminalnetworkwith

powercontrol.Resultsindicatethatpowercontrolcanmake

eavesdroppingdifÞcultasitresultsininfeasiblelocationsforthe

eavesdropper.Wethenstudytheasymptoticsecrecycapacityof

amultiterminalsystemwithandwithoutpricing.Itisshown

thatasymptotically,thesecrecycapacityofalltheterminalsin
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Fig. 12. Optimal location of the eavesdropper to make the secrecy capacity of
the bottle-neck link 0, for the system with 20-MHz bandwidth and randomly
placed transmitters and receivers.

and real if and only if , , or in other words,
if and , then

. Similarly, (38) implies that 8 for the
system with linear pricing. The relation betweenand is
obtained by substituting and using (26), (37), and
(38).

Theorem 4.2 implies that asymptotically, the secrecy capacity
of transmitÐreceive pairdepends only on the relative channel
gains between transmitterand receiver and transmitter and
the eavesdropper. This can be intuitively interpreted as follows:
As the number of transmitÐreceive pairs approach, the in-
terference experienced at all the receivers as well as the eaves-
dropper become very large and hence, the relative SINRs at the
receiver and eavesdropper depend only on the relative signal
powers at the receiver and the eavesdropper and hence, only the
relative channel gains from transmitterto receiver and the
eavesdropper and not on the channel gains from the other trans-
mitters.

Let be the asymptotic eaves-
dropper channel gain vector, i.e., the vectoras .
For the system with and , the optimum

since from Theorem 4.1. Applying LÕHos-
pitalÕs rule to (25) as done in Theorem 4.2, . Thus,
the optimal location of the eavesdropper to make the secrecy ca-
pacity of transmitÐreceivezero is . This also agrees
with the result of Theorem 4.2.

Theorem 4.2 also implies that the system with no power con-
trol obtains zero secrecy capacity for all transmitÐreceive pairs,
asymptotically. However, if , the systems with
power control (both nonlinear as well as linear pricing) can ob-
tain positive asymptotic secrecy capacity for all transmitÐre-
ceive pairs. This demonstrates the effectiveness of power control
to improve the asymptotic secrecy capacity of multiterminal net-
works. The exact scaling factor for the systems with nonlinear
and linear pricing differ although both are .

8� is speciÞed by Theorem 4.1 in [7].

For the particular pricing functions discussed in this paper, it can
be shown that the scaling factor is 2 for the system with non-
linear pricing and 1 for the system with linear pricing. In other
words, it can be shown that the asymptotic secrecy capacity
is given by

(40)

where . The factor of 2 for the nonlinear pricing
appears due to the choice of the pricing function. For different
choices of nonlinear pricing functions, one can obtain different
scaling factors.

V. CONCLUSION

We studied the optimal logical location of the eavesdropper
in a multiterminal network. We obtained necessary and sufÞ-
cient conditions for the feasibility of the locations of the eaves-
dropper. We demonstrated the effectiveness of power control
in terms of the optimum locations of the eavesdropper. Power
control was shown to result either in infeasible locations for the
eavesdropper. Alternatively, power control made eavesdropping
difÞcult by requiring larger optimum gains from all the trans-
mitters to the eavesdropper. It was observed that linear pricing
makes eavesdropping difÞcult for systems with large bandwidth
while nonlinear pricing prohibits eavesdropping in systems with
low bandwidth. The results on bottle-neck links help in identi-
fying the nodes that are most likely to be attacked and develop
mechanisms to overcome the attack. We also studied the asymp-
totic secrecy capacity of multiterminal networks. We showed
that the absence of power control results in zero asymptotic se-
crecy capacity for all the users while power control can result
in positive secrecy capacity for all the users. The extension of
our results to obtain the actual physical coordinates of the eaves-
dropper is under investigation.
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