Case 2 — Public Safety Wireless Networks

900 MHz analog,

"\-_’]s < \digital trunking

30-50, 150, 450 MHz (mostly) analog FM
Local municipality control
Separate services (police, fire, EMS)
with little central coordination
Some point-to-point; heavy use of RF repeaters
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Perpetrators

Discussion order:
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e Threats
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 Potential Vulnerabilities

e Additional Security Controls
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Perpetrators : = Assets at Risk
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 Potential Vulnerabilities
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ADD’L CONTROLS

Existing
safeguard

« Additional Security Controls
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VULNERABILITIES ADD’L CONTROLS
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Security Technical Paper Assignment

» Full .pdf copies of IEEE Security and Privacy articles are available from through the
Stevens library at

hitp://www.lib.stevens-tech.edu/research/serials/|nlsindex.html by following the link to
IEEE Electronic Library Online -> Journals and Magazines -> S — Security and
Privacy Magazine

(you must be at an on-campus computer or connected via the Stevens VPN)

* Pick an article that interests you from any of the 2003 editions

 Write a 3-5 page report on the paper. Report should include:
— Summary of fundamental ideas presented in the paper
— Issues paper addresses and how they have been addressed in the past
— Discussion of 1 or 2 core ideas of paper
— Identification of any wireless-related issues brought up in the paper
— Potential applications of technology presented
— Future opportunities created by the technology
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