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Case 6 – Wireless LANs
802.11a, b, g

IntranetIntranet

802.11a

5.15-5.35 GHz,
5.725-5.825 GHz

20 non-overlapping TDD channels
250 kbaud OFDM (52 carriers)
BPSK, QPSK, 16QAM, 64QAM

on each carrier

802.11b

2.400-2.4835 GHz
11 TDD overlapping channels

11 Mc/s DS-SS, CCK/PSK

InternetInternet

Firewall
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Case 6 – Wireless LANs
802.11a, b, g

IntranetIntranet

InternetInternet

Firewall

RC4 stream cipher

CRC-32 message integrity check

24 bit IV

IV updating optional

WLAN-wide key variable
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IEEE 802 Standards (Alphabet Soup)

802.11 WLANs
Barker DSSS:1,2 Mb/s @ 2.4 GHz

FHSS:  1 - 4.5 Mb/s @ 2.4 GHz
1,2 Mb/s PPM @ IR

802.11b
CCK @5.5, 11 Mb/s

2.4 GHz

802.11a
OFDM @ 6-54 Mb/s(72?)

5 GHz

802.11g
802.11a @ 2.4 GHz

802.11c
WLAN bridging

802.11d
operating frequencies for new

regulatory authorities

802.11e
MAC enhancement

(QoS)

802.11f
Dynamic freq select

(5 GHz radar)

802.15.1
Bluetooth WPAN

802.15.3
WPAN > 20 Mb/s

802.15.4
low power WPANs

10-200 kb/s

802.15.2
WPAN/802.11
coexistence

802.16
WMANs

802.3
Ethernet802

Networks

802.15
WPANs

802.11i
Enhanced security
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OFDM Basics

tone spacing
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Discussion order:

• Assets

• Perpetrators

• Threats

• Existing Safeguards

• Potential Vulnerabilities

• Additional Security Controls

Assets at Risk Existing
safeguards

ThreatsPerpetrators Assets at Risk

P
ot

en
tia

l
V

ul
ne

ra
bi

lit
ie

s

A
dd

iti
on

al
co

nt
ro

ls

Identification

Authentication

Access Control

Confidentiality Integrity Availability

Non-repudiation
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ASSETS
•
•
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PERPETRATORS
•
•
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ASSETS
•
•

PERPETRATORS
•
•

THREATS
•
•

EXIST. SAFEGUARDS
•
•

VULNERABILITIES
•
•

ADD’L CONTROLS
•
•


