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Correctness, Reliability, and Real-time Performance

Getting HW
running

Getting SW
running

Getting HW
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correctly
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Getting HW
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Getting SW
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Getting HW
running

fast enough

Getting SW
running
reliably

Getting 
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Real-time and Correct Operation

• Consider this system:

Complete 
description of

software
(e.g., source code)

Complete 
description of

hardware
(e.g., schematics)
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Real-time and Correct Operation

• Consider this system:

Complete 
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(e.g., source code)
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Real-time and Correct Operation

• Consider this system:

Complete 
description of

software
(e.g., source code)

Complete 
description of

hardware
(e.g., schematics)

Complete 
description of 
arbitrary inputs

Output “FAIL”
if error

Output “FAIL”
if WD-timeout

Complete 
observation of 

all outputs

Is it possible to mechanically 
inspect system to determine if
It will run correctly and in real-time?
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Real-time and Correct Operation

• Consider this system:

Complete 
description of

software
(e.g., source code)

Idealized hardware
with idealized
performance

Complete 
description of 
arbitrary inputs

Output “FAIL”
if error

Output “FAIL”
if WD-timeout

Complete 
observation of 

all outputs

Complete 
Observation of all 

Internal states

Is it possible to mechanically 
inspect system to determine if
It will run correctly and in real-time?
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Real-time and Correct Operation

• Consider this system:

Complete 
description of

software
(e.g., source code)

Idealized hardware
with idealized
performance

Complete 
description of 
arbitrary inputs

Output “FAIL”
if error

Output “FAIL”
if WD-timeout

Complete 
observation of 

all outputs

Complete 
Observation of all 

Internal states

Is it possible to mechanically 
inspect system to determine if
It will run correctly and in real-time?

NO – this is a classic CS problem:
The Halting Problem
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Hardware/Software Co-design

Getting HW
running

Getting SW
running

Getting HW
running
correctly

Getting SW
running
correctly

Getting HW
running
reliably

Getting SW
running

in real-time

Getting HW
running

fast enough

Getting SW
running
reliably

Getting 
system
running
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FPGAs with Processor Cores

• FPGA concept:

AND

OR

NOT

XOR

Gates

Interconnect
Matrix

OUTPUT
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Memory
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Configuration
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D Q

Addr Data
I/O
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System
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μP
Core

FPGAs with Processor Cores

• FPGA functional breakdown:

Memory

Configuration
Memory

I/O

Programming
Interface

Development
System Digital

Logic
Functions

VHDL

SW

Peripherals
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Multithreaded Programming

ISR 1A Queue 1A Background
Thread 1 Queue 1B ISR 1B

ISR 2A Queue 2A Background
Thread 2 Queue 2B ISR 2B

ISR 3A Queue 3A Background
Thread 3 Queue 3B ISR 3B

Real-time kernel:
Multithreaded run-time functions (reentrant)

while(1) {. . .}
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Context Switching

Thread 1

Thread 2

Thread 3

Context 1 Context 2 Context 3

St
ac

k

Reg
ist

er
s

St
ac

k

St
ac

k

Reg
ist

er
s

Reg
ist

er
s

Active Context

St
ac

k

Reg
ist

er
s



CpE450
3/19/2007

Copyright ©2005-2006
Stevens Institute of Technology - All rights reserved 8-23/29

Context Switching

Thread 1

Thread 2

Thread 3

running

suspended

suspended

Context 1 Context 2 Context 3

St
ac

k

Reg
ist

er
s

St
ac

k

St
ac

k

Reg
ist

er
s

Reg
ist

er
s

Active Context

St
ac

k

Reg
ist

er
s



CpE450
3/19/2007

Copyright ©2005-2006
Stevens Institute of Technology - All rights reserved 8-24/29

Context Switching

Thread 1

Thread 2

Thread 3

running

running

suspended

suspended

suspendedsuspended

Save context 1
Restore context 2

Context 1 Context 2 Context 3

St
ac

k

Reg
ist

er
s

St
ac

k

St
ac

k

Reg
ist

er
s

Reg
ist

er
s

Active Context

St
ac

k

Reg
ist

er
s



CpE450
3/19/2007

Copyright ©2005-2006
Stevens Institute of Technology - All rights reserved 8-25/29

Context Switching

Thread 1

Thread 2

Thread 3

running

running

running

suspended suspended

suspended suspended

suspendedsuspended

Save context 1
Restore context 2

Save context 2
Restore context 3

Context 1 Context 2 Context 3

St
ac

k

Reg
ist

er
s

St
ac

k

St
ac

k

Reg
ist

er
s

Reg
ist

er
s

Active Context

St
ac

k

Reg
ist

er
s



CpE450
3/19/2007

Copyright ©2005-2006
Stevens Institute of Technology - All rights reserved 8-26/29

Context Switching

Thread 1

Thread 2

Thread 3

running

running

running

running

suspended suspended suspended

suspended suspended

suspendedsuspendedsuspended

Save context 1
Restore context 2

Save context 2
Restore context 3

Save context 3
Restore context 2

Context 1 Context 2 Context 3

St
ac

k

Reg
ist

er
s

St
ac

k

St
ac

k

Reg
ist

er
s

Reg
ist

er
s

Active Context

St
ac

k

Reg
ist

er
s



CpE450
3/19/2007

Copyright ©2005-2006
Stevens Institute of Technology - All rights reserved 8-27/29

Addressing the Hardware/Software Co-design Issue
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Open Research Questions

• If you are doing HW/SW co-design
– on an FPGA-like device with microprocessor core and digital logic,
– how can you support execution threads that cross the boundary between 

hardware and software?  
– This is part of the HW/SW partitioning issue – you might decide to realize a 

function in hardware or software, as you do the HW/SW functional
assignment.

– How do you support simple synchronization primitives, like signal( ) and 
wait( )?  E.g., what if a software process needs to wait on a hardware 
function?


